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Military Commission Declassifies Defense Attack on Classification of
Defendant's Thoughts

"the defendants were exposed to classified interrogation techniques
only in the sense that Hiroshima was exposed to the classified
Manhattan Project”

Washington D.C., April 24, 2013: Yesterday, the military commission
released a 312-page declassified version of the defense response to
the government's argument that the "observations and experiences" of
the defendants are classified because they have been "exposed to
classified information."” (AE013G.) This release marks the first time
the defense brief has been available to the public. The document is
available at http://ow.ly/kobzQ.

The declassified document goes to the heart of a continuing
controversy over the government's use of classification to limit
public information about its interrogation of the 9/11 defendants.
"The idea that the government can classify a torture survivor's
experiences contravenes the most basic principles of human rights,"
said James Connell, attorney for Ammar al Baluchi and author of the
declassified legal brief.

In the declassified brief, Connell wrote, "Unlike a document, a
person's pain and fear is not a thing which the government can
double-wrap and courier between secure facilities. . .. A person's



own experiences--whether the smell of a rose or the click of a gun
near one's head--are what make them a person, and the government can
never own or control them."

Although filed on May 18, 2012, the brief remained under seal until
April 23, 2013. On January 29, 2013, the military commission granted
a defense motion (AE055) and ordered public release of redacted
versions of classified pleadings over prosecution objection. The
military commissions website did not release any declassified versions
until April 2, 2013.

On December 6, 2012 (AE013P), and again on February 9, 2013 (AE013AA),
the military commission ruled that the "observations and experiences
of an accused with respect to the matters™ surrounding their arrest

and interrogation are classified. Under the terms of a military
commission protective order, this decision means that media, the
public, and victims will be excluded from any hearing on U.S.
treatment of the defendants. The ACLU and a coalition of media
organizations challenged the protective order, but a military
commission appeals court dismissed their lawsuit on March 27, 2013.
Several motions regarding Bush Administration policies and detention
facilities are currently pending before the military commission.

James G. Connell, 111 is a civilian Defense Department attorney who
has been counsel for Mr. al Baluchi since 2011. He has served as
attorney in a number of high profile death penalty cases in state and
federal courts.
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UNITED STATES OF AMERICA

AE013G
V. UNCLASSIFIED NOTICE
Mr. al Baluchi’s (Ali Abdul Aziz Ali)
KHALID SHAIKH MOHAMMAD, WALID Unclassified Notice of Response to
MUHAMMAD SALIH MUBARAK BIN Government Motion to Protect Against

‘ATTASH, RAMZI1 BIN AL SHIBH, ALI Disclosure of National Security Information
ABDUL-AZIZ ALI, MUSTAFA AHMED
ADAM AL HAWSAWI 18 May 2012

In accordance with the Military Commission Trial Judiciary Rules, the defense provides
this unclassified notice that it has filed a classified version of the above captioned motion. The
classified version has been hand delivered to the Clerk of Court and as directed by the
prosecution.

This response is filed outside the timeframe established by the Commission’s order of 9
May 2012. The Defense respectfully moves to file this response one day out of time. The

prosecution has authorized counsel to represent that it does not oppose the request.

Very respectfully,

I1sl! /1sl/
JAMES G. CONNELL, 11 STERLING R. THOMAS
Detailed Learned Counsel Lt Col, USAF

Detailed Military Defense Counsel
Counsel for Mr. al Baluchi

Filed with TJ UNCLASSIFIED//FOR PUBLIC RELEASE  Appeliate Exhibit 013G (AAA)
18 May 2012 Page 1of 2
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CERTIFICATE OF SERVICE
I certify that on the 18th day of May, 2012, I electronically filed the foregoing document
with the Clerk of the Court and served the foregoing on all counsel of record by e-mail.
Isl/

JAMES G. CONNELL, III,
Learned Counsel

Filed with TJ UNCLASSIFIED//FOR PUBLIC RELEASE  Appeliate Exhibit 013G (AAA)
18 May 2012 Page 2 of 2
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FOPSEVRET

THIS IS A COVER SHEET

FOR CLASSIFIED INFORMATION

ALL INDIVIDUALS HANDLING THIS INFORMATION ARE REQUIRED TO PROTECT
IT FROM UNAUTHORIZED DISCLOSURE IN THE INTEREST OF THE NATIONAL
SECURITY OF THE UNITED STATES.

HANDLING, STORAGE, REPRODUCTION AND DISPOSITION OF THE ATTACHED
DOCUMENT WILL 8E IN ACCORDANCE WITH APPLICABLE EXECUTIVE
ORDER(S), STATUTE(S) AND AGENCY IMPLEMENTING REGULATIONS.

(This cover sheet is unciasaslfied.)

ran creney
IVl JLUVINL ]

STANDARD FORM 703 (3-25)
703-101 PrescnoeG by GSANS
NSN 7540-01-213-7903 32 CFR 2003
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UNITED STATES OF AMERICA AE013G ;

V. ’ i ‘
KHALID SHAIKH MOHAMMAD, Joint Defense Respons;e to| - ;
WALID BIN ‘ATTASH, RAMZI BIN AL Government Motion || j
SHIBH, ALI ABDUL AZIZ ALI, To Protect Against Disclosure of National .;

MUSTAFA AHMED ADAM AL . Security Information ~ }|

HAWSAWI (AMENDED) |
18 May 2012

1. Timeliness: This response is filed out of time 17 May 2012. The Defense respectfully
} :

requests to file this Response out of time, which request is not opposed by the prosecutid;n.

t
1

2. Overview: B

& The commission should deny the government’s request to file its Attachfnen%s A and

B ex parte, as ex parte invocation of classified information privilege in this context 'v!vo;ul‘c:l

violate

both MCRE 505 and the balancing test established in Ellsberg v. Mitchell.' The Ells?aerg factors,

including the defendants’ need for the classified information and the lack of “self—e\?ide!nt” harm

from disclosure, strongly favor requiring the government to invoke classified informatio

n.in an

adversarial setting. If the government reveals the basis for its claim of damageé to natiQnal

security, it is unlikely to support the government’s sweeping claim of classiﬁedfinfofmaﬁon

privilege.

55-Other than the presumptive classification addressed in AE009, the core prob:l em with

?

government’s proposed protective order is its overbroad definition of classified infor'matfipn. The

Military Commissions Act of 2009 and MCRE 505(b)(1) limit a claim of classified inf%_rmation

privileged to information classified under an Executive order, statute, or regi;lati;:)n, and

f .

restricted data. The government’s definition far exceeds these limits. | , o

|

N

£Sudo. The government’s claim that an Original Classifying Al{nhor:ty ihas

l
f

presumptively classified the defendant’s statements is demonstrably inaccurate.

143709 F.2d 51 (D.C. Cir. 1983).

VNS VL I\ V

;%p‘péﬁl

Page
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=45~ Although the government can classify documents about the experiencessof the
defendants within its control, Executive Order 13526 does not allow the government to classify

the actual experiences of the defendants. o

-3 Finally, the government’s protective order fails to provide any actualLLseful

guidance. The handling guidance in this case is plagued by serious information failur:es r‘anging
S
l !
from issues as basic as the proper cover sheets and to those as complex as the boundz:xrie% of the
. :

i ;
purported Special Access Program. Given these failures, the government’s proposed protective

i
order is both overbroad and underinclusive. |

'

3. H-Facts: '

A. 57 5-The Central Intelligence Agency has never claimed to presumptively ¢iassify
all high-value detainee statements, and does not currently claim to presumptively

classify any high-value detainee statements. ,

ooy To the best of counsel’s knowledge after diligent inquiry, the CIA has issued

three relevant documents providing classification guidance.

m

APPeHate Exhlbxt
Ia ge |
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B. -&5-Defense counsel has virtually no information about the Special Access P’r

with whose rules they are expected to comply. .

-5 As of 17 May 2012, no member of any of the defense teams in this calée hi s been

briefed on the requirements of _the Special Access Progiramg.which

purportedly governs information relating to their clients.® :
|
ng” Or
I

“proximity” brief from the Office of the Under Secretary of Defense for Intelligence. I%l vague
I

language, the special handling brief allows counsel to receive potentially classified infoil'

mation

|

o
}éppéll:aité Exhibit
UNCLASSIFIED//FOR PUBLIC RELEASE 8¢ — ol —
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from their clients, but provides virtually no other guidance.’ The briefing acknoV\ff_ledfgemenf

form states,

k@@= Due to the necessity for HVD counsel to speak frankly with their|
clients for the purpose of representing them in the OMC process, counsel staff 1sE
being provided limited security approvals that authorize them to receive TS/SCI;‘
information from their clients. Counsel’s limited security approval for !the;:
purpose of receiving compartmented information from their clients does not.‘
authorize them to receive compartmented documents or information from the U. S i
Government.'?

1

LA4=SES> The only other information contained in the special handling brief reéarding
the boundaries of the compartment is couched in terms of client statements. The btiefing

acknowledgement continues,

sdebldaadlaa= [nformation received from HVDs (whether written or oral, and any:
notes taken based on conversations with detainees) is presumed to be and should:
be handled as TS/SCI information until a U.S, Government classification re,v;iewi‘ :
is completed. Notwithstanding the disclosure of the same or similar information
in the media, compartmented information includes, but is not limited! to:|
location(s) of detention; method(s) of interrogation; condltlon(s) of conﬁnement i -
and identities of U.S. Government and liaison personnel.’’ g |
i M
=5+ On 23 September 2011 ,-of the Office of the Under Secretary of I])efe‘x; 1se for

I
Intelligence provided James Connell, counsel for Ammar al Baluchi, and CPT ]\,Mchael

Schwartz, counsel for Walid bin ‘Attash, with the special handling brief. Mr. Connell and CPT

Schwartz viewed a PowerPoint slide presentation regarding _andLF-igncd

copies of the SCI Briefing for High Value Detainee, Defense Counsel Team Members

1
i

acknowledgement form.'> Mr. Connell and CPT Schwartz asked for copies of the fofr|x1 they

were signing, but Ms..aid she did not have authority to provide them, despite that they are

*=datBalio- Attachment E (SCI Briefing for High Value Detainee, Defense Counsel Team Members)
1 QaLEQuaN. /4 (emphasis in original). _ :

-‘H”i-‘“ob‘ejld

\ulu uuu}]d ' |
. ! '
j2aaVa% s Wak aFalah nia ol ! ]

I o
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only Unclassified/For Official Use Only.” Ms. JJjinformed Mr. Connell and CPT Schwar

the approprite wigraph for [ - > h the progra

|
was classified Secret, and that the trigraph was unclassified.'* |

=&R=The first serious issue regarding- erupted in early December 2b1 lf

December 2011, a person associated with the Trial Judiciary emailed counsel for the éove
i 1

} .

1

T

f25

tz that

name

'On‘ 6

ent

and for Mr. al Nashiri‘proposing that the military judge provide counsel for Mr. al Nashiri with

|

classified summaries on a rolling basis.”> In responding, counsel for the govemment,sl’tate

£=5 Additionally, the Commission may or may not be aware that the defense.

d,
!

currently cannot receive information that is classified at a TS/SCI for the SAP" .

applicable in this case. The government is and has been working to solve that
problem but, ‘as of now, materla] that is classified at the TS/SCI level cannot be

produced to the defense.'® |

.5-0n 9 December 2011, counsel for Mr. al Nashiri filed a motion challengt

17

readiness of the prosecution to proceed in light of this government claim.

%Leaming from the example of Mr. al Nashiri’s counsel, on 12 Decembe?r
' o

Mr. Connell began to seek information about- Mr. Connell requested fr?cl

'1

security manager, _ a copy of the document he had signed, a f&opy

I
!
PowerPoint slides, the appropriate cover sheet, the orlgmal cla551ﬁcatlon autho

_ and the procedures for classification challenges within -lg M_s.

l .
r1ty for

il
19 Mr.|Breslin

ng the
2011,
m his

of the

forwarded Mr. Connell’s questions to Michael Breslin at the Convening Authority.
Pugelh Attachment F (Email string beginning 12 December 2011). !
“anrd e
15-él-lé-Attachment G at Attachment A (AE025 Defense Motion to Abate Proceedings Until Such Tini¢ as the
Prosecution is Prepared to Proceed, United States v. al Nashiri). |
]6@ ]d i
el o
'® &84aH- Attachment F. Mr. Connell referred to the document he had signed as a Non-Disclosure Agreement,
because he mistakenly believed the document to be a Non-Disclosure Agreement. The cover sheet issue is
discussed in depth in the next section. |
19 s, !
"] Id i
|
e ey e e R e i
I
‘ Appellate }:xhibit
Page
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‘responded with general answers, including the following response to Mr. Connell’s. request for

identification of the OCA for-

==Y our request-for identification of the Original Classification Authority
(OCA) does not lend itself to an easy answer. Information is classified by
different OCAs depending on the source of the information and the level of
classification. . . . If you are marking a document with information received from
an HVD, that mformatlon is only presumed classified (no OCA has rev1ewed it),
therefore there is no 1dent1ﬁab1e ocA® -

~5AAE5-0On 20 December 2011, Mr. Connell replied to Mr. Breslin with requests for more
! .

+ specific information about- Among other questions, Mr. Connell asked: |

) -\‘Sﬁ-‘iﬁ;“ls-‘a Special Access Program within the meaning of Chapter 8 of DoD
5200.1-R?” ' S

o =& “Who are the program managers for-” o

o LS “How does information become classified if there is no OCA?” o

o {S/AF-Assuming the existence of presumptrve classification, “who is that ‘ coranetent
OCA’ for information in) ’

o =& “If there is no OCA, what date do we use to mark derlvatlve]y c]a351ﬂed
documents with the ‘declassify on’ date per DoD 5200.1-R § C5.2.5.3?” L

o el “Who is the ‘classifier of the information’ mhwnhm the meanmg of
DoD 5200.1-R C4.9.1.17! ¥

“== On 21 December 2011, the government responded that no member of L\/Jr al
Nashiri’s defense team had been authorized to receive SAP information because no;member of
the team had a need to know such information.?? : ‘ |

g™ On 6 January 2012, Mr. Breslin emailed Mr. Connell to say thatihe had
f

forwarded his questions to higher authorities, and that he would provide more 1nform|at10n When
. ! :

s

it was available.? , §

[

S On 2 February 2012, Mr. Connell emailed Mr. Breslin to follow up on his learlier -

requests and to updéte Mr. Breslin on confusing new handling guidance Mr. Conn:e?ll had

'
|
i

20 - 1d.
rangg N
2 Attachment H at 4 (AE025 Government Response to Defense Motion to Abate Proceedings Until Such Time
?38 the Prosecution Is Prepared to Proceed). ‘ '

Ll C ‘

& |
i

Ap];nellate| Exhibit_____
Page of
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o
received from D.C. District Court Information Security Officer Christine Gunning.z,‘4 I:Bécause

the answer affected whether he needed an escort to courier documents, Mr. Cohjnell

ought

guidance from Mr. Breslin on “what exactly falls within the SAP, if in fact

a SAP.”> Mr. Connell also inquired at what point a document not containing HVD sta;tcments
became “preéumptively classified” because it affects what system he could usé:ito ,éprepare
actually unclassified but presumptively classified documents.?® |
=& Mr. Breslin did not respond.
=53 On 14 February 2012, Mr. Connell followed up again. Mr. Connell calf]ed Mr..
Breslin’s attention to Revision 1 of Marking Classified National Security Information}, wﬂgich had
just come out in January 2012.*” Given that document’s direction not to mark do’{currilf:nts és
classified unless that had been properly designated as classified under E.O. 13526, Mr ;C(f)nne]]
inquired if “applying classification markings to documents which have neither be_elél_or;i oinally
not derivatively classified violate EO 135267 | 3 |
=Ll Mr. Breslin did not respond. As of 17 May 2012, the Convening Authority ‘has_ not
addressed Mr. Connell’s questions. |
C.-83-There is no existing guidance on the appropriate cover sheet or marki?ngs for
_or related information. |
SANEY- In early December 2011, - who conducts the data handiliing or
proximity briefs for -for the Under Secretary of Defense for Intelligence, in;:f!ormcd

OCDC contract intelligence analyst-that OCDC is supposed to use -épcciﬁc

cover sheets. When Ms.-informed him of Ms.-statement, Mr. Connell ;émaii_ ed his
. r ‘

, !" 1
*aBd : o
C! ‘ §
X Cooah
27@[0’. :
23 L, 'd i

oy , |
[ills 2Fa% s Wal nFal sk nle Al i
I UL OJLUC AN P
o

Appellate Exhibit_____
Page i of __
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security manager, _ to request a copy of the-cover sﬁeeti 9.

i

response, on 15 December 2011, Ms.-provided two generic cover sheets, one nn

HUMINT® and one marked HUMINT/COMINT/TALENT-KEYHOLE.* In an %emep

|
-stated, “As a reminder when you mark the coversheet with the-it be;

classified.”*? -
-

£25

[3%)

9

I, M

In

narked

S.

comes

<SR Ms.- forwarded Mr. Connell’s email to the Convening Au:tﬁoritiy.i The

. Al
next day, on 16 December 2011, Michael Breslin of the Convening Authority emailed Mr.

Connell that, “The program managers are preparing a uniform cover sheet and Ms.

333 1

i

provide it to you.

‘W1

ill

=5A= On 20 December 2011, Mr. Connell emailed Mr. Breslin to conﬂ:rm his

. !
understanding that the cover sheets that Ms. -‘are not the correct cover sh;eets';

new one is being prepared.”** Given that Ms.-advice of 15 December‘2‘01 1%;

i
classification of a cover sheet notmg- contradicted Ms.- briefing on 23/ Sepfiember

2011 that the trigraphs were unclassified, Mr. Connell asked Mr. Breslin whether the t
SO

-was classified, unclassified, or unclassified in isolation but classified in comb

and

a

on the

igraph

nation

with a cover sheet.>> Mr. Connell also asked Mr. Breslin for the appropriate page and jportion
_ T

markings for-information.36 On 6 January 2012, Mr. Breslin emailed Mr.;C:onn'all that

he had forwarded Mr. Connell’s questions to higher authorities.

¥ The cover sheet question came into sharp relief in February. Following an unyritten

'

policy of presumptive classification, D.C. District Court Information Security Officer Ch

Puiix Attachment F.

O Attachment 1 (HUMINT cover sheet).

') Attachment J (HUMINT/COMINT/TALENT-KEYHOLE cover sheet).
Yug=Attachment K (Email dated 15 December 2012).

34y Attachment F.
34
e ld

&

w1

fasrasaiel n¥al el nla al

Page |
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TOP SECRET- Page 10

Gunning instructed Mr. Connell to treat his federal Complaint in Connell v. Woodf 7asf

_even though the Complaint contained no detainee statements.’® Ms.! Gun

instructions directed Mr. Connell to hand deliver the filings “with Top Secret/Cosd
|

of 25

within
ning’s

eword

Coversheets attached.”® After Mr. Connell explained that he had no “Top Secrct/Cod‘}eword”

cover sheets, Ms. Gunning agreed that Mr. Connell could use an SF703 sft‘amped
i

“CODEWORD.”®

-£5-On the day the cover sheet issue arose in the D.C. District Court, Mr. Connell émailed |

Mr. Breslin again to let him know of the importance of a resolution to the cover sheét; queé

Mr. Connell followed up again on 14 February 2012, with no result.*?

tion.*’

> In eaf]y April 2012, OCDC leadership briefed OCDC staff that until fuﬁher Botic_e,

requests for classification guidance should be directed to Michael Chapman at the Convening

Authority. On 10 April 2012, Mr. Connell emailed Mr. Chapman to request information

on the

_ appropriate cover sheet to use in various situations.” When he received no res;ponrse, Mr.
I . '

Connell emailed to follow up on 8 May 2012.* The next day, Mr. Chapman emaiéled |;that his

3

colleagues were working on the issue, and that he hoped to respond soon.” As of 17 Ma:yl
|

the Convening Authority has not provided any guidance on the appropriate cover sheet(s)%. '

I
]
i

V= Conmell v. Woods, Civil Action No. 12-cv-176 (PLF) (D.D.C.) is a declaratory judgment action kn the

2012,

District

of D.C. challenging the RDML Woods’ written communications policy of 27 December 2011. ‘A co;lay of the

Complaint may be found as Attachment B to AE028 Mr. al Baluchi’s Defense Notice Pursuant to]

© 505(2)(1)(A). -
“es=Attachment L (Email string beginning 31 January 2012). : :

.. Attachment J. R

42
A Id .‘

“-6 Attachment M (Email string beginning 10 April 2012).
“oTId

MCRE

=erid | o

AL L/ _3\N1./1
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4. Law:
A. €5~The military commission should deny the government’s motlon to preveht
defense access to AE020 Attachments A and B. A |

|
o 1 !

—55- In AE013 Government Motion to Protect Against Disclosure of Natior?al Security

Information and in AE009B Government’s Response to Defense Motion to End ﬁresqlnptive
|

Classification, the government asks the military commission to rely on secret evidence wfuch the
}
defense has not seen. If adopted by the military commission, this procedure would: yiolate

MCRE 505 and controlling case law on invocation of classified information privilege.‘

(1)<€55~MCRE 505(a)(2) requires this military commission to provide Attachmonts A
and B to the defense. :

=#=MCRE 505 does not permit use of evidence against the defendants. {mleést it 'is

provided to them. Title 10 U.S.C. § 949p-1(b) provides, “Any information aﬁﬁaitteci in_to
evidence pursuant to any rule, procedure, or order by the military judge shall be preVided to t];1e
accused.” The SECDEF incorporated this provision verbatim into MCRE 505(a)(2), entitled
“Access to Evidence.” o

~55-Section § 949p-1(b) and MCRE 505(a)(2) mandate that the govemment cannot both

use evidence against the defendants and hide it from them. In AEO13 and AEOOQ?B, the

government cited the ex parte Attachments A & B in support of its arguments no less than eleven
times, more citations than it made to Executive Order 13526. The government cited CIA Decl.

-as the sole authority for the proposition, “any and all statements by the Accused are

presumptively classified until a classification review can be completed.”® The govemment

cannot use a document against the defendants (as opposed to merely providing it ir1i discovery)

unless they provide a copy “to the accused” as required by § 949p l(b) and MCRE 505(a) 2).

4
J

“ LB AE009B at 6. . i
TOP SECKET

Appellate Exhibit______
Page ;of
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(2) TIMCRE 505(c) does not permit the United States to invoke classified mformation

privilege ex parte. E

—@R~Drawing on the procedure in Reynolds v. United States,'” MCRE 505(0) states in

relevant part that classified information privilege “may be claimed by the head of the e>£<

cutlve

or military department or government agency concerned based on a finding that the 1nfor1mati<;n

. is properly classified and that dlsclosure would be detrimental to the national securlty [’

\

subsection makes no provision for ex parte invocation of classified mformatlon pr1v1lege I
: I
' I

—&5-The government’s string citation in support of its request that AEO13 Attachr’n

and B is instructive. The government claims as authority for its ex parte filing “10 U. S

| I

THis
en'ts A

C. §§

949p-2(b), 949p-4(b)(2), 949p-6(a)(3), 949p-6(d)(4); MCRE 505(d)2), 505(1‘)(2)(]3), 505

(h)(3)(A).”48 . Section 949p-6(a)(3) (which, although not cited, became MCRE 505(hf)

does not provide for ex parte submissions at all, but rather only the closing of cc:‘)mmlss"io:ns

|
hearings which may result in the disclosure of classified information.

\>/

of ex parte provisions in MCRE 505(c) and those portions of MCRE 505 in which the S}E

| .
1‘

BI(®))

!
i

The other provisions cited by the government highlight the contrast betwecn the lack

CDEF

authorized ex parte proceedings. For example, § 949p-2(b) and MCRE SOS(d)(Z{) explicitly

o
permit ex parte consideration of a motion under MCRE 505(d)(1). Section 949p-4(b) 2) and

' BV
MCRE 505(f)(2)(B) explicitly permit ex parte but recorded presentations in support of proposed

redactions or substitutions under MCRE 505 (f)(2)(A). And MCRE 505(h)(3)(Aj) e>f{plicitly
| - .

permits ex parte hearings under MCRE 505(h). Whether or not these ex parte :prokeeding

oo
provisions are constitutional, they highlight the absence of any authorization for eix
!

invocation of classified information privilege under MCRE 505(c).

‘345 U.S. 1 (1953). i
“Supttin AT(0]3 at 9. '

3
§
L1l LT IwRl L . l l <

I

parte

Appellate Exhibit . .
Page L (I
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(3) &5—In these circumstances, D.C. Circuit precedent requires the invo‘cati:c
justification of classified evidence privilege to take place in public and on the
to the extent possible.

}

of 25

n and
ecord

--The leading case on the ability of the government to invoke and justify cI:Tssiﬁed

information privilege without adversarial testing is the D.C. Circuit’s decision in ‘Ellsberg 12

Mitchell, 709 F.2d 51 (D.C. Cir. 1983).* The core holding of Ellsberg on this pomt is thzgai

=&==-in situations in which close examination of the government’s assertlons [of

privilege] is warranted, the trial judge should insist (1) that the formal claim of :

privilege be made on the public record and (2) that the government either (a)
publicly explain in detail the kinds of injury to national security it seeks to aV01d
and the reasons those harms would result from revelation of the requested

information or (b) indicate why such an explanation would itself endangeif i

national security .
-
|

&l The court explained that “such close examination of the basis of a privilege claim is If

when a litigant has shown a strong need for the requested information and the surro

circumstances do not render ‘self-evident’ the harms likely to follow from disclosure.”' ;

=Ll The defendants have a strong need for the information for which the gove

\

N7

Quired

undiiig

rnment

seeks to invoke classified information privilege in AE009B and AE013: information rel;ating to

o . . » ]
the rendition, interrogation, and detention of the defendants. Information about torture an

:li other

forms of cruel, inhuman, and degradmg treatment is critical to several aspects of the inilitziry

commissions proceeding, mcludmg the admissibility of a defendant’s statements

2 the

admissibility of a hearsay declarant’s statements,>> and evidence in extenuation and ‘mitig‘at_ion.s“

=7
commission has to an authoritative Article IIT intermediate court. See 10 U.S.C. § 950g(a).
50 @eElisherg v. Mitchell, 709 F.2d 51, 63-64 (D.C. Cir. 1983).
'@ 14 at 63 n.53.
2t < o5 See MCRE 304(a).

% o= The United States Court of Appeals for the D.C. Circuit, of course, is the closest thmg this

\v; “=ieCoe MCRE 304(3)(3) . [N

5“-959 See RMC 1004(b)(3).
TOD OO
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1
The SECDEF considered the statements of the defendants important enough to Justlfy a ‘s=parqte

!

pre-arraignment disclosure provision as part of MCRE 304 on suppression of statement

=& Conversely, the circumstances do not make it “self-evident” that disclosuré
o

information the government seeks to cover with classified information privilege would

damage to national security. In Ellsberg, the D.C. Circuit considered two factors

of the
‘cause

in its

assessment of whether damage to national security was self-evident: the passage of time since

the use of the techniques at issue and the authorized public disclosure of information abput the

|

techniques.*®

5 Substantially more time has passed since the CIA custody of the defendants than the

o
“five years [which] had elapsed since the last of the wiretaps” in Ellsberg.”’ . ‘ _’

o]
ﬁ&-These years matter: the interrogation techniques the CIA used aggitn'st the

o
defendants have not been available to the CIA or any other United States government

SIS

since at least 2009, and probably earlier.® AR

entity

=5 The information that the government is seeking to cover with classified infoirmation

privilege describes activities that today are prohibited as a matter of clear law and policy,
3

§
through prohibitions on torture and other forms of cruel, inhuman, and degrading treatmje'nt, and

the application of Common Article 3.°° In the years since 2006, each branch of gove_rnn;a Bht has

made unequivocal statements barring such interrogation methods.*
i

3-5-See MCRE 304(c)(1). o
Sl 1] at 61. oo
57@-141. S
S/ The defense does not concede these techniques were ever lawful. ‘
59-\H-D-These actions affirmed prohibitions that were already in place,
wimlmCoo ¢ o Detainee Treatment Act, Pub. L. 109-148, Title X, § 1003, Pub. L. 109-163, Tltle XIV,

e

§ 1402;

Hamdan v. Rumsfeld, 548 U.S. 557, 629-30 (2006); Executive Order 13491, “Ensuring Lawful Interrogations,” 74
Fed. Reg. 4893 (Jan, 22, 2009); Headquarters, Dep’t of the Army, FM 2022.3 (FM34-52) Human Intelligence
Collector Operations (Sep. 2006); Dep’t of Justice, Office of Legal Counsel, “Withdrawal of Ofﬁcc ;cf Legal

Counsel CIA Interrogation Opinions” (Apr. 15, 2009). Co b

A NTL WAL ANLY A . ;

_ |
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-45- Analogously to Ellsberg, “official inquiry in the intervening years ha[s]b resit lted in

1

| public disclosure” not only of the fact of the defendants’ rendition, detention, and iﬁterr?gation,

but also of many of the techniques involved.®’ Over the years, the United States gO\:/:crnnllent has

i . '
released tens of thousands of documents which, in the aggregate, constitute official 'disclpsure of

|
many of the techniques involved.®? i I L

‘ . o . . . ‘
===-In this case, there is one additional fact favoring disclosure not present in Ellsberg:

the government has already disclosed descriptions of its reasons for claiming damage to hational

security. In Khan v. Bush,” the government in 2006 filed a declaration from a namied CIA

Information Review Officer regarding the claimed damage to national security from af_ilowing

t
)
i

habeas counsel access to Majid Khan.®* In that declaration, the government described three

8!
L

grounds for damage to national security: (1) risks to the ongoing CIA RDI program; (2) locations

of CIA black sites that could put allies at risk; and (3) the possibility that terrorists may

resist future CIA interrogation. 5 n 2009, following the declassification of the Ofﬁce <;)

Counsel memoranda, the government filed an even more detailed statement of clairfled d

Lain 1o

f Legal

amage

to national security in ACLU v. DoD%  from then-CIA Director Leon Panetta. 61 The ]’a:ne‘;rta

i
I

declaration claimed two grounds for damage to national security: (1) the possibility t that tTrroriéts

‘may train to resist future CIA interrogation; and (2) the possible propaganda use of detainee

¥
: ,
abuse. It is difficult to imagine that the declarations the government seeks to have the

commission consider ex parte could reveal much more than these two documents.

N~ /*d‘

S%-ap-Attachment N (Open-source Government Information About the CIA Rendition, Detention and Interrogation

RDI) Program, dated 21 May 2011).
LER-Civil Action No. 06-cv-1690 (RBW) (D.D.C.).

Stmimtm A t1achment O (Declaratlon of Marilyn A. Do, Information Review Officer, Central Intelllgence Ag[ency).

65ﬂld

>~y

SSwgiinCivil Action No. 04-cv-4151 (S.D.NY.)

E
\~7
S¢FrAttachment P (Declaration of Leon E. Panetta, Director, Central Intelligence Agency). [
AL OL/C AN R . ‘
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B. ¥~The government’s proposed definition of classified information is overbro‘Iid.

(1)-45-The definitions of classified information in the Military Commlssmns Act
and MCRE 505 limit the classified information privilege to information properly
classified and Restricted Data. 3

t&-The government does not write on a clean slate in defining the phrase “classified
information.” The Military Commissions Act of 2009 and MCRE 505 limit the authority| of the
government to invoke classified information privilege and the authority of the commission to

issue a protective order to two categories: (1) information determined by the United. States
N

pursuant to executive order, statute, or regulation to require protection against unauﬂorized

disclosure for reasons of national security and (2) Restricted Data. This definition sets the outer

' i

|

5 Title 10 U.S.C. § 948a(2) defines “classified information” as “(A) any information or

boundary of the government’s claim of classified information privilege.

material that has been deteérmined by the United States Government pursuant' to statute,
Executive order, or regulation to require protection against unauthorized disclosure for \Lasons
“of national security. (B')IAny restricted data, as that term is defined in section 11 y of the :Atomic
Energy Act of 1954 (42 U.S.C. 2014(y)).” MCRE 505(b)(1) defines “classified inforrlnétion”

almost identically: “any information or material that has been determined by the Uniteq States

Government pursuant to an executive order, statute, or regulation, to require protection! Txgainst
o

unauthorized disclosure for reasons of national security, and any restricted data, as deﬁnelc;1 in 4
o 1 '
e

U.S.C. § 2014(y).” 4o

€ Adopted by both Congress and the SECDEF, this definition of classified ilnfo;r*rjxation
is a critical limit beyond which the government may not claim classified information prji‘vilege.
Commehtary on the definition of classified information in MRE 505(b)(1)—identical t§ that in

MCRE SOS(IB)(I)*explains that, “The definition of ‘classified information’ is a limited o&ne and

!

jazfaVrEalnFaiasl nis sl
LU JILCINLY L
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: S
includes only that information protected ‘pursuant to an executive order, statute, or §reg1|1 ation,’

| I
| f

and that material which constitutes restricted data pursuant to 42 U.S.C. 2014(y) (19 ):.” fIn

other words, the classified information definition serves as rule of exclusion, not a{;rule of
. ! 1 .

i

inclusion. The MCRE(b)(1) definition is incorporated into almost every procedural' f)rov|_i_s

MCRE 505; the defined phrase appears in MCRE 505 no less than seventy-three times. : '
\

[1:

ion of

55-Two of the uses of the term of art “classified information™ are especially impdﬁ:ant'to

this commission’s authority. First, the definition of classified information f’estricts the

government’s invocation of the classified information privilege. The MCRE 505(b)(1) dehmtxon

i

is incorporated into the basic rule of privilege that, “Classified information shall be prptected and

L

is privileged from disclosure if disclosure would be detrimental to the national security.”$® . The

i

government simply does not have authority to invoke privilege beyond classified information as
) | 1 i

i
[

defined in MCRE 505(B)(1). | o

&—Second, the defi nition of classified information restricts the author1ty| of the

|

commission to enter a protective order. MCRE 505(e) prov1des that, “Upon motlon of t1e trial

counsel, the military judge shall issue an order to protect against the disclosure of any cla ssiﬁcd

- information . . . .”® The same provision which provides the commission authority to]

ssue a

. ) ° I L ..
protective order contains its limitation; the protective order may not extend beyond the definition

of classified information set forth in MCRE 505(b)(1). g

=68 The statutory and regulatory definition of classified information is. fatal [to the

AR

~government’s efforts to expand the scope of its restrictions in its proposed protective order. The

MCRE 505(b)(1) definition excludes 9 7(b) of the government’s proposed order, anch i‘rac'lh‘dcs

declassified information because the government has specifically decided that: ,decl;afs;s'iﬁéd

Sal™ MCRE 505(a)(1); see also 10 U.S.C. § 949p-1(a). : ‘ ‘

\@,‘See also 10 U.S.C. § 949p-3.

1UL DQILUINL L ! i

S |
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information does not need protection against disclosure. The deﬁmtlon also excluées the

r

1

government’s proposed presumptive classification provision, § 7(D)(vi), becausc d

8 of 25

etambe

statements have not “been determined by the United States Government pursuant to an ekec'utiive

order, statute, or regulation, to require protection against unauthorized disclosure for reasons of

national security.”” B

5> The government’s proposed | 7(a) and (c) are included within the statutbfy and

i

regul'atory'deﬁnition. To the extent that an OCA has properly classified the list of inforrrjlationéin

proposed § 7(d)(i)-(v), this information is also included in the MCRE 505(b)(1) deﬁﬁitioﬁ.

=del= The government’s proposed § 7(e) is not included within the MCRE 505(b)(1)

definition, but for a slightly different reason. The language of proposed  7(e) bears a

vague

[
similarity to an offense under the Espionage Act for disclosure of national defense informétion,”"

and the MCRE 505(b)(1) definition includes information classified pursuant to statute. ;But the

language of proposed § 7(e) goes far beyond national defense information to include' “any

document or information . . .related to a foreign government or dealing with matters of U.S.
|

|

foreign policy, intelligence, or military operations.” Furthermore, the key element. which saves

| S
‘'the Espionage Act from fatal vagueness is the willfulness requirement,”” which has no pl3
s

strict liability scheme such as a protective order. ]

ceina

(2)5r Executive Order 13526 limits the authority of the CIA to classify ihfoni'mati(')n

to that owned by, produced by or for, or under the control of the United

government, which cannot include the personal experiences of the defendants.| -

States

45~ Executive Order 13526 § 1.1(a) imposes four conditions for classification of

information, all of which must be met. Condition Two requires that “the information is jowned
by, produced by or for, or is under the control of the United States Govemment;." No
"C@B-MCRE 505(a)(1); see also 10 U.S.C. § 949p-1(a). §
T4 See 18 U.S.C. § 793. *
"5y See, e.g., United States v. Morison, 844 F.2d 1057, 1073-74 (4™ Cir. 1988). |
J
ppellate Exhibff
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|
: ‘
government can own, produce, or control the personal experiences of a person who has

experienced torture or cruel, inhuman, and degrading treatment, or indeed, of any person at all.

il

While the government can certainly classify the documents it produced while the de%ez,ndants

were in its custody, it cannot classify—presumptively or otherwise—the defendants’ p“rsonal
. |
expression of their personal experiences. i :
ol
“del= Only one court has considered a variation of this argument, and its reasoqmgéis

instructive. In ACLU v. DoD, the ACLU sought access to classiﬁcd records introfducefl in t}le
Combatant Status Review Tribunals, arguing that “the government lacks the authority to }classi;fy

information derived from the detainees; personal observations and c:xperien(:es."’ﬁlj3 The.

| D.C.

Circuit did not disagree with the argument; it simply found the argument irrelevant because the

o

ACLU was seeking access to documents in the custody of the DoD.” Through it;s pr‘otective

order, the government does not seek to presumptively classify documents about the defendants’

experiences, as an OCA has clearly classified such documents. Instead, the government attémﬁ)ts

to regulate the defendants’ own expression about their own experiences—something the
. . }

ol
government cannot own, produce, or control. Unlike a document, a person’s pain and fear
: ' o
a thing which the government can double-wrap and courier between secure facilities. ;

1

is not

'(TS'/‘- The individual is the exclusive witness to the core of his pain and

' r \

suffering, to its memory, and to whatever transformative effects it has wrought w1th1n h1 m. An

observer can hear descrlptlons of medical symptoms or injuries; can be told another [human was

\: ;‘

screaming, or vomiting, or lost control of his bowels; can be shown shackles, a pail of fec'cs‘, or a
| i

Y R
small featureless room. Such an observer might try to imagine herself in that person’s situation,

!

and search for language to describe the imagined experience. But the observer canniot ap,Lroaoh

L)
IR
P a1628 F.3d 612, 623 (D.C. Cir. 2011). !

"B Id, . :
_ Appe]latv Exhibit ,
Pace _ 1 of —
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I |

underétanding of the peculiar nature and severity of the other person’s pain and suffér?ing%?vyithdut

' B b ‘ i‘ .

S

access to that person’s story.”

.
<5 The violation of a person’s humanity inherent in silencing a person who has suffered
i ! ! ‘

abuse at the hands of the government is in some ways the obverse of the right against coln"‘lpelled
S
self-incrimination. The American rule against compelled self-incrimination reflects “our jrespect

for the inviolability of the human personality and of the right of each individual to a Frivate

!

. . . e i
»78 even if that enclave is his own mind. 'A person’s

: |
i i

own experiences—whether the smell of a rose or the click of a gun near one’svheacji—érejj what

enclave where he may lead a private life,

make them a person, and the government can never own or control them. The idea that the
o
United States may treat even its enemies as unpersons by appropriating their personal

experiences as property of the State crosses the fundamental line between der,nfocrét‘ic and

totalitarian institutions. | \ i ‘

-\‘PS#- In a gross physical sense, of course, the United States doesf‘é;ontydl” the

defendants themselves by keeping them in a detention facility. In that sense, the United States
i

controls all of the more than 200,000 inmates incarcerated by the Bureau of Prisons. But in an

1

important way, the United States exercises less control over the defendants than over some of
. !

. |
their domestic counterparts: the defendants can meet with the ICRC. The government does not

apply its claimed classification rules, presumptive and actual, to the ICRC. The ICRC fci)%lows a
: . ik

self-imposed rule of confidentiality,”’
.‘ .

T5u As an example, the Supreme Court described the “full moral force” of an individual’s personal,s:tory %as one;of

the considerations underlying the admission of victim impact evidence in a capital trial. Cf. Payne v. Tenne. '?e, 501
U.S. 808, 825 (1991). ‘ o
86 Murphy v. Waterfront Commn of New York Harbor, 378 U.S. 52, 54 (1964). oo
T 4B See  Confidentiality: key 1o the ICRC's work but  not  unconditional,
www.icre.org/eng/resources/documents/interview/confidentiality-interview-010608.htm (Sep. 20, 2010). ; 1 '

i
i
oan. cunongim i
TUL O INIS L
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C. TO7 The United States has waived its classified information privilege under'MCRE
510(a) by disclosing interrogation techniques and conditions of confinement to the
defendants. A g

> The government’s horrible logic that the defendants were “exposed” to classified
. i
interrogation techniques and conditions of confinement during their torture by the CIA in black

]
1

sites ultimately proves too much. If the defendants were exposed to classified :inter:rogatifon

techniques and conditions of confinement, it is the government which voluntarily dis¢losed those

. C .
interrogation techniques and conditions of confinement to the defendants, with a]uthc}r;ization
II‘

from the highest levels of government. That voluntary, authorized “disclosure” waf\:/ed the

1
o

government’s claim of classiﬁed information privilege. If the government did not \{vjamt the
defendants to know the CIA’s torture techniques, the CIA should not have used thern on the
defendants.

&5The govemment’sb core argument for restricting the ability of the de?fenc;iants to
discuss their personal experiences in CIA custody is as follows: “Because the Adcus‘e_ld were
detained and inte'rrogated in the CIA program, they were exposed to classified source;,s, rrirafhods,
and activities. Due to their exposure to classified information, the Accused are in a pois:t‘io_n to

reveal this information publicly through their statements.”” This reasoning is both ljudicfc us and

terrifying: the defendants were exposed to classified interrogation techniques only in the sense

that Hiroshima was exposed to the classified Manhattan Project.

¥
i

; ‘

=5 If the commission accepts this logic, however, it cannot shrink from thp next
conclusion; that the United States voluntarily disclosed their interrogation techniqn'es and

conditions of confinement to the defendants by using them on the defendants. The United
b
)¢
States’s actions toward the defendants were, at least to them, the equivalent of ‘fc§>fﬁcial

acknowledgement™: specific techniques the CIA disclosed to the defendants in an bfﬁC!]ial and

‘ !
Tudaie AEO13 at 6. e
!

Appellate Exhibit
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documented manner. Cf Wolf v. CI4, 473 F.3d 370, 378 (D.C. Cir. 2007); F itzgib?yon? 'v.i CIA,
911 F.2d 755, 765 (D.C. Cir. 1990). Declassified CIA documents demonstrate that the CIA-
required advance approval for all techniques they considered “standard” and prior approval 'in

writing for the use of any technique the CIA defined as “enhanced.”® Accord:ingito Jose

Rodriguez, former head of the CIA National Clandestine Service, CIA interrbgatdrs only

escalated to more aggressive techniques after specific written authorization from CIA

headquarters.®! J i

m_ Under these circumstances, the government has waived 1ts cl ssiﬁf:d
information privilege. Adopted as MCRE 510, the ancient rule of waiver holds that tﬁe hc lder :of
a privilege waives that privilege if he or she voluntarily discloses the privilege rélatté1:. The
United States waived whatever privilege it may have had to keep its inhuman ipterriogation
practices secret whén it elected to use them on the defendants. | |

D. The government’s proposed order is both overbroad and underinclusive.

£ The government’s proposed protective order is clearly a legacy document, peissed

down through generations of habeas cases and accruing new provisions with; ea;clf ne;:w
iteration.’> As written, the government’s proposed protective order provides both to§ mEu'ch and
too little guidance. The government’s proposed protective order provides too much gﬁldance
because many of its provisions are redundant with DoDM 5200.01, MCRE 505, the Mllltary
Commissions Act of 2009, and Chapter 18 of the Regulations for Trial by Military Comm|1351ons

or even misstate the rules contained in those authorities. At the same time, the govemment s

SmamemA ttachment R (Guidelines on Interrogations Conducted Pursuant to the _); see

also Attachment S (Guidelines on Confinement Conditions for CIA Detainees) (requiring each interrogating officer

).

to receive a copy of the Guidelines on Interrogations Conducted Pursuant to the
8! Jose Rodriguez, Hard Measures (2012). !
245 See, e.g., In re Guantanamo Bay Detainee Litigation, 577 F. Supp. 2d 143 (D.D.C. 2008) (settmg out most

recent version of the protective order in the habeas cases). , x
"

]
= =W=% SR S ISR =S ST
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proposed protective order does nothing to address the real security issues plaguing icounsel for
! ap

. : ' ! bl
both sides, including critical information about the Special Access Program, proper marking and

cover sheets, and declassification procedures. ,
i ' !

=4 One misstated proposition in the government’s proposed order is the idea that OCAs

determine the need to know of a prospective receiver of classified information. E.O. 13526_ §

i

6.1(dd) defines “need to know” as “a determination within the executive branch iniaccordance
: j E

with directives issued pursuant to this order that a prospective recipient requires aceess to

specific classified information in order to perform or assist in a lawful and: auﬂgbrizcd
o

governmental function.” Although classification level is decided by an OCA, any aufhprized
‘ .

holder of classified information determines the need to know of a prospective recipierit.- !T};is

. P . ' g il :

policy is in fact the only workable rule. Otherwise, an OCA would have to adjudicate, the: {‘wedno i

. , IR |

I |

know of every person in the intelligence community every time one person waljlt'ed t{c‘)‘;ésha:re l

o b
; ;

specific classified information with another.

=del To provide meaningful guidance, the protective should address th? foillowing

|

handling issues: Cod

|

1)=4B=Direct the Commission Security Officer or other appropriate person to [provide
‘ y pprop p 1o

counsel for the defendants with a copy of all existing classification guidance speciﬁcéto i:ssﬁes in

!

the case which they are expected to follow, including information regarding boundiajries,i
R

handling requirements, program manager, and classification challenge procedutes ‘ﬁo‘;r the
il
! !

special
(O

purported Special Access Program; "

|
I
. 1

(2)=5 Direct the United States to grant access to the Special Access Brogram for

|

qualified members of defense teams, assuming that the United States intends |to jprovide
. } K !
discovery implicating the Special Access Program; :

|

TOPSECRET R
I ...
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I
i

3) a4 Recognlze appropriate cover sheets and markings for information controlled

under specific relevant classification guidance;

. : vl ‘
(4)-45 Appoint or direct the appointment of Defense Security Officer(s) ‘t? provide a

privileged mechanism for classification review;

information relating to the defense of their clients; .
'

: » |

(5) €5 Recognize that defense team members have a presumptive need t({)
l

1

1

l

(6) €85 Address mechanisms for information sharing among attorneys represcntmg the
S
same client in different matters. ' B |

know

This commission should initially deny the government’s request to file Auéchlliuents A

and B ex parte. If the government does not choose to withdraw Attachments Aganci B, the

commission should hold a hearing on whether the government’s claims justify its in’voc:atidn of

l

classified information privilege. Although some information is clearly properly classiﬁ:d, the

|
commission should reject the prosecution’s proposed protective order as overbroad.
!

commission elects to enter a protective order, it should provide meaning solytions (to the i

{

guidance and handling problems the participants in the military commissions actually iconfront.]

S. Oral argument: Oral argument is requested.

Very respectfully, ' Co

: |
/1sll ' /1slf |i
JAMES G. CONNELL, III STERLING R. THOMAS . 1 |
Learned Counsel Lt Col, USAF

Defense Counsel

Counsel for Mr. al Baluchi

— e e et e e
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/1sl]
DAVID Z. NEVIN
Learned Counsel

/Isl/

JASON D. WRIGHT
CPT, USA

Defense Counsel

Counsel for Mr. Muhammad

st/
CHERYL T. BORMANN
Learned Counsel

1sl/

MICHAEL A. SCHWARTZ
Capt, USAF

Defense Counsel

Counsel for Mr. bin ‘Attash

/Isl]
JAMES P. HARRINGTON
‘Learned Counsel

Counsel for Mr. bin alehibh

/1sl!

WALTER B. RUIZ
CDR, USN
Defense Counsel

lsl!

DEREK A. POTEET
Maj, USMC
Defense Counsel

/sll .
WILLIAM T. HENNESSY
Maj, USMC

Defense Counsel

/1sl/

KEVIN BOGUCKI
LCDR, USN
Defense Counsel
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Certificate of Service

55-On 17 May 2012, per my consultation with opposing counsel, I caused a| trueic-

1/sl/
JAMES G. CONNELL, III
Learned Counsel

List of Attachments

-AL-Certificate of Service

HHEHE3-SCI Briefing for HVD Defense Counsel Team Members
=dL-Fmail string beginning 12 December 2011
wi=ie AE(25 Defense Motion to Abate, al Nashiri

el AE025 Government Response to Defense Motion to Abate, al Nashiri

- HUMINT Cover sheet S
—&5-HUMINT/COMINT/TALENT-KEYHOLE cover sheet

55 Email string beginning 15 December 2011

“===Email string beginning 31 January 2012

-1 Email string beginning 10 April 2012

—él—B Open-source Government [nformation About the CIA RDI Program

—¢5 Declaration of Marilyn Dom

=& Declaration of Leon Panetta

4D-Guidelines on Interrogations Conducted Pursuant to the __

=L Guidelines on Confinement Conditions for CIA Detainees
€5 Email dated 26 April 2012

LD Email dated 27 April 2012

=07 Email dated 25 April 2012

UNCLASSIFIED//FOR PUBLIC RELEASE

{
I
I

A
Page

- _'E;i —

opy of

—

dte Exhibit____q,

of




UNCLASSIFIED//FOR PUBLIC RELEASE

Filed with TJ Appeliate Bxhibit 013G (AAA}

18 May 2012 UNCLASSIFIED/FOR PUBLIC RELEASE" % %2




UNCLASSIFIED//FOR PUBLIC RELEASE

Fiied with T3 Appeliate Exbibit 313G (AA8)

18 May 2012 UNCLASSIFIED//FOR PUBLIC RELEASE™e% #9 of 512




UNCLASSIFIED//FOR PUBLIC RELEASE

Fited with TJ Appeliate Exhinit 013G (ARRK)

18 Maty 2012 UNCLASSIFIED//FOR PUBLIC RELEASE "2¢¢ 30 ¢1312




UNCLASSIFIED//FOR PUBLIC RELEASE

Fited with T} Appatiate Exhibit 413G (AAA)

18 May 2012 UNCLASSIFIED//FOR PUBLIC RELEASE Pase 31 of 312




UNCLASSIFIED//FOR PUBLIC RELEASE

Filed with Td » f\ppeiia!é Exhibit 013G {AAA)
18 May 2012 UNCLASSIFIED//FOR PUBLIC RELEASE "24® 32 ¢f 312




UNCLASSIFIED//FOR PUBLIC RELEASE

Filed with T3 Appeltate Exnibit 013G (AAA)

It UNCLASSIFIED//FOR PUBLIC RELEASE "ag® # of312




UNCLASSIFIED//FOR PUBLIC RELEASE

Filed with TJ Appellate Exhibit 013G (AAA)

18 May 2012 UNCLASSIFIED//FOR PUBLIC RELEASE 29 3401312




UNCLASSIFIED//FOR PUBLIC RELEASE

Filed with TJ Appeliate Exhibit 013G (AAA)
& May 20 - . E
16 May 2012 UNCLASSIFIED//FOR PUBLIC RELEASE' ¢ %312




UNCLASSIFIED//FOR PUBLIC RELEASE

ADDellate LDl

UNCLASSIFIED//FOR PUBLIC RELEASE "9¢ %093

18 May 2012




UNCLASSIFIED//FOR PUBLIC RELEASE

Filed with TJ Appellate Exhibit 013G (AAA)
18 May 2012 Page 37 of 312

UNCLASSIFIED//FOR PUBLIC RELEASE




UNCLASSIFIED//FOR PUBLIC RELEASE

Fited with T Appeliate Exhibit 313G (AAA}
18 May 2012 Page 38 of 312

UNCLASSIFIED//FOR PUBLIC RELEASE




UNCLASSIFIED//FOR PUBLIC RELEASE

Filed with TJ Appeiiate Exhitit 0136 (AAA}Y
18 May 2012 Page 30 of 312

UNCLASSIFIED//FOR PUBLIC RELEASE




UNCLASSIFIED//FOR PUBLIC RELEASE

Filed with T Appetiaie Exbibit 313G (AAA)
18 May 2013 Page 40 of 312

UNCLASSIFIED//FOR PUBLIC RELEASE




UNCLASSIFIED//FOR PUBLIC RELEASE

K RSER AR L RO RLRBRS WANFL RFLINSS B

Office of Military Commissions
SCI Briefing for High Value Detainee, Defense Counsel Team Members

¢ High Value Detainees {HVD) have been exposed to information that is classified at the
TOP SECRET (TS) level and are further subjeet o the special access restrictions of Sensitive
Compartinented Information {(8CI). As such, counsel staff for HVDs has been submitted for
security clearances at the TS/SCI level.

e Due to the necessity for HVD counsel to speak frankly with their clients for the purpose of
representing them in the OMC process, counsel staff is being provided limited security
approvals that authorize them to receive TS/SCI information from their clients. Counsel’s
limited security approval for the purpose of receiving comparimented information from their
clients does not authorize them {6 receive compartmented documents or jnformation from the
U.8., Government.

s Information received from HVDs (whether written or oral, and any notes taken based on
conversations with detainees) is presumed to be and should be handled as T8/SCI
information until a U.8. Government classification review is completed. Notwithstanding the
disclosure of the same or similar information in the media, compartmented information
includes, but is not limited to: location(s) of detention; method(s) of interrogation;
condition{s) of confinement; and identities of U.8. Government and lisison personnel.

= Discussion of TS/SCI information shall ogcur in a Sensitive Compartmented Information
Facility (SCIF} or Special Access Program Facility (SAPF), either in person or using a secure
telephone at the TS/ level.

e (ther than the taking of handwritten notes during conversations with detainiess, writing of
TS/SCH information shall take place only on an authorized stand-alone computer provided for
counsel’s use in the SCIF/SAPF locations in the National Capital Region or Guantanamo
{Amended).

e Storage of TS/SCI documenis, including notes, shall be in a SCIF and in a safe accessible
only by authorized personnel.

e ‘Transportation of TS/SCI documents between the interview facility and the Expeditionary
Legal Complex (ELC) shall be in an approved, locked security pouch or double-wrapped
{consult Security Manager). A military escort may be required pursuant to the requirements
of the Addendum to the Guantanamo Procedures Guide.

s Facsimile transmission of TS/SCI documents shall be by a TS/SCI device (Amended).
e Violations of these procedures can be grounds for access suspension and further adjudication.

{ acknowledge these handling procedures for specific HVD semsitive information:

CONNELL, 11, James G,

Subub_

DoD Briefing Official

FOROFFICIAL USE ONLY
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Connell, James G il CIV 08D CMC Defense

From: Connell, Jamss G SV OSD OMC Defense

Sant: Tuesday, Februgry 14, 2012 2:16 PM

To: i LR OS50 OMO Convening Authority

Ce: Ms 0SD OME Canvening Authority: | TCTR 080 OMG
Subjoct: R Dala handing questiongmiinimeie.

’

Classification: Shosolllosoni.

PN NI C e F D LONPC NPICOK

Dear Mr, Breslin,

I am in the process of preparing an amended complaint for filing in the District of DC which
implicates the questions I ralsed in my 2 February email. Have you heard any rasponse from
the authorities you consulted?

In addition, Ms, _pmvided me today with Revision 1 of Marking Classified National
Security Information ("MCNSI™), dated January 2812. This document emphasizes many of the
guestions I asked previcusly. Ffor example, MCNSI states that, “Only individuals specifically
autheorized in writing may classify documents originally,” and that, "The terms 'Top Secret,”
"Secret,’ and ‘Confidential' are not to be used o mark executive branch information that has
not been properly designated as classified natlonal sscurlty information under E.Q, 13526."
{p.2}. Does applying classification markings to documents which have selther been originally
nor derivatively classified violate EQ 135262

Any guidance you can provide would be greatly appreciated. If I should direct my guestions
elsewhere, please let me know the appropriate person.

Best regards,
James Conwell

————— Original Message--~--~
From: Connell, James G XXX IV 050 OMC Defense
Sent: Thursday, february 92, 2817 10:82 aM

To: Breslin, Michael 3 Mr 0SD OMC Convening Authord
ce: [ s oso ovc convening Authority; CTR 05D OMC

Subject: RE: Data handling questions deikibis
Classification: SEEREANSES
Dear Mr. Br‘eélink

I am writing to follow up on my 20 December request for information, as several issues the
request raises came up this wesk. The context is that I filed & complaint in the District of
0C, which the €SO directed me to treat as presumptively classified because it could involve
statements of an HWVD. The specific issues which came up are:

{1} Cover sheet & banner markings. I asked Ms. Guaning what cover sheet and banner wmarkings
I should use, a similar question to that I asked in 3{b) and (¢} below. She told me to use
SF783 with "CODEWORD" printed on it, and the banner marking "TOP SECRET/CODEWORD PENDING
CLASSIFICATION REVIEW.™ When she dnitially told me to mark it "codeword,™ I asked if she
wanted me to literally use the word "codeword,” or if I should mark the document using the
trigraphs {(which I was briefed are unclassified). She sald the situation was confusing

Bl faFetoiad 3 AT alodalsl 1 E-.
NP ool § S B IFRBGF L FINET 1
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because habeas counsel are not given the trigraphs, and that I should use the word "codeword"
on the cover sheet and banner markings.

2) SAP. A second issue came up regarding what exactly falls within the SAP, if in fact-

is a SAP, a similar guestion to that in 1(a) below. ws. [l scvised thot 3¢
the material fell within a SAP, I need a3 second person to courier the documents with me, but
that my courier card authorized me to courder the documents alone if not. I cortacted Ms,
Gunning, who provided guldance that I could courder the documents alone because she was rot
aware of any information that fell within the SAP. That ralses the gquestion--~do potential
HVD statements become presumptively T35/SCI without becoming presumptively under the $AP?

{3} PFresumptive classification. The third issue which came up this week is at what point a
document becomes “presumptively classified,” a process I asked about in guestion 4 below.
The court filing I made today was not derdved from actual classified information, and I have
no reason to beliave any part of 1t is actually classified. Ms. Gunning directed me €O treat
the court filing as TS, which I will do. It is clear that she considered the court filing
"presumptively classified” prior to its actual filing, howsver, as she gave me instructions
for the courier process. The S{I Briefing for High Value Detalnee, Defense Counsel Team
Members you were kind enough to send me, howver, only says that "[i]nformation received from
detainees™ *is presumed to bs and should be handled as TS/SCI information until a U.S.
Government classification review is completed.” w®y Ffiling does not contein information
received from detainees, but only information from ITF-GTMO personnel about an HVD.

That process ralses the question-~why and at what point does the filing become presumptively
classified? I can think of several points at which a document which does not actually
contain client statements could become “presumptively classified,” none of which seem
consistent with governing policies:

{a} At creation. Every document could be presumptively classifled, as hypothetically in the
future it could contain client statements. This approach would seem to violate the directive
in EO 13528 not to overclassify documents, in addition to being totally impractical.

{by At marking. A document could become presumptively TS when it is marked. This would
defeat the purpese of the prophylactic presumptive classification rule, as one could avoid
presumptive classification by simply not marking the document.

{¢) At filing. A document could become presumptively classified when it is filed with the
court. That rule would sssentially be an information handling guldeline internal to the
court; they will treat it as classified until they conclude otherwise. That rule would not
require defense or prosscution filers to mark and courler the dotuments, however, because the
presumption would not arise until it had left thelr hands and been filed with the court.

I would greatly appreciate it if you or your colleagues could clarify the application of this
rule, or even point me to a policy statement in which it is articulated so that I may reach
my own conclusions,

Mr. Breslin, I am committed to following the rules, but I am struggling mightily to
understand how the classifisd handling guldance I read in presidential and DoD directives
matches up with the information I am entrusted to handle. I understand that security is not
your core area, and you answered my original 13 December email as a courtesy. If I should be
directing my requests elsewhere, please let me know and I will act accordingly.

Thank you very much for your attention to this matter.

Best regards,

[Eitudateload i talaratst vl
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James Connell

»»»»» Original Message~~=~--

From: Breslin, Michael J Mr 0SD OMC Convening Authority
Sent: Friday, January 88§, 2012 4:54 PM

To: Connell, James G IXI CIV OSD OMC Defense

Subject: RE: Data handling guestions wsleiekeide

Classification: dbolidtbotoni

pr, Connell:

I forwarded your questions to higher authorities. Unfortunately, they haven’t besn able to
respond yel. I will let vou know as soon as I get word from them.

Sorry for the delay. .

~~~~~ Ordiginal Message-~---

From: Connell, James 6 IIT CIV OSD OMC Defense

Sent: Tuesday, December 28, 28311 4:35 PM

To: Breslin, Michael 7 Mr 0SD OMC Convening Authordty
e Ms 05D OMC Convening Authority
Subject: RE: Data handling quastions =St

Classification: bbbl

Mr. Breslin:

Thanks very much for your response. I am new to this area of the law, and I very much
appreciate your explanations. The answers generate more gquestions for me, so I will have to
ask you to forgive the length of this email. If the answers to these follow-up questions are
contaired in an authority, please feel free to point me to 1t rather than answer at length.
For clarity, I will use the same item numbers for ay follow-up guestions.

1. Acknowledgment,

{a) I believe I understand the distinction you are drawing between an DA, which i3 a
gontract, and an acknowladgment, which is essentially & notice. But I want to make sure that
I understand your use of the phrase “handling briefing for classified information” as opposed
to “read-on to subcompartment.” I suspect I may have been using the wrong vocabulary., Here
are my specific gquestions:

{1y 1Is -a Special Access Program within the meaning of Chapter 8 of DoD 5288.31-R?
(i1} IFl 15 not a SAP, what is the proper vocabulary to describe it?
(iii) wWhat is the proper vocabulary to describe the—
{by Is there anything further I need to do, or a POC I nsad to follow up with, to obtain 8
copy of the acknowledgment I signed?

2. Security brief. What is the name of the Chief Security OFFicer with whom I should follow
up to schedule a review of the briefing slides?

i niehiniiiiadiiiihlinte
WP EEm R FIEBUST TS 3
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3. Cover sheets.
{8) On Thursday, 1S5 December, Ms. - by way of Ms. - had sent two cover sheets
in response to my request #3. Do I correctly understand you 1o say that those cover shests
arg not the correct cover sheets, and a new one is being prepared?

mark the coversheet with the it becomes classified.” In September, Ms, briefed
we that although the full name the compartment and subcompartment are c¢lassified Secret,
the trigraphs themselves are unclassified. I also note that Dol 5208.1-R § £8.1.4.8.1
provides that, “Each DoD SAP shall be assigned an unclassified nickname.” Can you clarify
the rule for me? Is the rule: '

(b} 1In Ms._ 15 December resionse to my email, she noted, “As 3 remlnder noyou

(i) The trigraphs are classified. (If this is the rule, what 1is their classification
level?}

(i1} The trigraphs are unclassified. (I.e., the suggestion that marking the cover
sheet with the trigrams makes it classified was not accurate.)

{111} The trigraphs are unclassified in isolation, but are classifisd in combination
with a cover sheet. (If this is the rule, what is the classification of the cover shest with
the trigraphs on it?)

(¢} My review of the Authorized Classification and Control Markings Register at 11 and DoD
5208.1-PH at 28 suggested to me that the appropriate page marking was “TOP SECRET/SPECIAL
access requigep ar “vop SECRET|JlF ar¢ thet the sppropriate derivative paragraph
marking was*l sea now that this may not bs correct, depsnding in part on the answer
to Question 1{a}, above. <Can you please clarify the follawing for me?

(1} uWhat s the appropriate header/footer marking for a document containing -
information?

{11} wWhat is the appropriate paragraph merking for a paragraph cantaining-
information?

(¢) who are the program managers for [N

4, Information from a HVD. For clarily, my question only relates to information I receive
directly or indiractly (e.g., a statement to prior counsel)} from an HVD. I understand you to
say that in that situation, there is no identifiable 0CA and the information is only
“wresumed classiftied.” Can you pleass clarify the following for me?

(a) I read & 1.1{a){1) of EO 13526 to say that information may only be classified if “an
griginal classification authordty is classifying the information.” How does information
bacome classified if there is no 0CA?

{b) I read the Prosecution’s brief (AES13B) in the al Hashird case, in which they argue that
“psresumptively TS/SCI” means that, “Once the accused makes a statement, a competent OLA must
review what the accused says, whether orally or in writing, and determine] whether than
information is classified or unclassified.” Assuming that is accurats; who is that
“competent OCA” for information in

{¢} IF there is no OCA, does that mean that I am exempt from the various requirements to
mark a classified document with its OCA {e.g., DoD 528@.31-R § ¢5.1.3.1.3 or €5.2.3.13%

{dy If there is no OCA, what date do we use to mark derivatively classified documents with
the “declassify on" date per DobD 5288.1~-R § €5.2.5.3? The rules for marking derivative
documents without a “definitive date or event” in DoD 5288.1-R § €5.2.5.3.3.3 do not ssem to
apply, and there is no “Originating Agency™ to use for "CADR.T

SECREHRRORQRN 4
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() Administrative Instruction 28, the 1987 0SD supplement to DoD 5280.1-R, contains some
additional guidance, such as the mandatory OCA marking contained in § 4-1€4.1.1. Is
Administrative Instruction 268 still operative, or 1s there a newer version which tracks the
newer version of DoD 3200,1-R?

5. DoD classification challenge procedures. I asked Ms. -fo:* a reference to the
classification challenge procedures for information in You pointed me to Dob
5200.1-R § €4.9, which I appreciate. Could you please clarify further:

{38} I had believed (perhaps incorrectly) thet classification challenges had to be directad
to the O{A because only the OCA has suthority to declassify under EO 13526 § 3.1{(b). Do %
correctly understand vour answer to mean that Dol has authority to review and declassify
information in‘>

{b)} Who is the "classifier of the information" in- within the meaning of DobD L288.1-R8
£4.9.1.17

{¢} Dob 5200.1-R § €4.9.1.1 states that, “heads of the DoD Components shall establish
procedures through which authorized holders of classified information within their
organizations may challenge classification decisions.” (See also DoD 5208.1-R § (4.%.2.)
Could vou please point me 1o or provide a ropy of these procedures?

I know these are a lot of gquestions, but they are important to the proper administration of
security protoceols to information for which I am responsible. I greatly appreciate your
zttention to these issues, and wish you a happy holiday season.

Best regards, ‘

James Connell
Gffice of Chief Defense Counsel

----- Original Message-----

From: Breslin, Michasl J Mr 0SD OMC Convening Authority
Sent: Friday, December 16, 2011 4:31 PM

To: Connell, James G IXII CIV OSD OMC Defense

e —Ms 05D OMC Convening Authority
Subiect: FiW: Data handling guestions @Syiiie
Importance: High

Classification:
Mr. Connell:

Ms -‘me this office forwarded to me your e-mail with data handling gquestions. After
consulting with responsible officex, I offer the following answers to your guestions:

1. The form that you signed on 23 September 2811 was an acknowledgment that you received the
handldng briefing for classified information. This office keeps ctoples of the forms and we
can provide that to you. ' .

2, With regard to your reguest for the PowerPoint slides, the National Programs office does
not provide coples of those slides, but you may review them as needed. The Chief Security
Officer in this office has these slides, so you can review them here if you prefer.

asdaaton et trat St et 1] &
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3. The program managers are praparing a2 uniform cover shest and Ms._will provide it
To you.

4. Your request for identification of the Original Classification Authority (OCA) does not
lend irself to an easy answer. Information is classified by different QCAs depending on the
source of the information and the level of classification. If you receive classified
information from the government, the OCA should be on the first page of the document (if it
is properly marked), and any document you prepare with information derived from that original
source should have the same OCA. If you are marking 2 document with information received
from an HVD, that information is gnly presumed classified (no 0CA hax reviewed it}), therefore
there is no identifiable OCA.

5. The Dob classification challenge procedures are found in DoD 5280,1-R, Sec¢. (4.9 et s&g.

Hope this answers vour guestions.

Michael Breslin
Deputy Legal Advisor
OfFFice of Military Commissions

°°°°° i { - :

From: Ms OSD OMC Convening Authority

Sent: Tuesday, December 13, 2811 3:37 PM

To: Braslin, Michael 3 Mr 0SD OMC Convening Aauthordity; Wilkins, Donna L CIV OSD OMC Convening
Authority

Subject: FW: Data handling questions oSl

Importance: High

Classification: SESRERSMORERN-
Gogd Afternoon;

Here 15 the email that I recelved from OMC-D that is requesting assistance from our office.
Please s¢e emall below.

I will provide them with cover shests.

Sincersly,

Security Manager

/0
o

~~~~~ Original Message-«---
From: Connell, James & IIT CIV 05D OWC Defense
Sanke ar 12, 38311 11:44 AM

To! Ms 0SD OMC Convening Authority
Cee CTR OSD omc

Subiject: Data handling guestions £S.GLME

Classification: SECRTI/FRORORR
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I hope ynu are dolng well., We have met briefly, but as a reminder, I am civilian Learned
Counsel for one of the 9/11 cases,

guestions about to which I do not know the answers. At the brief, Ms.

informed my colleague that we should ralse the guestions to OMC Security, so I am turming to
you for help in ensuring that we maintain proper security for all the information entrusted
to us. Specific reguests follow:

At a data handlinﬁ brief at the Pentagon on Friday, one of my colleagues ralsed soms

1. Please send me a copy of the-NcmD:isclosure Agresament I signed on 23 September.
I understand that the NDA is only FOUQ, and T want to make sure that we comply with its
requirements. I asked for a copy of the NDA when I signed it, but Ms. -said she did not
have authority to provide one. .

2. Please send me a copy of the PowerPoint brief for the ||| N IEKGKTNGTTNNEGEG :2in. v
want to make sure that we comply with all the directives associasted with the subcompartment,
T understand that the brief itself 1s classified SECRET//NOFORN.

3. Please send me a PDF of the appropriate cover shest for the— Ms .,
Wl inforned Ms. [k Friday that subcompartment-specific cover sheets exist, and that we
are supposed to use them for information within the subcompartment, This statement comes as

a surprise to me; I thought that SF 783 was the proger cover sheey, and I want Yo maks sure I
and my team mark classified documents properly.

4. Please identify the oOriginal Classification Authority for information within||J I :
had thoughit that someone at CIA was the OCA, but information provided today suggests that
someons at the National Securlty Council is the OCA. This ix important, of course, because
Administrative Instruction 26, OSD Supplement to DOD 5288.1-R §% 4-184.1.1, 882.2 (apr.
1987), reguires us to mark derdvatively classified documents with the identity of the OCA,
identified by position title if possible. It is also important because only the OCA or his
or her successor, supervisor, or delegee may declassify information under the terms of EO
13526 Sec. 3.3(b}.

. Plsasze send me nee to or copy of the procedures for rlassification ¢hallengas {o
information within ﬂeestam%hed pursuant to EQ 13526 Sec, 1.8(b). These are
important, among other rgasons, because EO 13526 Sec. 1.8(3) imposes a3 duty upon us as
authorized holders of classified information to sesk declassification when we believe its
status is Improper.

I know that you are busy, and the holidays are always a difficult time of year. I am hopeful
that the information I am requesting ls close at _ban nd will not impose too greatly on
your time, Please don’'t hesitate to call me at ith any questions, and please
accept my sincere thanks for your help., If you cannot nonor these requests, I would
appreciate 1t if you would let me know the proper chamnels.

Best regards,

James G. Connell, IIX

DERIVED FROM: Multiple Sources
DECLASSIFY ON: 12 Dec 2821

DERIVED FROM: Multiple Sources
DECLASSIPY ON: 13 Dec¢ 2021
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DERIVED FROM: Multiple Sources
DECLASSIFY ON: 18 Dec 2823

DERIVED FROM: Multiple Sources
RDECLASSIFY ON: 38 Deg 2831

DERIVED FROM: Bultipls Sourgss
DECLASSTIFY ON: 8& Jan 3922

DERIVEDR FROM: Multdple Sourges
DECLASSIFY ON: 31 Jan 2922

DERIVED FROM: Multiple Scurces
DECLASSIFY ON: 14 Feb 20822
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INITED STATES OF AMERICA Defense Mation
TO ABATE PROCEEDINGS UNTIL SUCH
v, TIME AS THE PROSECUTION I8

PREPARED TO FROCEED
ABD AL-RAHIM HUSSEIN MUBAMMED
' ABDU AL-NASHIRI 09 December 2011

1. Timeliness: This request is filed within the timeframe established by Rule for Military
Commission {(R.NC) 905,
2. Relief Requested: The Defense respectfully reguests that the Commission order the
abatement of proceedings in this case until such time as counsel for the prosecution certify to the
nuilitary judge that the government is prepared and able to comply with the discovery orders
issued by the military judge. The defense further seeks relief from the military judge’s order
seeking a proposed litigation schedule by 4 January 2012, Finally, the defense asks that the delay
of this case from Arraignment until the date of the Prosecution’s certification be counted against
the Government for speedy trial purposes.
3 Overview: Unbeknownst to defense counsel and the military judge, the government has
discoverable information that cannot be produced to the defense because of the Special Access
Program {“SAP”) that is particular to this case. Email from Trial Counsel to the Judge’s Clerk, 7
December 2011 {“Trial Counsel Email”), at 2 {Attachment A). Given that Mr. Al-Nashiri is a so-
called “High Value Detainee,” that is likely to describe most of the relevant evidence in this case.
The government’s revelation is a concession that, contrary to its representations to the
military judge at Mr. Al-Nashiri’s arraignment, it is not actually prepared 1o proceed. It appears
the prosecution has beery operating under restrictions that prevent them from meeting basic
discovery obligations respecting evidence that is central to the merits and sentencing phase of

this capital case. While defense counsel do not deny their good faith when they say that they are
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“working to solve that problem,” it is highly inappropriate to allow this case to proceed until that
problem is solved. The military judge should therefore order proceedings abated until the
government certifies to this Commission that problem is resolved and that they are able and
wiltling to provide discovery to the defense.

The defense asks that the merits of its motion for abatement be argued at the hearing
scheduoled for 17 January 2012, As soon as is practicable, hbowever, the defense asks to be
retieved from providing a proposed litigation schedule by 4 January 2012, pursuant to this
Commission’s order of 6 December 2011 {(AE 26A). The defense is in no position to know how
long the government will take in resolving this problem and cannot even begin to know how long
the preparation of this case will take until the defense knows when evidence will be forthcoming.

Finally, the defense seeks to withdraw its waiver under R.M.C, 707, made on the record
on 9 November 2011, Mr. Al-Nashiri’s waiver was premised on the reasonable belief that
counsel for the prosecution were not operating under restrictions that make the litigation of
discovery matters impossible. The defense asks that any delay that is attendant to the
prosecution’s inability to proceed in this case be counted against the government for speedy trial
purposes.

4, Burden of Proof: The defense bears the burden of persuasion as the moving party on this
motion and the standard is proof by a preponderance of evidence. R.M.C. 905(c).
5. Facts:
a. Mr. Al-Nashiri was arrested in Dubai in October 2002 and turned over to U.S,
custody. The government has disclosed that it held Mr, Al-Nashiri in top-secret “black sites” for
four vears, Central Intelligence Agency Inspector General, Comnterterrarism Detention and

Interrogation Activities (September 2001 - October 2003), 2003-7123-1G {May 7, 2004)
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declassified and redacted on August 24, 2009 (“CIA-IG Report”). While in CIA custody, the
CIA-IG Report publicly admits that CIA agents tortured Mr. Al-Nashiri in order to corapel him
to incriminate himself, including menacing him with leaded firearms and power tools,
threatening to have his female relatives sexually assaulted in front of himn and the use of the
water torture known as the “waterboard.” /4. at 42-44. The declassified CIA-IG Report is,
however, heavily redacted and most of the facts surrounding Mr. Al-Nagshiri”s arrvest, detention
and treatment remain classified at the TS/SCI level.

b. Mr. Al-Nashiri was publicly transferred to the 1.8, Naval Station at Guantanamo
Bay in September 2006, where he remains in custody. He is classified as a “High Value
Detainee.”

€. Qn 30 June 2011, the government swore eight charges against Mr. Al-Nashiri for
conducting spanning 1996-2002. The government’s investigation into the allegations spanned
continents and involved the direct participation of a number of government agencies.

d. The Convening Authority referred these charges for trial by military commission
on 19 December 2008, Just prior to arraignment, the Convening Authority withdrew these
charges without prejudice afier the military judge denied the government’s motion for a 120-
day continuance. Then on 20 April 2011, the government swore to eleven charges against Mr.
Al-Nashiri for the same conduct covered in the 2008 charges against him. On 15 September
2011, the government forwarded a second charging document to the Convening Authority.”
And on 28 September 2011, the Convening Authority convened this military commission.

€. At the arraignment, the military judge squarely asked trial counsel when it would

be ready to proceed. Trial counsel responded “We respectfully submit a trial date of February

' The first and second charging documents differed only in the identification of alleged victins,
who were non-fatally injured, and how certain allegations were worded,
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2nd, 2012, Your Honor.” Unofficial/Unauthenticated Transcript of 803 Session held on 9
November 2011, at 170. Defense counsel sought and was granted an additional nine months to
prepare. The prosecution conditioned consent to this delay on the defense’s waiver of the
speedy trial clock under R.M.C. 707. Trial counsel stated specifically that the government did
not object “as long as it is hard and firm waiver under 707.” Id. at 171, The defense then agreed
to defer argument on discovery issues on the presumption that discovery would be turned over
to the defense shortly after the arraignment and the military judge’s issuance of the protective
orders. /d. at 172. The defense’s willingness to waive the speedy trial clock and the litigation of
discovery issues was premised on the understanding that the government was prepared to
comply with their discovery obligations, which given the nature of the case, necessarily
includes the production of material that is classified at the TS/SCI level.

f. On 7 December 201 1, trial counsel wrote the military judge an email in which the
defense was copied. The purpose of this email was to lodge the government’s objections to the
military judge’s proposed plan for expediting the review of classitied discovery. Trial counsel
informed the military judge and defense counsel of restrictions that the government has
apparently been operating under:

Additionally, the Commission may or may not be aware that the defense currently

cannot receive information that is classified at a TS/SCI for the SAP applicable in

this case. The government is and has been working to sclve that problem but, as

of now, material that is classified at the TS/SCI level cannot be produced to the
defense.

Trial Counse] Email at 2. It was the first time that notice was given of the fact that “material that
is classified at the T8/SCI level cannot be produced to the defense.”

6. Argument:
Substantively, the revelation made by trial counsel creptes three problems for the defense

that need to be remedied before this case can proceed:

4
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First, the defense asks for immediate relief from proposing a litigation schedule on 4
January 2011, pursuant to this Commissions order of 6 December 2011, The defense is in no
position to know when discovery will be forthcoming. The government has been apparently
faboring with this issue and any proposals by the defense as to the timing of this Iitigation would
be nothing more than speculation.

Second, the defense asks for abatement of these proceedings until the government is
actually ready to proceed with this case. The government acknowledges that this is a problem
and claim they are working to have it resolved. But the defense cannot be expecied to provide a
remotely adequate defense if the government has no intention of ever providing discovery that
will be central to Mr. Al-Nashiri's defense and whether the government will execute him.
Abatement until the government actually succeeds in solving this problem is therefore necessary
if the defense is to know how to prepare.

Third and finally, the defense asks to withdraw its waiver under R.M.C. 707 and asks for
any delay brought about by the government’s belated revelations to be counted against it for
speedy trial purposes. This case has been pending with the same counsel for over three years.
Mr. Al-Nashiri should not be required to suffer the burdens of the government’s disorganization.

A. Because the Defense does not Know when the Government will be able to make

TH/SCT Discovery Available, the Defense asks to be Relieved from Speculating about
what Litigation Schedule is Reasonable.

On 6 December 201 1, the Commission ordered the parties to submit proposed litigation
schedules by 4 January 201 2. The defense was prepared to meet this deadline until it recelved
trial counsel’s mail on 7 December 2011, Prior to this email, the defense and the Commission

were led to believe that the only sturabling blocks that stood in the way of the government’s full

2
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compliance with its discovery obligations were the protective orders submitted to the
Cormumission in October. Apparently, this is not the case.

The government claims that it is and has been working to resolve what it concedes to be a
preblem, insofar as the defense is barred from receiving any discovery that is classified at the
TS/8C level. Since this may describe most of the significant evidence in this case, the defense is
1ot in any position to know when discovery will be forthcoming. The government could be
working on this problem for years. The defense can only speculate. Once the government
certifies on the record that it is ready to proceed as it is required 1o do under the Military
Commissions Act, then the defense will have a better sense of what the litigation schedule in this
case will look like. The defense therefore asks to be relieved from filing a proposed litigation
schedule until the government can certified on the record when ¢lassified discovery will be made
available to the defense.

B. Further Proceedings should be Abated until the Government is Actually Prepared
to proceed with this Case,

Mr. Al-Nashiri does not ask for abatement lightly. He bas been held in U.S, custody for
over nine years. He has been a criminal suspect since at least 2003, when the United States
named his a co-conspirator in a death eligible indictment in the Southern District of New York
that relates to the very same charges brought agaiust him here. United Siaies v. al-Badawi, et al.,
No. 98-CR-1023 {S.D.N.Y. unsealed May 15, 2003). Mr. Al-Nashiri has been facing military
commission charges for thres-and-a-half years. This delay has prejudiced Mr. Al-Nashiri in
incalculable ways and the further delay that would result from abatement would enly compound
this prejudice. The government, however, has left no other choice.

The government has had an enormons head start in the preparation of its case, And there

has been an extensive back and forth over the past three months respecting discovery between
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counsel and the military judge. Only now, however, have counsel for the prosecution thought to
mention that regardless of what the military judge may order, they are unable to provide certain
discovery.

This is the capital trial of a so-called “High Value Detainee.” As the military judge is
well aware from previous filings, everything Mr. Al-Nashiri says is presumptively T8/SCL
Essential to the merits of Mr. Al-Nashiri’s case and in mitigation of the death sentence that the
government seeks is the evidence of why everything Mr. Al-Nashiri says is classified a5 TS/SCL

The consistent rationals for diverting cases like My, Al-Nashiri’s from the federal courts
to military commissions has been the special protections in place to ensure the protection of
classified mformation. Congress went to great lengths to ensure that counsel would be qualified
to receive and safeguard the classified information that these cases obviously contemplate. The
statute reqguires that civilian counsel be eligible for a security clearance and further reguires Mr.
Al-Nashiri to retain uniformed judge advocates on his defense team. 10 U.S.C. § 949¢(b).

Congress did not create military commissions to short-change due process. The Military
Comnussions Act is clear. Mr. Al-Nashiri’s “opportunity to obtain witnesses and evidence shall
be comparable to the opportunity available to a criminal defendant in a court of the United States
under article 11 of the Constitution.” 10 U.S.C. § 949i(a){2). For classified information, the
defense is entitled to production so long as the information is “noncumulative, relevant, and
helpful to a legally cognizable defense, rebuttal of the prosecution’s case, or to sentencing, in
accordance with standards generally applicable to discovery of or access to classified
information in Federal criminal cases.” 10 U.S.C. § 949p-4(a){(2). As in a federal court, the
govermment ultimately has the choice of prosecuting Mr. Al-Nashiri in conformity with due

process oF invoking ds privilege over classified information that is relevant © his defense. It
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cannot seek prosecution and a death sentence while at the same time withholding entire classes
of evidence that will be central 1o this case. Jencks v. United States, 353 U.8. 657, 671 (1957)
{*“The rationale of the criminal cases is that, since the Government which prosecutes an accused
also has the duty to see that justice is done, it is unconscionable to allow it to undertake
prosecution and then invoke its governmental privileges to deprive the accused of anything
which might be material to his defense.”).

It is the duty of the military judge to determine whether evidence is material to the
defense and if it is, its production is necessary. Yet, now we learn that evidence cannot be turned
over to the defense at this time because it is classified at the TS/SCI level, regardless of any
order by the military judge. No consideration of relevance. No consideration of necessity. No
consideration of the interests of justice. The government’s revelation is a declaration that an
entire body of known, relevant evidence is currently unavailable. And the fact that it could be
made available at any time by the government, requires the government to make a choice
between “whether the public prejudice of allowing the crime to go unpunished is greater than
that attendant upon the possible disclosure of state secrets and other confidential information in
the Government's possession,” Jencks, 353 LS, at 672.

The trial counsel’s email does indicate that the government is “working to solve the
problem” and we trust that they are doing so in good faith. But this case cannot be allowed 1o
proceed when the government offers no prospect that the problem will be solved at any time in
the near future. Indeed, given the amount of time the government has had to ready its case for
Htigation, Mr. Al-Nashiri very well may be on the eve of trial or sentencing before the
government solves the problem, if ever. Defense counsel need a full picture of the available

evidence if they are to investigate the merits of Mr. Al-Nashiri’s defense and mitipation case
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with any effectiveness or w file motions that relate to the viability of the charges or discovery.
Insofar as the government chooses to make these materials unavailable, the appropriate remedy
is abatement nntil they have solved this acknowledged problem. Cf R.M.CL703().

. Delay Caused by the Government’s New Revelations should be Counted Against it
for Speedy Trial Purposes.

The defense cannot trust in the same good faith, however, with respect to the
government’s repeated representations that it is ready to proceed, Clearly, it is not.

On numerous occasions, both in 802 conferences, by email and by their silence on the
record, trial counsel have represented to defense counsel and this Commission that they are
prepared to comply with their discovery obligations. The only thing that has posiponed their full
compliance thus far, we have been led to believe, is this Commissions’ issnance of two
protective orders.

At arraignment, the military judge squarely asked trial counse! when it would be ready to
proceed. Trial counsel represented that the government would be ready to go to trial by 2
February 2012 and then insisted that any delay be conditioned on the defense’s waive Mr. Al-
Nashiri® rights under RM.C. 707, Under the reasonable belief that trial counsel was being candid
with the tribunal and that discovery would be forthcoming as soon as the ink on the protective
orders was dry, defense counsel were willing to make such a walver, This reasonable belief,
however, was an egror.,

All of Mr. Al-Nashirt's defense counsel have made the investment of time and resources
10 obtain TS/SCI security clearances, as did his government-approved mitigation specialist. The
defense has done all it can do to expedite the litigation schedule. Now it is the government’s

rn,
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The defense’s consent to delay under R M.C. 707 was induced by knowing
representations by trial counsel. The defense and the Commission were led to believe on the
record that the government was ready and willing to proceed with this case under the Military
Commissions Act. The defense believed more time was necessary so that it could be ready for
trial, not so the government could be prepared to provide discovery.

Trial counsel conceded that its inability to provide any TS/SCI discovery is a problem,
They claim they are doing what they can to resolve it. But if they were not prepared to meet their
discovery obligations, then they were not prepared to try this case. They should not have
preferred charges or, at a minimum, have requested postponement of referral until they were
actually prepared to move forward.

The government must bear the burden of its poor planning and organization, especially
when it belatedly revealed critical facts 1o defense counsel and the Commuission about its ability
and willingness to proceed. Doggest v, Unired Statex, 505 1.8, 647, 656 (1992); see also United
Stares v. Goode, 38 CMLR. 382 (C.MLA, 1968) (delay in obtaining records from another Army
base counted against the government for speedy trial purposes); United States v. Kuelker, 20 M.J.
715, 716 (NMUC MR, 1985} { “the need to obtain crucial evidence in the costody of another
agency of the United States is a common problem and therefore associated delay” should be
counted against the government). The defense therefore asks to withdraw its consent to delay
under R.M.C. 707 and to have any further delay brought about by the government’s efforts to

resolve this newly revealed problem be counted against it for speedy trial purposes.

7. Oral Argument: The defense requests oral argument on this motion at the January 17
hearing.
8. Witnesses: N/A
o 10
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9. Conference with Oppaosing Counsel: The defense has notified trial counsel about this

maotion.

18, List of Attachments:

Al Email from Trial Counsel to the Judge’s Clerk, 7 December 2011

/sl/

STEPHEN C. REYES
LCDR, JAGC, USN
Detaifed Defense Counsel

Y
ALLISON C. DANELS, Maj, USAF
Assistant Detailed Defense Counsel

RV
MICHEL PARADIS
Assistant Detailed Defense Counsel

st
RICHARD KAMMEN
Civitian Learned Counsel
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CERTIFICATE OF SERVICE

I certify that on 9 December 2011, 1 electronically filed the forgoing document with the
Clerk of the Court and served the forgoing on all counsel of record by e-mail.

fslf

STEPHEN C. REYES
Licutenant Commander
JIAGC, US MNavy

Detailed Defense Counsel
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From:

To:

Subject: V Prop ery Procegdure .
Date: Wednesday, December 07, 2011 4:11:05 PM

We received your email regarding the Commission's proposed discovery procedure where the
government would produce to the defense its proposed classified summaries before Judge Pohl
completes his 505 review. The government respectfully submits the Commission's proposal does not
comport with MCRE 505, it does not adequately protect national security, and it prejudices the
government. The government therefore objects to the Commission's proposed discovery procedure.

The government cannot produce the dassified summaries to the defense until Judge Pohl signs two
protective orders pending with the Commiission: {1} the protective order governing classified information
and (2) the protective order filed pursuant to M.C.R.E. 505. The protective order governing classified
information must be signed befare the government produces its summaties to the defense because the
summaries themselves remain classified. The protective order filed pursuant to M.C.R.E. 505 must be
signed before the government produces its summaries o the defense because, otherwise, the
government effectively would forfeit its ability to balance national security interests with the prosecution
of the accused. The 505 protective order states the government has met its discovery obligations with
regard to the specific information submitted to the Commission for approval. Should the Commission
find that a particular summary is insufficient to satisfy the government’s discovery obligations, thus
preventing the Commission from signing the 505 protective order, the government may choose among
several options that could include not producing the summary to defense. If that is the case, the
government may then choose to propose a different summary for approval by the Commission (in fieu
of the insufficient one), it may substitute a statement admitting relevant facts that the classified
information ar material would tend to prove, or it may maodify the charges on which the accused will be
tried, thereby narrowing the scope of discovery on a particular subject. See 10 U.S.C. § 949p-4(b).

If the proposed discovery procedure were foliowed, the government would produce classified summaries
to the defense hefore the Commission finds that the government satisfied its discovery obligations. If
the Commission finds that the government has not met its discovery obligations, the government wouid
have already produced information to the defense and thus not be able to consider options that include
not producing the problematic summary at all. Were the government fo find that, on balance, it should
not produce the summary, the summary would have already been provided to the defense. The
government would have produced classified information that the defense has no need to know, thus
violating the protective order governing classified information. What Rule 505 contemplates, and what
this proposal omits, is for the criginal classification authorities of any information the M1 might propose
to expand to have an opportunity to review the MJ's proposed amendments and to voice thair abjection
or propose an alternative through trial counsel.

Additionally, the Commission may or may not be aware that the defense currently cannot receive
information that is classified at a TS/SCI for the SAP applicable in this case, The government is and has
been waorking to solve that problem but, as of now, material that is dassified at the TS/SCT level cannot
be produced o the defense.

Finaily, the government notes the request by LCDR Reyes that the defense be aliowed, after receipt of
the summaries, to make any future objections to the military judge in person and ex parte regarding
the adsquacy of the proposed summaries. This proposs! alsa dors not comport with Ruls 505, and the
government objects to any such procedure being adopted by the Commission.

Please let me know whether this response is sufficient, or whether Judge Pohl prefers that we file a
formal objection to his proposal.
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Thank vou,

Tony

Anthony W, Mattivi
Trial Counsel/Team Chief - USS COLE Prosecution

edure for US v. Al Nashari
Classification: UNCLASSIFIED
COUNSEL,

There is a great deal of 305 material that the judge is currently reviewing to ensure the proposed
sumimaries are sufficient. Once the protective order is signed and in order 1o expedite discovery, the
judge propeses that the government provide defense now with the current redacted summaries. Once
the judge completes his 505 review, he will authorize supplementa! disclosure of additional material he
deems should be given to the defense. Does either side object to this procedure? Please reply NLT 8
Dec 11.

THANKS
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MILITARY COMMISSIONS TRIAL JUDICIARY

GUANTANAMO BAY, CUBA
UNITED STATES OF AMERICA AE 428
. Government Bespobze
To Defense Motion to Abate Proceedings
ABD AL RAHIM HUSSAYN Ustil Such Time as the Prosecution is
MUHAMMAD AL NASHIRI Prepared to Proceed
21 December 2011

1. Timeliness.

Thds response is filed timely pursuant to Military Commissions Trial Judiciary Rule of
Court 3.7.(1}. |
2. Rellef Svught.

The government respectfully requests the Cornmission deny AE {123, the defense motion
to gbate these proceedings. Further, in light of the defense request to withdraw its waiver of
speedy trial, the government requests the Commission set 2 firm trial date of 2 February 2012.
Finally, the goverament dogs not oppose ;the defense réque:st for relief from the Commission’s
order to subrnit proposed litigation schedules, but the government intends to subnyit 8 proposed
litigation schedule that adhares 1o the February 2012 tris! date, The government further requests
that Attachments B-F remain UNDER SEAL.

3. Overview.

The defense’s request for abatement of these procesdings is premature and therefore it
should be denied. The defense has not besn denied access (0 any discovery ©© wi:xich itis
cuwsently entitled. Though abatement may be appropriate when the defense has been denied such

access, abstement is only appropriste after other messures, such as continuances, have filed o
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result in the production of discovery. Moreover, as of the date of this filing, the defense is not
entitled to roceive any discovery for which they do not have the reguisite security clearances.
Any reguest for relief based on denial of access o government information is therefore
premaature”

The prosecution has identified arguably discoverable materials that include Special
Access Program (SAP) information. This information is the subject of the government’s motion
for a protective order pursuant to the MC.A,, 10 U.8.C. § 949p-4, and M.C.R.E. 505
(CLASSIFIED/SEALED), 14 November 2011 (AR 22) (hereingfter M.C.R.E. 505 Motion). See
AR 022, I the proposed summaries attached to the government’s motion are approved by the
Commission pursuant 1o M.CR.B. 505, that approval will irigger a need o provide defense
counsel with access to certain SAP information, The government is working diligently fo snsure
that this access will be granted in a timely manner and prior to the defense’s need to receive this
SAP information.

The defense also seeks to withdraw its waiver under Rule 707" Without such waiver, the
government is required to bring the accused to irial within 120 days of the service of charges.
The government asswmes that the defense wishes to comply with the rules, as su;f:h, to sef a trisl
date of no fater than 2 February 2012, The defense also must wish (o waive any motions ot
raised by that date and any discovery disputes not resclved by that date. I the defense is
permitted fo withdraw the walver, the government suggests the Cormmission set ’ghis case for trial
beginning 2 February 2012. The government reguests this be a firm selting, so tﬁe govermment

roay begin making arrangernents to have the necessary witnesses and svidence present for trisl.

* Though the defense seaks o withdraw its R M.C. 707 waiver snd corespending request for 2
continuance, the defenan doay ot i fact desand o il within 120 days; mather, it seeks o abate the proceedinga.
The defense therefore seeks to stomudtsneously withdraw its waiver and seek 8 delay of the trigl. Thus, the requested
relief is not only Inconsistent with the law but is also logically incongistent,
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Monetheless, the 30-day period between the arraignment and the date of the defense’s motion
should be excluded for RM.C. 707 speedy trial purposes as resulting from the conduct of the
accused.

Finally, the defense sceks relief from the Commission’s Docketing Ord& {AE 023A)

| that, prior to'ﬁi Janyary 2(312, the parties provide a proposed litigation schedule. . The government
has no obijection to the defenss not proposing a litigation schedule. However, the government
intends to provide the Coromission with a Hitigation schedule proposing s trial d&te of 2 February
2012,
4. Burden of proef.

As the moving party, the defense must demonstrate by a preponderance of the evidence
that the requested relief is warranted, RM.C, 9051 (2.

S. Facts. ,

Abd Al Rabin Hussayn Muhemmad Al Nashiri (“Nashiri®) is charged with multiple
offenses under the Military Comnmissions Act of 2002 (M.C.AL), 10 U.S.C. §§ 9484, e seq.,
refating to his participation in the attack on USS COLE (DDG 67} on 12 Octobér 2000, and MV
Limburg on 6 October 2002, and in the attempted attack on USS THE SULLIVANS (DG 68)
on 3 January 2000, The attack on the USS COLE {(DDG 67} resulted in the deaﬁhs of 17 United
States Sailors, injury to at least 37 additional United States Sailors, and significant property
damage. |

This case involves information classified at the TOP SECRET/SENSITIVE
COMPARTMENTED INFORMATION (TS/SCT} level, including 8 very limited amount of
information related to one or more SAPs. The government has invoked the N&ﬁénai Security

Privilege over the SAP information. M.C.R.E. 505 Motion, Attachment B, at é89—90 (AR 22}

3 APPELLATE EXHIBIT OAS A
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To access SAP information, an individual must have 8 TS security clearance with SCI eligibility
and nyust have been granted affirmative authorization to receive information within that
particular SAP, Only individuals with s nesd-to-know SAP information will be. granted such
authorization.

At present, no member of the defense team has a need-to-know SAP information.
Consequently, no member of the defense team has been authorized to receive SAP information
from the government. Nonetheless, to facilitete commumication betwesn members of the defense
team and the accused, various exccutive branch officials granted members of the defense team
limited sccurity approval to communicate frankly with their clignt, even if their client may be in
position 1o provide members of the defense team with SAP information,

The defense has been aware of its limited accesg to SAP informmation sinte at Ieast 2008,
On or after that date, each mernber of the defonse team acknowledged in writing that he or she is
not entitled to receive SAP information from the government. The wrilten acknowledgement
states:

Due to the necessity for HVD counsel to speak frankly with their clierits for the

purpose of representing them in the OMC process, counse] staff is being provided

limited security approvals that authorize them fo receive TS/SCI information from

their clients. Counsel's limited security approval for the purpose of receiving

compartroenied information fom their clienis does noy authorize thers fo reveive

compartmented documents or information from the U.S. Government.
See Attachmsents C-G (emphasis in original documents).

The prosecution has identified arguably discoverable material that contai}qs SAP
information. The prosecution has claimed the Naﬁgnai Security Privilege over this information
and it has prepared summaries of the material for the Commission’s consideration pursuant to

M.CR.E. 5305, Some of the proposed summaries are releassble only to persons with the

appropriate SAP access. See genserafly M.CRE. 505 Motion {AE 22). As of the date of this
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filing, the Cemmission has not ruled on the prosecution’s motion under MO R.E. 505, therefore,
no SAP material has been approved or suthorized for release to the defense,

At the arraignment of the accused, the government told the Commission that the
government is prepared to procesd to trial on 2 February 2012. Aware of their limited access to
SAP information, the defenge waived the right of the accused under R.M.C. 707, and it requested
that the trial be continued until no earﬁer than ¢ November 2012; the Commission then set a trial
date of 9 November 2012, |
6. Law spd Argument.

| & There is no legal justification to abate these proceedings.

Abatersent of proceedings is appropriate under exceedingly limited circs.:;mstaxices. With
respect to discovery, sbatement is only appropriate when the defense has been denied access to
gvidence and three conditions dre met: (1) the defense is entitled to the evidence; (2) the
evidence is “of such central importancs to an issue that it is cesential to 2 fir h‘iéi, and if there is
1o adsguate substitute for such evidence;” and, (3 other remedies, such as continuances, have
failed to resuit in the production of evidence, RM.C. 703(R(1-(2) RM.C. 703{B{2XA)-(B).
In this case, none of these three conditions have been met. '

First, under M.C.R.E. 505, the defense is entitled to evidence that is “relevant, necessary
and noncuwmulative.” R.M.C. 703(f), discussion, The defense is entitled to classified evidence
only if such evidence is also “he{pfui to a legally cognizable defense, rebuttal of the
prosscution’s case, or to sentencing.” RM.C, 701{c), discussion {citing Uﬁited Staves v. Yunis,
867 F.2d 617 (D.C. Cir. 1989) (1o be discoverable, classified information must be more than just
relevant; it must be actually helpfisl to the defense); see alse T01(a)2) (“The def‘:ense’s right to

examine classified evidence ... is subject to {the National Security Privilege pmﬁectﬁ&g classified

£ N
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information] and Mil, Comm. R. Evid. 505 and 506 as spplicable.”); M(C.R.E. 505{{3(1){3}. In
some instances, the government may provide the defense with classified information in s
original form, without implementing the protections of M.C.R.E. 505. In other instances, the
government way entify potentislly discoverable classified information that requirss additional
protection from disclozure,

When the government identifies potentially discoversble material requiring application of
the ML.C.R.B. 50$ process, the government may invoks the National Security Privilege over the
information. RM.C, 701{); M.C.R.E. 505. Once the government bas doas so, the government
may seek to satisfy its discovery obligations by producing substitutes for the classified
information rather than the classified source material, M.CRE. S05{f}2). The military judge
determines whether the government’s proposed substitutes satisfy the government’s discovery
obligations using procedures set forth in M.C.R.B. 505, If the military judge does not approve a
proposed substitute, the prosecution has an opportunity to proposs an alternative substitute.®
Until the moilitary judge approves the government’s proposed substitute for the ;i:}r:’viiaged
classified information, the defense is not entitled 1o receive the clagsified information at issue.}
Therefore, with respect to discovery of classified information over which the government has
invoked the National Security Privilege, abatement is not an appropriate reme&:;' nnder RM.C.

TO3(O(1)-(2) until gfter the M.CRE. 508 process has been completed and other fores of relief

? Like the Classified Information Procedures Act (CIPA] procedures on whick M.C.R.E. 505 is modelad,
thia provess halances the acensed’s right to oblain evidence with the need to protect nationad sesunty.

3 Tids is true regardioss of security clearances held by membere of the defense becsuae, prior o the
deterraination under M.CR.E. 505 that the defense is sntitied 1o the clsssiffed information in discavery, no somuher
of the dafense has a “need-toknow,” as required for access 1o any clussified information. Sew Executive Crder
13826, Clasaiffed National Security Information (December 29, 2008} § 4.1{a}3). See glse, AR G13E.

Furthermore, even i the military fudge determines that the ondy information that satisfies the government’s
discovery obligations is the classiffed source nusterial itself, the defense is stifl not entitled to the information under
RM.C. 701{c}. Rather, the govermment may decide t arend the charges, stipulate to corlain ficts or dismisy all the
charges to provest reiease of the classifiod source material to the defense.

§ APPELLATE Exmﬁg 0Fsh
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have failed to result in the production of discoverable information that is actually relevant and
helpful 10 the defense.

In this C%éx the government has claimed the National Security Privilege over certain
SAP information and it has filed a motion under M.C.R.E. 503 invoking the privilege and
proposing substitutes for discovery. To date, the Commission has issued no miiings approving
the proposed substitutss for the underlying classified information or issuing the Enecessary
protective order. Until the Commission issues an order authorizing use of the proposed
substitutions, the defense is not entitled o receive any information that is the sﬁbjec‘; of the
government’s motion, tncluding SAP inforruation, regardless of the status of seé:mity clearances
held by the defense team. The first condition for abatement of proceedings is therefore not met.

Only after the defonse is provided access to approved sununaries may th;: defense argue
the information contained within the surmaries is insufficient to satisfy the government’s
discovery obligations and only then may the defense seek other relief from the government.
Therefore, the defense has not even made  threshold showing at this early stage regarding the
second and third conditions that must be met before the Comutission may order shatement of the
procesdings. The motion by the defense to abate the procesdings is therefore premature.

The government will comply with all discovery orders and produce all discovery to
whick the defense is entitled after all necessary protective orders have been issued by this
Comruission. R.M.C. 701(2)(2) snd (b) (all discovery to which the defenss is entitled is subject
o M.C.R.E. 505 and 506, which suthorizes the issuance of protective orders); R.M.C. 701(e)
{disclosure of exculpatory evidence is subject to MLC.R.E. 503 and 506); RMC TR D
{production of evidence is subject to M.C.R.E. 505 and 506), M.C R.E. 304{c) (discovery of

‘materials usually produced prior to arraignment is subject to the requirements of M.CR.E. 503

7 ; ’ Ty
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and 506). To date, although the protective order for classified information bas been issued, the
protective order specific to the M.C.R.E. 583 motion hes not been iasued.

iL The defense mizstates the amount of SAP information iavoivéd in this case,

The SAP information in this case forms none of the government’s e\«ideﬁce againgt the
accused and a very small part of all the information likely fo be produced in dist::ovary, Atthe
outset of its pleading the defense claims that highly classified SAP material will *likely [be]
most of the relevant evidence in this case.” Defl Br. at 1. In reality, however, SAP information
makes op jnst 2 small Saction of the discovery materials in this case, and sven liess of the
refevant evidence, |

The svidence the government expects o prasent in ifs case-in-chief is eﬁﬁrely
unclassified, which weans the government does not expect to present any evide%zca in this case
that is classified at the TS/SCI level or which falls wzthm an SAP, The Cammz’zfsien signed the
protective order for classified information on 8 December 2011, On 15 December 2011, the

- government provided 17,219 pages of classified discovery to the defense. The gcvgmme.nt is

prepared to disclose approximately 52,000 pages of additional discovery as soon as the
Commission signs the govermment’s propozed protective order for un§iassiﬁed information.
These 52,000 pages consist primarily of unclassified information. In response o a discovery
request submitted by the defense, the govemﬁ:;em is reviewing and asserabling additional
potential discovery matenials—most of which are unclassified, '

1. Absent g waiver by the defense under R.M.C. 767, the Commission should
set & trisl date of 2 Febrwary 2612 :

The defense seeks to withdraw its waiver of rights under Rule 707. In doing so, the
defense effectively asks to withdraw its request to continue the trial to 9 November 2012 and

agrees to proceed to trial no later than 2 February 2012, The defense then necessarily waives all

8 : “ .
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motions not brought by that dats, including discovery motions, and access to axfy discovery not
requested and ordered 1o be produced by that date.

Absent » waiver of RM.C, 707, thix case must be brought to trial within 120 days of
service of charges. M.ORE. 707(aX2) In calculating the dale on which the sﬁe&dy rial clock
runs, delays resulting from continuances are excluded. RM.C. TO7(BY4KE); 707(c).
Additionally, delay attributgble to the conduet of the accused is excludable. RM.C. 707¢);
United Stwses v, Dies, 45 M1 376, 378 (C.ALAF, 1996), This latter rule reflects the pinciple
that the right to a speedy trial may not be used tactically by a defendant to thwart the interesis of
the public in bringing accused criminals to wial. Barker v, Wingo, 407 U.S. 514, 531 (1972). A
delay 15 atiributsble to the conduct of the accused if that conduct prevented the fgg_wc:mn:u‘m’ﬁ from
procesding to trial as it othsrwise would have. Dies, 45 M.J, at 378 (because unsuthorized
absence prevents the government from preparing for and proceeding to frial, dciay during period
of unauthorized absence is excludable for spesdy trial purposes).

In this case, from service of charges, the defense requested a delay of lé days from the
original arraignment date. The Conumission attributed that delay to the defense. Second, & delay
of at least 30 days is excludable from the government as the delay resulted fmxﬁ the sccused's
representstion fo the Commission and the government that the accused does nm‘; wish to procead
to trial until November 2012 at the earticst® At the acoused’s armaignment, the éovemmcnt
informed the Commission that it was prepared o proceed to trisl on 2 February 2012, The
accused responded by requesting a trial date no earlier than one year from the arraignment. The
Comrmisgion set g trinl date of ¢ November 2012 t0 accommodaie the sorused, éince then, the

government has been moving diligently toward trial. Nonetheless, the government has not been

* As the defenss reguosts oral srgument on this motion in January, the governmeni raasrves the right to
seek exciusion of additional delay based on the defense demand for oral argument, which perpetuates the uncertainty
as {o 2 triel date aud hinders the government's ability 1o secure logistical arrangements for trial, :
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making the specific preparations it would have been making had the Commissicn scheduled the
trial for 2 February 2012, In refreining from making these preparations, the government relied
upon the accused’s representation before the Commission. The government received no notice
contradicting the defense’s representations until tg ¢ December 2011 motion to sbatement these
proceedings. Therefore, although the government wighes to proceed to frisl on 2 February 2012,
delay equal to at least the 30-day period between the date of arraignment and the date of the
defense motion is gitributable fo the accused and should be excloded fom the i?ﬂ-day
calculation under RM.C. 707(c). The R.M.C. 707 time frame therefore does not expive until 12
March 2012, To hold stherwise would encourags the factical use of the speedy trial provision
contrary to longstanding U.S. Supreme Court precedent precluding such use. Barker, 407 U.S, at
§31.

The defense arpues that any period between service of charges and defense counsel
ohiaining access to AP information should be counted against the government for spesdy trial
purposes, regardicss of its requests for delay and conduct of the accused. In its argument in
support of this position, the defense accuses the government of a lack of candor with the tribunal
and only belatedly revesling fo the dcfexsse‘ and the Commission that the defense is not entitled to
receive SAP information connected with this case. Def. Br. at 10, The defense also claimg that
the limits on defense access to SAP information were previously “unbeknownst” to members of
the defense team. /d. at [, The defense then argues that becagse of this lack of ¢andor, any delay
from the date of avaignment should be assigned to the government for RM.C. ’?ﬂ? calcu!ati?m
PUTpOSEes. |

This argurasnt is not consistent with the facts and is wnsupported by legal suthority,

First, as explained in Section 1 above, there has besn no delay in this case ativibutable to the
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-defense’s lack of access to SAP information. Until thé M.CR.E. 505 process i§ complete with
respect & SAP information, the defense is not entitled to such information and therefore has no
reason to avoess SAP information. Therefore, the lack of authorizstion to mceix;;e SAP
information fom the government at this Sme has not resulied in any delay.

Second, the facts clearly demonstrate that the defense was well sware of its limitations
with respect to SAP information as early as 2008. The government had not only disclosed the
Hmitations to the defense, bwt ména.bers of the defense {eam signed documents Afﬁrmaﬁvely'
acknowledging that they understood the limits. If the defense believed these limits prevented the
government from being ready to provide “most” of the relevant evidence in the case in a timely
fashion, it was incurnbent upon the defense to raiss this with the Comndssion. ﬁns’t‘eaﬂ, the
defense waited until the government apprised the Commission of the defense’s ?itnitad ao0ess 1o
SAP information to claim surprige, withdraw the waiver of gpeedy trial, and demand sbatement
of the proceedings. These fucts offer no basis for relief.

IV.  The government does not object to the defense foregoing s opportunity to
subrolt a propesed Htigation schedulse

The defense secks relief from the Commission’s Docksting Order (AR 523A) that the
parties provide a proposed litigation schedule by 4 January 2012, The gcvemm%nt does not
object to the defense foregoing its opportunity to submit a proposal trial schedule. In light of the
withdrawal of the R.C M, 707 waiver, however, the government inteads to subriit a proposed
litigation schedule that adberes to the 120-&&3/ speedy trial requirement.

7. Conclusion.

This Military Commission should deny the defense’s request to abate the proceedings. If

the defense withdraws its R M.C. 707 waiver, the Commission should exchude nt least 30 days

from the 120-day trial clock as attributable to the conduct of the accused. Additionally, the
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Commission should find that waiving the speedy trial provision of R M.C. 707 effectively
waives all motions and discovery matiers not raised by that date. Finslly, the C’pmissi«m
should set a trial date of 2 February 2012, |
8. Oral Argument. _

In light of the accused withdrawing his waiver of speedy trial, the govarﬁmcm
respectfully requests oral argument as soon as practivable, so that the pariies cmﬁ begin

preparations for trial commencing on or about 2 February 3012,

The government has no additional information.
11. Attachments.
A. Certificate of Service

B. Under Secretary of Defense for Intelligence, Office of National Progrmis, Data Handling
Brief, OMC Defonse (March 2011) (CLASSIFIED) (filed in camera undcs seal),

C. Acknowledgement Letter, Office of Military Commissions SCI Bneﬁng for High Value
Detaines, Defense Counsel Team Members (Mr. Kammen), dated 15 Sspzember 2008
(fited in camera under seall

D. Acknowledgement Letter, Office of Military Commissions SCI Briefing for High Value
Dietainee, Defense Counsel Team Members {LCDR Reyes), datad 14 Juiy 2008 (fled in
camera under seal).

E. Acknowledgement Letter, Office of Military Commissions SCI Briefi ng:for High Value
Detaines, Defense Counsel Team Members {Ma; Danels), dated 7 January 2010 (filed in

camera under seal).
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F. Acknowledgement Letter, Office of Military Commissions SCI Briefing for High Value
Detainee, Defense Counsel Team Members. (Mr. Paradis), dated 5 May 201 1 (filed in

camerg under seal}.
(. Proposed Order Placing Attachment B-F Under Seal.

Respectfully submitted,

fisit
Anthony W. Mathvi
CDR Andrea Lockhart, JAGC, USN
Justin T. Sher
Trial Counsel

Mark Martins
Clief Prosecutor

Office of the Chief Prosecutor
Office of Military Commissions
1610 Defense Pentagon
Washington, D.C, 20301
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1 certify that on the 2ist day of December, 2011, 1 filed the AE 025 Govermment
Response To Defense Motion to Abale Proceedings Unti] such Time ss the Prosecution is
Prepared to Proceed, with the Office of Military Comumissions Trial Judaclary and 1 served a
copy on counsel of record,

st
Anthony W. Mattivi
Trial Counsel
Office of the Chief Frosecutor
Office of Military Commissions
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W Do Dl ¥ Mooy § REAWIFS W R AR

Connell, James G il CIV OSD OMC Defense

From: Mg OSD OMC Convening Authority

Sent: Thursday, Deosmber 15, 2011 1:08 PM

To: *Ms OSDOMC Convening Authority; Connefl, James G 1l CiV OSD ORC
Ce: TR QSR OMC

Subjent: RE: Dala handling quesiions -S4 8-

Classification: SESRET-Cawmraiu.
Hi Sir,

Ms., -is pringing back coversheets for your office to use. &s a reminder when you wmark
the coversheet with thse iit becomes classified. I'wm alsc trying to find SAR
coversheets alse if they are available which they aren’t sometimes.

Ms. Wilkins is working on 4. and 5. for me to try to get that information because it iz not
only 1 person or agency, but a faw agencles.

I have reguestsd information about how to reguest a copy of the HDA Statement 'For‘- you
signed. I'm walting for a response.

Sincerely,

Securiti Siecialis’t .

Sent: Monday, December 12, 2011 6:54 PM
To: Connell, James & III CIV OSD OMC Detfense
[ TR OsSD OMC

Subject: RE: Data handling questions L5544

Classification: SESREFANOFORN-
Hl Sir,

I can provide you the coversheets that you need to use.

I can provide you the regulation regarding OCA, but I will have to do research for the
specific one that you need.

Ms. .is correct that she doesn™t have the authority to provide you the copy of the NDA so I
need 1o find out who does have that authority.

Give me @ few days to do research on some of the other itams you are requesting and let you
know who you need to contact .

Sincerely,

o R ¥ ThEmn § FIBRUAE Vl\ig "§
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W B B D T IS L VUFE WFERER

~~~~~ Original Message-~~~-
From: Connell, James § IYY CIV OSD OMC Defense
Sent: Monday, December 12, 2011 11:44 AM

To: Woodard, Teresa Ms OSD OMC Convening Authority
Subject: vata nandling gquestions <$E-tiusa

¥

Classification: ik

ovr e [

I hope you are doing well., We have met briefly, but as a reminder, I am givilian Lsarned
Counsel for one of the 8/11 cases.

At a data handling brief at the Pentagon on Friday, one of my colleagues ralsed som
guestions abouthte which I do not know the answers. At the brigf, Ms,ﬁ

informed my collsague that we should raise the guestions to OMC Security, so I am turning to
you for halp in ensuring that we maintain proper security for all the information entrusted
o us. Specific regquests follow:

1. Please send me 3 copy of the -Nﬁnvmsclnsure Agreement I signed on 23 Ssptember,
I understand that the NDA is only FOUG, and I want to make sure that we comply with its
requirements. I asked for a copy of the NDA when I signed it, but Ms. -5aid she did not
have authority to provide one.

2. Please send me a copy of the Powerrfoint brief for them Again, we
want to make sure that we comply with all the directives associated wit & sublompartment.
I undsrstand that the brief itself is classified SECRET//NOFORN.

3, Please send me a PDF of the appropriate cover sheet for the_ Ms,

informed Msv-ort Friday that subcompariment-specific cover sheets exist, and that we
are supposed to use them for information within the subcompartment. This statement comes as
a surprise to me; I thought that SF 793 was the proper cover sheet, and I want to make sure I
and my team mark classified documents properly.

4, Please identify the Original Classification Authority for information within - I
had thought that someong at CIA was the 0CA, but information provided today suggests that
someone at the National Securdity Council is the OCA. This is important, of course, because
Administrative Instruction 26, OSD Supplement to DOD 5208.1-R §§ 4-184.1.1, 402.2 {apr.
1987), requires us to mark derdivatively classified documents with the identity of the OCA,
identified by position title if possible. It iz also important because only the 0L or his
or her successor, supervisor, or delegee may declassify information under the terms of EO
13528 Sec. 3.1({b).

5. Please send me a reference to or copy of the procedures for classification challenges to
information within [l cstablished pursuant to EQ 13526 Sec. 1.8(b). These are
important, among other reasons, because £0 13526 Sec. 1.8(a) imposes & duly upon us as
authordzed holders of classified information to seek declassification when we believe its
status is improper.

e S i .
RSN BRI T A TUER 2
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. . TSECRETNUrURN
I know that you are busy, and the holidays are always a difficult time of vear. I am hopeful

that the information I am requesting is close atM not impose too greatly on
your time. Please don't hesitate to call me at with any questions, and please

accept my sincere thanks for your help. If you cannot honer these requests, I would
appreciate it if vou would let me know the proper channels.

Best regards,

James 6. {onnell, ITZ

DERIVED FROM: Multiple Sources
DECLASSIFY ON: 12 Dec 2021

DERIVED FROM: Multiple Sources
DECLASSIFY OM: 12 Dec 2821

DERIVED FROM: Multiple Sources
DECLASSIFY ON3 15 Dec 2821
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Connsll, James G Il CIV 08D OMC Defonse

From: Qunning, Christine £ (UMD}
Sent: Tuesday, January 31, 2012 1215 PM
Ton Connell, James G i} CIV OSD OMC Defense
Ce: Thurschwell. Adam Mr OSD OMC Defense; Thomas, Sterling R Maj OSD Qe
5Sgt OSD OMC Defense; C80O_GTMC _Mailbox (JMD);
‘ CTR QS0 OMO
Subject: RE: Filing tomorrow

Perfect, thank you.

~~~~~ Original Message-~----

From: Connell, James G IIT CIV.QSD OMC nefense_

Sent: Tuesday, January 31, 2812 12:83 PM
To: Gunning, Christine E {3MD)

Co: Thurschwell, Adam Mr 05D OMC Defense; Thomas, Sterld Mz MC Detense;
B s::c 050 OMC Defense; CSO_GTMD Mailbox (IMD); CTR 0SD OMC

Subjects RE: Filing tomorrow

ATTORNEY COMMUNICATION: DO NOT MONITOR
Ms, Gunning,

Thanks for your help, Per our conversation, I will use the 5F783 cover sheet stampéd
“CODEWORD™ and banner markings “Top Secret/Codeword Pending Classitication Review.”

I have discussed this issue with LN:»*.- and (DR Ruiz, and am copying our security officer.

James 6. Connell, IIX
Office of the Chief Defense Counsel
1628 Defense Pentagon

Nashini‘tonl DC 28381-1529

This email is an attorney communication exempt from Dol monitoring, and may be privileged and
confidential. If you have received it in error, pleass notify me, then permanently dulete
it. Thank you.

~~~~~ Original Message«----

From: Gunning, Christine £ (3MD)

Sent: Tuesday, January 331, 28123 1wily am
Tor Connell, James G IIY CIV OSD OMC Detense .
Ceo: Thurschwell, Adam Mr 05D OM . » Sterling R Maj OSD OMC Defenss; -
-SSSgt 05D OMC Defense; MLNI 0SD OMC Defense; CSO_GTMO Mailbox (JMD)

Subjact: RE: Filing tomorrow

Jamaes,

Thank you for the heads up. Please treat this filing as 2 presumptively classified under seal
filing. The original and seven copies should be hand delivered to my office with Top
Secret/Codeword Coversheets attached. When we receive it, it will be considersd filed. The
top and bottom of each page should contain a header and footer that states Top
Secret/Codeword Pending Classification Review. Pleass do not disseminate or serve this

b
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document via email or in an unclassified manner. If you wish to provide s listing of who
should be served, we will do our best to comply. Plesse understand that we are not permitted
to send documents relating to a "high value detainee” via secure email. We will reguest that
the agenciss Involved expedite a review for classified and protected information azap. Once
that review Is completed, we will either alert you that the document can be filed an the
public record or we will provide you with a redacted version for public filing. I'm awaiting
instructions from the Clerk's Office with ragard to how the filing fes should be handled.

Please let me know if you have any other questions.
Christine

Christine £. Gunning

Chief of Operations
Litigation Security Group
U.5. Department of Justice
Two Constitution Square
145 N Street N,E.

Suite

washinionl DC 28538
----- Original Messagg-~--~
Sent: Tuesday, January 31, 3812 8:48 aM

To: Gunning, Christine E {IMD)
Lo Thurschwell, Adam Mr OSD OMC Defense; Thowas, 5terling R Ma] OSD OMC Defense; -

S%gt OSD OMC Defense
Subject: Filing tomorrow

ATTORNEY COMMUNICATION: DO NOT MONITOR
Dear M=, Gumning,

As & head's up, I wanted to let you know that I intend to file a complaint In the District of
BC tomorrow Involving the JTF-GTHO lsgal mail policy. The plaintiff iz me as an individual,
rather than an BVD, but the complaint contains statements attributed to my VD clisnt by ITF-
GTMO staff. Unlike our pravious ¥filing, I do not believe the complaint contains agtusl
classified material. Unless you tell me otherwise, I will have the complaint courisred to
you rather than file it in the Clerk's Office.

I have emailed Mr. -and his colleagues to ask if they wish to accept service on bhehalf
of RDML Woods, and will let you know. :

I have a few guestions I am hoping you can help me with:

(1) How many copies should we deliver to you?! (I think 7, but want to comfirm.)

{2} wuhat cover sheset should go on the packags?

{3} T will be paying the filing Fee rather than reguesting in forma pauperis status. Do I
bring the filing fee to you with the other material, or take it to the Clerk’'s Offipe?

Best regards,

James &. Connell, YIX
Office of the Chief Defense Counsel
1828 Defense Pentagon

I3
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washinicﬁi D 28301-1628

This emaill is an sttorney communication exempt from Dol monitoring, and may be pri\gileg&ﬁ and
confidential. If you have recelved it in errar, plesse notify me, then permanently delete
it. Thank you. :

3
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WY Yrn DL AOn § IE O AP D ¥ § L8N

Connell, James G Il CIV OSD OMC Defense

From: Connell, James G lif CIV OSD ONG Defense

Sent: Wednesday, May 18, 2012 9:.37 AM

To: Chapman, Michael C Mr OSD OMC Convering Authority
Ce: Thomas, Stering R Lt Col O8D OMC Defense

Subjsct: RE: Cover sheslsS—

Classification: Sk

ATTORNEY COMMUNICATION: DO NOT MONITOR

v

Dear Mr. Chapman,

Thank you very much for your email. 3Just so you know, I am going to ask the Commission to
include a direction as to the proper cover shest{s} in its protective order governing
classified information. OF course, 1f guldance is forthcoming, T will simply ask the
Commission to memorialize that guldance.

Best regards,

James G. Connell, IIX
Office of the Chief Defense {ounsel
1638 Defense Pentagon

Washinion | DC 28381~1628

~~~~~ Original Message-~«~---

From: Chapman, Michael € M OSD OMC Convenling Authority
Sants Wednesday, May 8%, 2812 11:32 AM

To: Connell, James ¢ III CIV OSD OMC Defense

Subject: RE: Cover sheeis Wi,

Classification: ieiiiieiklfeteieiiim

Mr, Connell, my folks are working your request. I'm sorry that it is taking so long te
reply.  You shouwld hear from us soon.

Mike Chapman

~~~-wOriginal Messagesww--

From: Connell, James § III IV OSD OMC Defense

Sart: Tuesday, May 88, 2812 12:34 PM

Tor Chapman, Michasl { Mr QSD OMC Convening authority
Subject: FW: Cover sheetls -LiLlilifa

Classification : ik

e

ATTORNEY COMMUNICATION: DX NOT MONITOR

Dzar Mr. Chapman,

‘ B R LD Nhan 7 KD DR BNF S Al X O X 1
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e eoo oot 3 e K 64 %0 N Rof B BT W

I am writing to follow up on the reguest below.
Best regards,

James G. Connell, III

Office of the Chief Defense Counsel
1628 Defense Pentagon

Washington, DC 28391-1620

----- Original Message-----

From: Connell, James G IIT CIV O3S0 OMC Defense

Sent: Tuesday, April 16, 2012 8:98 PM

To: Chapman, Michael € Mr 0SD OMC Convening Authority
Subject: Cover sheets =t il

Classification: il llloooibi.

T i

ATTORNEY COMMUNICATION: DO NOT MONITOR
Bear Mr. Chapman,

Can you please send me a PDF of the appropriate cover sheet to use in the following
situations?

(1) A document which contains information relating to the RDI program which I receive from
my c¢lient?

{2) A document which contains information relating to the RDI program which I receive from a
source other than my client?

(3) A document which contalns statements of an HVD which are presumptively classified but
actually unclassified?

{4) A document which relates to an HVD but is actually unclassified?

I first requested a PDF of the “appropriate cover shaet for the mn iz
December 2011 after Ms. ll informed Ms. Il that subcompartment-specitic cover sheats
exist, and that we are supposed to use them. On 15 December 2911, Ms. Woodard, by way of Ms.
B -ovided me with two cover sheets, one marked TOP SECRET//HUMINT and the other
marked TOP SECRET//HUMINT/COMINT/TALENT-KEYHOLE. On 16 December 2811, Mr. Breslin smailed me
that, "The program managers are preparing a uniform cover sheet and Ms. Woodard will provide
it to you.” On 28 December 2811, <I emailed Mr. Breslin asking (in an admittedly long email)
whether I correctly understood him "to say that those cover sheets are not the correct cover
sheets, and a new one is being prepared.” On 6 January 2812, Mr. Breslin emalled me that he
had forwarded my questions to higher authorities.

On 2 February 2812, I emsiled to follow up on the cover sheet issue after I filed a document
in the District of DL which discussed an HVD, but contained no statements by the HVD nor any
classified information (situation (4) above). (IS0 Ms. Gunning had advised me to use an
SF783 cover sheet with "CODEWORD" printed on it. On 14 February 2012, after reviewing the
prohibition against marking unclassified information as classified in Revision 1 of Marking
Classified National Security Information, provided to me by Ms. - I emalled to refresh
my request. As of this writing, I have neither received any guildance nor a cover sheet to
use,

I would greatly appreclate any light you can shed on the recurring cover sheet guestions 1
have encountered.

Dol Do W5 i 5 AF AV WIS kv & WO R 2
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Also, I marked this emall S/7NP because I mentioned the subcompartment trigraphs. At my data
handling brief, Ms. -brieFed me that the trigraphs are uncl ut Ms. Woodard wrote
me on 15 December that "when you mark the coversheet with the it becomes
classified. For convenience, I will send a separate email on this guestion.

Best regards,

James G. Connell, III

Office of the Chief Defense Counsel
1628 Defense Pentagon

wWashington, DC 20381-1620

DERIVED FROM: Multiple Sources
DECLASSIFY ON: 316 Apr 2822

DERIVED FROM: Multiple Sources
DECLASSIFY ON: 98 May 2822

DERIVED FROM: Multiple Sources
DECLASSIFY ON: @8 May 2822

DERIVED FROM: Multiple Sources
DECLASSIFY ON: 16 May 2822
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L INTROBUCTION

1. Unless otherwise noted, the following deseription of the Central Intelligence Agency
(CIA) Rendition, Detention and [nterrogation (RDI) program is based on U.S. government
documents released to the public in response to requests under the Freedom of Information Act
{(FOIA),

2. The scope of this publicly-released material is subject to a number of limitations. FOIA
allows the U.S. government to withhold information responsive to requests for a wide variety
of reasons, including because the information is classified as national security information, or
because the information is specifically exempted by other statutes.! Most of the open source
information describing the actual manner in which CIA detainees were captured, transported,
interrogated and detained by the United States remains classified or otherwise controlled, and
themforﬁ: has not been released.’ Much of the information that has been released was prepared
by the CIA for the Department of Justice Office of Legal Counsel (OLC), and used 10 support
legai assertions that the selected “enhanced interrogation technigues” were lawful.® DOJs
Office of Professional Responsibility concladed that such representations and assurances
concerning the development, procedure, monttoring, safeguard, methed of zmp!e‘ncmdnon and
effectiveness of interrogation technigues cannot be accepted as objective or complete.”

"For example, operational files from the CIA’s National Clandestine Service (NCS) (of which the Counter
Terrorism Center 15 a conmponent} are exempled from FOIA search and review pursuant to the CIA Information
Act, 30 US.CL § 431 The Directorate of Qperations {30) was renamed the National Clandestine Service on
(xetober 13, 2005,
® See, g, Deciaration of Leon E. I‘At)etm, Direc‘u)r C€1 -*ai Intelligence Agency, ACLU et al v Dob et af, 04
Civ, 4131 (RDNY) available ar Waniiv 3 ; N PRI AR R b (dem;puons of enhanced
interrogation wechniques “as applied in mmai epu ations” are of a “gualitatively different nanure than the Ei
deseriptions in the abstract”, and information concerning “epplication of EITs must remain classified as TOP
SECRET™). The notable exception {s the C74 OIG Special Review {May 7, 2004} Nevertheless, the Cf4 4G
Special Review (May 7, 2004) was also redacted, and only addressed ~)enavior that the OIG felt was excessive
given the limitations in place, at the time, themselves a source of controversy, /d.
* See, e.g.. OPR Repor: (Tuly 29, 2009), at 226 {referring te OLC opinions that did not “represent thorough,
objective, and candid legal adwce but were drafted (o provide {the CTA] with a legal justification for an
interrogation progran that included the use of certain [“enhanced interrogation techniques”]”).
1 Jnder these circumstances, we guestion whether it was reasonable for Department officials to acoept sueh
represeatations, at fece value, given the ClA's previous history with EIT's, the inevitable pressures faced by
interrogation teams ¢ achieve results, the CIA s deroonstrated interest in shielding its interrogators from legal
jeopardy, and the difficulty of defecting, through “monitoring,” the largely subjective experiences of severe
mental or physical pain or suffering... In addition, we question whether it was ressonabie for OLC to rely on CIA
representations as to the effectiveness of the BYTs.Y OPR Report {fulv 22, 2000), at 242-243, The GFR Repori
{Auly 29, 2009} notes several apparent deficiencies with the TIA7s representations about the RDY progra: despite
the CIA’s representations and assurances to OLC about “safeguards™ and monttoring used with E{Ts, “many
abuses nevertheless teok place”; there arg nconsistoncies in the C14%s dase npncm of method of implementation
of cevtain EITs; and that there 15 evidense that CIA’ s “effectiveness revievws ently reiied on the originators
of the progran.” /d., ai 242-243

1\-

2

HREEASSHHER Page 2

Attachment N
Page 2 of 142
Filed with Td Appellate Exhibil 01303 (AAA}

18 May 2012 UNCLASSIFIED//FOR PUBLIC RELEASE Page 8t ot 312



UNCLASSIFIED//FOR PUBLIC RELEASE

3. Within these limitations, the aim of this narrative is to present information about the
treatment and material conditions of detention of detainees in the CIA RDI program, based on
information provided to the public by the U.S. government, Omissions from the available
sources and the suspect nature of at least some of the U8, government’s representations legve
the scope, policies and practices of the program largely obscure. A description based on these
materials will tend to present a conservative view of a detaineg’s treatment, The U.S,
government holds the information that would dispel doubt.

E. BACKGROUND

4. Reports that suspected al Qaeda opemtwes were being held abroad by the ClA in
undisclosed locations began circulating in 2002.° By 2004, a number of suspected al Qaeda
operatives were deciargd by human rights advocates to have been “disappeared™ by the U.S,
government.® Advocates alleged that “the most sensitive and high-profile terrorism suspects
have been detained by the United States in “undisclosed locations,” presumably outside the
United States, with no access to the International Committee of the Red Cross (ICRC), no
notification to families, no oversight of any sort of their treatment, and in many ¢ases no
acknowledgement that they are even being held.”’

S. In September of 2006, the President announced the transfer of a group of detainees 1o
Guantanamo that had been “held and questioned outside the United States. in a separate
program operated by the Central Intelligence Agency.”® The President said this transfer would
bring these detainees “into the open.” Detainees in this program had been suchded to “an
alternative set of [interrogation] procedures” % in a “new jnterrogation program.” ot

. This covert ClA program was apparently authorized under a classified Presidential
finding which reportedly gave the CIA broad powers to kill, capture, detain and interrogate

xample, “Getting al Qaeda to tah\ ? CNN.com, September 17, 2002 available at
PRI mri‘»“‘tﬁ‘s R st (last sccessed Sept. 29. 2009) (discussing the
detention of Fa ,11\ bin al-S} *nopnase pressure” h.mg, put on al Qd\,dd feader,” CNN.com, Mamh 3,
2003 available af Bl vacon e 2N GR L astspe i nath A ek mmnarreasindex o (last
accessed Sept. 29\ 2009) (stating that CIA had brought ¥halid Shaitkh Mohammed, who was arrested in Pakistan,
to an undisclosed location cutside of the United States).

¢ See gensrally Human Rights Watch, The United States® "Disappeared”:
Dielainees ™ 10(,Loher 2004) available af ipdieasdencaadoag e & 3
accessed Dee, 22, 2009) (descrihmo reparts of high-level “ghost” dx.tamec.t. in p; onged incommunicado
detention; the b.,ikd States” refusal to disclose the fate or whereabouts of the detainees; and allegations of
nnstr‘* atineat),

Tid., at 8.
? Bush Statement (Sept. 6, 2006},
* St*-ﬁ? i,

¢ DN Summaary of H¥VD Pragram ({}UN‘ dmcubsma the caplire of Abu Zubaydah in March 2007 and

statmw that "Qver e ensuing { xd 4 new i ’

? See, for
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suspected al Qaeda leaders and their associates. ' Officials from the 14, the White House,
and the National Security Council were routinely involved in decision-making about the
program, mc luding the use of specific forms of physical and psyehological pressure on specific
detainees.'

7. ClA interrogators operated under authoritative legal advice provided by OLC that
doraestic and international legal limits on torture and other forms of eruel, inhuman or
degrading treatment either did not apply to the treatment of aliens held overseas by the CIA, or
aliowed interrogators to lawfully inflict high levels of pain and suffering on these detainees.”

8. ClA officers were told that they might lawfully subject detainees to treatment and
congditions that have been considerad torture in certain circumstances under traditional
domestic and international standards. From 2002 to at least 2004, CIA officers were told that,
if ordered by the President, they might lawfully subject detainees to trnatment ﬁnd conditions
considered torture under 18 UL8.C. § 23404, the statute criminalizing torture.’

" The American Civil Liberties Union { ACLU} requested through FOIA 4 directive signed by then-President
Bush granting the CTA the authority to set up detention faciiities outside the United States and/or outlining
interrogation methods that may be used against detainees. The CLA confirmed that it had located one document
responsive 1o this requegt, and described the document as “a memorandum from President Bush to the Direstor of
the CIALT See Letter from Dffice of General Coungel, CIA to Melanca 1. Clark, Gibbins [sic], Del Dee, Dolan,
Griffinger & Vecchione, P:C., Nov, 10, 2006 (letter sent in connection with ACLU et al. v. DOD ¢t af., 04-Civ.-
4131 (S.D.NY ), remanded (6-0205-cv {2nd Cir.), available at

; svossshegdbongnvkrusaitne updoad, RN 0 it Gast accessed Sept. 29, 2009),

ABC Mews, Sewrces: Top Bush Advisors 4pproved ‘Enht rzcea Interrogation’ (April @, 2008) available at
ﬁg EESE AR RS ThebawlawFolitiow s Mg 383 s (last accessed Ap*;l 7, 2010).

¥ OLC Jegal opinions provided legal justification for mturowtom to inflict high levels of pain and suffering on
detainees. Sze generafly OLC Interrogation Techniques (Meay 10, 2005}, OLC fnferru,g stion Techuigues
Combinzd (May 10, 2005}, OLC [nterrogation Technigues (md i L)T{Max 28, 2005}, The CIA sought several
legal opinions from the Office of Legal Covasel {OLC} of the Department of Justice (Doi s concerning the fegality
of detertion and interrogation practices vsed by its officers. Mot all these fegal opinians have yet been released, or
even puliically ackuowledged. See generally Rockefellar Letter {citing TIA reooeds of NSC and other high-level
inderagency bricfings thronghout the course of the programy. See wiso OLC Legal Standards for Interrogation
fAuguse 1, 2002), o 1 {stating that for an act to constitute torture, it must nﬂ;u pain “equivalent in imensity o the
PAIN ACCOMPANYINg Serous p“nm(‘ i} injury, such as organ {ailure; impairment of bodify funetion, or even death.”)
This opinion was withdrawn in June 2004 and replaced with another OLC opinion on December 30, 2004. QLC
Legal Stasdards for Intessogation (December 30, 2004).

" For a period between 2002 and 2004, OLC guidance posited that US interrogators were permitted to use even
wrture with Presidential authorization. QLU Legal Standards for Interrogation (August {, 2002}, at 31 {“Even if
an interrogation method arguably were (o viclate Section 23404, [which criminalizes “torture™] the statute would
be unconstitutional if it impermissibly encroached on the President’s constitutional powers 16 conduct a military
campaign ... Any effort to apply Section 23404 in & manner that interferes with the President’s direction of such
oae war satters as the defention and tntarrogating of snsoy corbatants thus would be axgonstitutionsd.”™), Thig
opinfon was withdrawn In June 2004 and replaced with ancther OLC opinion on December 30, 2304, which did
a0t reach this point. OLC Legal Standards far intervagation (December 30, 2604)

B =aaaca e e o o Page 4
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Hi. INTERROGATIONIN THE CIA PROGRAM

9. The DOJ OLC guidance allowsd permissive standards for interrogation in the CIA
program, a system in which * more physical and psychological stress” for the detainee was
directly equated with success.' *DOJ OLC guidance also set a standard for zeal. When then-
CIA Director Hayden cpoke of new limits that Congress was considering for the CIA program
in 2008, he alluded to this phenomenon:

Let me say something very clearly, Senator. I really need to put this on the record. We
will do - we will play 1o the edges of the box that ‘the dmerican political process gives
us. In the creation of that box, if we're asked a view, we’ll give a view. But the lines
drawn by that box are the product of the American political process. Once you've

drawn the box, once that process creates a box, we fuve a duty tv p!.:w to the edge of it.
Otherwise we're not protecting America. ... (emphasis added). '

1.  Long before the advent of the RD1 program, the ClA recognized that successful
interrogation involves a “contingum” of process, or the totality of the subject’s circumstances,
and that “everything that takes place in the continuum influcnces all subsequent events.”'” The
CIAs system of interrogation and detention therefore utilized the totality of circumstances to
break resistant detainees. In this system, appiym ‘more” physical and pswhoiogma! stress
was believed to increase the chances of success. © Combining stressors amplified the effects of
physical and psy ch)oiomcai pressures, and was “essential to the creation of an interrogation

e

environment....”.

11, According to the CIA, the RDI program was deliberately designed to facilitate
interrogation by inducing a state of “learned helplessness and dependence™ in detainees by the
application of physical and psychological pressure:

Effective interrogation is based on the concept of using bhoth physical and
psychological pressures in a comprehensive, systematic, and cumulative manner 1o

* An ilfostration of which appears in the CIA’S explanaticn to DOJ OLC in 2004 of bow “enhanced™
interrogation technigues were corabined: “Certain interrogation technigues pioce the detainee in more physical
and peychologicad stress and, therefore, are considered more effective fools in persuading a resistant HVYD to
participate with ClA interrogators.” (emphasis added), (14 Background Paper on Combined Techniques (2004),
at 7.

' General Michael Hayden, Director of the Central {ntelligence Agency, Testimony before the Senate Select
Committee On Inteﬁligmcc‘, “Anaual Worldwide Threat Assessment”, February 3, ,.()0‘% 9,53, transeript available
af e Searpinionrasd O dGeassinal

" KUBARK, at 41.

¥ Cartain interrogation technigues place the detainee in more physical and psychological siress and, therefors,
arg considered more effrctive fools ity persisding = resittant HVD to pariicipate with CLA intervagators. {emphagis
§‘§J““: ¥ Ol4 Bavkground Paper an Combined Technigues (2004}, wt 7,

Tid, ot {7
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infloence HVD behavior, to overcome a detainee’s resistance posture. The goal of
interrogation is to create a staie of learned helplessness and dependence conducive to
the coltection of ntelligence in a predictable, reliable, and sustainable manner.
{emphasis a.dded)“o

12.  “Learned helplessness” can be described as a phenomenon “in which exposure to a
series of unforescen adverse situations gives rise to a sense of helplessness or an mabmw o
cope with or devise ways to escape such situations, even when escape is possible. 2 While
rescarchers debate the theoretical mechanisms for learned helplessness, the basic phenomenon
is recognized as one in which uncontrollable trauma debilitates a subject’s ability to cope with
adversity, impacting the subject’s motwatxop to escape, ability to leam u)pmg mechanisms,
and emotional reaction to aversive events.” Early experiments involved d ogs made passive
and hopeless in the face of painful treatment over which they had no control.™ Researchers
also initiated experiments to “to show that it was indeed the uncontrollability of the aversive
events that was critical” to the phenomenon

13, Experts have long considered “psychological technigues to break down the individual,”
incloding accentuating feelings of helplessness, among forms ef abuse that can amount to
torture or other forms of eruel, inhuman or degrading treatment.™ “Ouwe of the central aims of
torture is to reduce an individual to g position of extreme helplessness and distress that can lead
to a deterioration of cognitive, emotional and behavioral functions.” “Techniques that are

»
Id, a1
*'The american Herftage Stedman’s Medizal Dictionary. Houghton Mifflin Company (Sept. 22, 2009) available
at hgiidienatefonene Shorasonned olndessnug (last accessed Ot 1, 20093
* Ses &, Bruce Qvermier, On Leaned Helplessness, brtegrative Physiological & Behavioral Science, Januaey-

Masch ’3003, ‘»’ of. ?‘7 \Jo i 4 vmﬁas)ie aL

£33

i ) 3 {}f“*bi SSang

RRA D eé\.a n“umw Seammierteles i «im.wgim;w“ R AR RPN A e
(Im accessed May 3, 2010) (hereinafier “On Leamed hcip essness (2002)).

¥ Jd Follow~on research has explored connections to such biological consequences as anorexia, decreased
sensitivity 10 pain, vulnerability to psychosomatic disorders, super-sensitivity to the depletion of certain powerful
neurotransmiiters, and reduced immune competence. Sze 3. Bruce Overmier, Richard L. Solomon and Leaned
Helplessness, 'vtegrmz»c Physiclogical & Behavioral Svience, Oct/Dec 1996, Val. 31, Jss a¢ J, p331-337,
avai uhEre atyy A mwui\z»t.kxss.m ‘chnsiidats Tt R AN B ThRas
3 Decssionmpr &N el N s i b iAol ~-\1“*e‘_\.3\‘a Srgbigs
(iast accesscd May 3, 2014). Ressarchers have also exploved the relationship between icarned hdplcssne,s,s and
fear, and between learned helplessness and depression. Id.
# See On Learred Helplessness (2002) (emphasis in original).
* The hlarmm Promead, at 29, The [stanbul Protocol contains international guidelines on the assessment of
individuals who allege torture and il reatment, the investigation of cases of alieged torture, and on reporting the
findings of such investigations to the judiciary and any cther bodies. The [stanbul Protocol became a United
Nations official docunent in 1999 and {5 published by thy Qffice of the LN High Cormmissianer for Human
Rights in its Professional Training Serigs.
* 9, at 43
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highly unpredictable or involve a high degree of uncontrollability are associated with higher
degrees of distress than those techniques in which the victim feels that he or she has some
degree of control over the level of pain and suffering that is inflicted.”*’

14, To achieve “learned helplessness”, CIA officers planned to reduce a detainee to ““a

baseline, dependant state”:*®

Establishing this state is important to demonstrate to the HVD that he has no control
over basic human needs. The baseline state also creates in the detainee a mindset in

‘which he leamns to perceive and value his personal welfare, comfort, and immediate

needs more than the information he is protecting.”

Each detainee was to be intentionally subjected to treatment and conditions designed
specifically to “psychologically ‘dislocate’ [him], maximize his feeling of vulnerability and
helplessness, and reduce or eliminate his will to resist [CIA] efforts to obtain critical
intelligence.”" Detainees were intentionally subjected to mental and physical pain and
suffering as part of this process.

15.  The pressures identified by the CIA were fully expected to cause detainees
psychological suffering. The CIA chose pressures that would inter alia, incorporate “a high
level of unpredictability” in the interrogation process;”’ demonstrate their control over the
detainee;32 intensify feelings of apprehension, uncertainty and drea,d;3 : shock, surprise, and
humiliate the detainee;™ cause “a high degree of distress;”*’and adversely manipulate his

¥ Physicians for Human Rights, Break Them Down: Systematic Use of Psychological Torture by US Forces (May
20038} available af Wipyiphyisiviansirhumansivhiorgbrancslocomentsiamnivhrask-themadova-epdf at 71,
fs Ci4 Background Paper on Combined Techniques (2004), at 4.

®Id, at4.

* OMS Guidelines (Dec. 2004), a1 8.

* CI4 Background Paper on Combined Technigues (2004), at 6 (describing the “abdominal slap™ as similar (¢ the
“insult slap” but “provide[ing] the variation necessary to keep a high level of unpredictability in the interrogation
process.”).

% CI4 Background Paper on Combined Technigues (2004), a1 6 {describing “facial hold” as “used to correct the
detaines in a way that demonstrates the interrogator’s control over the HVD”).

¥ 1d., at 2 (describing a “rendition and reception process” that “generally create|d] significant apprehension in the
[“high-value detainee”] because of the enormity and suddenness of the change in environment, the uncertainty
about what will happen next, and the potential dread a detainee might have of US custody™); id.; at 7 (describing
“walling” as “one of the most effective interrogation techniques because it wears down the HVD physically,
heightens uncertainty in the detainee about what the interrogator may do to him, and creates a sense-of dread
when the HVD knows he is about to be walled again.”).

* OLC Interrogation of al Qaedua Operative (dugust 1, 2002), at 2 (goal of slapping detainee); OLC Inierrogation
Techniques (May {0, 2005), at 8, 33; OLC Interrogation Technigues (May 10, 2005), at 7-8, 32 (humiliating
detainees through nudity); OLC Interragation Technigues (Mey 10, 2005), at 40 (humiliating detainees through
diapering)}. See afso OPR Report (July 29, 2009), at 36 (“The subject is forced to wear adult diapers and is denied
access to toilet facilities for an extended period, in order to humiliate h

SCLEi Page :
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unique psychological phobias.* The CIA anticipated and accepted that interrogations actions
might subject a detainee to the effect of repeated threats of imminent death,” and cause him to
experience “hallucinations that could fairly be characterized as a “profound’ disruption of the
subject’s senses” lasting hour or days.”® The CIA also anticipated and accepted that
interrogators” statements and actions might be understood by the detainee as threats of severe
physical pain or suffering, actions to disrupt profoundiy his senses or personality, or even
imminent death.’® The CIA anticipated and accepted that as a result of sanctioned
interrogations, a detainee might loge the will to live and welcome death as respite from the
treatment, *

16. Psychological abuse can amount to torture or other forms of cruel, inhuman or
degrading treatment, with long-term effects:

Psychological torture and cruel, inhuman, and degrading treatment can have extremely
destructive health consequences for detainees. The effects can include memory
impairment, reduced capacity to concentrate, somatic complaints such as headache and
back pain, hyperarousal, avoidance, and irritability. Additionally, victims often
experience severe depression with vegetative symptoms, nightmares, and “feelings of
shame and humiliation™ associated with sexual violations, among others. ... The lack of
physical signs can make psychological torture seem less significant than physical
torture, but the consensus among those who study torture and rehabilitate its victims is
that psychelogical torture can be more painful and cause more severe and long-lasting
damage even than the pain inflicted during physical torture.

17. The pressures identified by the C1A were fully expected to cause detainees physical
pain and suffering. The CIA regulated the anticipated infliction of pressures on detainees not
by whether pain and suffering was expected, but by the intensity and duration of the pain and
suffering expected from those tec}‘miqt,les.42 The CIA anticipated a range of physical and

¥ OLC Interregation Techniques (May 10, 2005), at 41.

S OLC Interrogation of al Qaeda Operative (August 1, 2002), at 14 (detainee with fear of insects placed in small
dark box with insect).

7 fd, at 15 (“We find that the use of the waterboard constitutes a threat of imminent death.”).

® OLC Interrogation Techniques (May 10, 2003), at 39 (hallucinations possible but acceptable; intervene upon
evidence of hallucinations); id., at 40 (acknowledging detainee may have hallucinations that are undetected by
observers hence may continue or worsen over remainder of sleep deprivation period). See alse QLC Interrogation
Technigues Combined (May 10, 2005), at 17.

*1d., at 18-19.

0 GMS Guidelines (Sept.4, 2003}, at §; OMS Guidelines (May {7, 2004), at 16; OMS Guidelines (Dec. 2004), at
18 (“physical fatigue™ or “psychological resignation” caused by waterboarding may lead a subject to “simply give
up,” allowing airways to fill with \vatvr and loss of consciousness).
! physinians for Hyman Right RIEIie
”(‘(}1) availahle af Wil '.-"'f‘ih\
2 See, e
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e - . . w v s e 4% . .
mental effects from interrogation, even “severe” pain and suffering.”” The CIA anticipated that
these effects would occur repeatedly, over extended periods of time, and/ or in combination.™

18, Inter alia, the CIA anticipated detainees would experience the following s effects: ™

w  de pememt on CIA officers for amst.mcc with basic bodily functions, such as eating,
urinating, defecating, and bathmg

. . N B 7
+  multiple episodes of dehydrat;onf

= the debilitation of being placed in an uncomfortably cool environment for hours or
days, to include multiple episodes of h ypothermia:

+ the effects of various, multiple periods of exposure to sounds ranging in volume from
that of a chain saw (up to 2 hours at a time) to that of a garbage disposal (up to 24 hours

B OLC nterrogation of “af Queda Qperative (August 1, 2002), at 11 (intervene upon evidence that detainee “is
experiencing severe paia or suf fering”).

® ClA Bockground Paper on Combined Technigues (2004), a1 17 (“Sioce the start of this program, interrogation
techniques have been used in combination and separately ...7). “[M]est of the CTA’s authorized techniques are
design to be used with particular detainees in an inten datcd or combined manaoer as part of an overall
interrogation program ...". QLC Interrogation Technigues (May 10, 2(:0?}, at FN 6. “Effective interrogation is
based on the concept -o‘f using both physical and psychological pressures in a comprehcmw\,, systematic, and
cumulative manner .7 (V4 Background Paper on Combined Technigues (2004), at |. However, in 2002, CIA
assured OLC that "cnhanccd” interrogation techniques would “not be used with substantial repetition.” OLC
Intervogation of ¢l Qaeda Operative (Augusy 1, 2002), at 11,

* Some of the cited sources describe these effects as medical limitations. However, these limitations actually
sanctioned the debilitation or harn 0 the detainee up fo fhe point of the stated uitimate effect, only after which,
when the wltimate effect in fact ocourred, was the Bmitation reached. These therefore were not policies dssimcﬂ‘
to prevent debilitation or barm to the detainee. They unequivocally anticipated that detainees would in fact suffe
these harms, and required, encouraged, or permitted the bifliction of harm up to the point at which the mel(:
effect occurred, was evident to observers, and was medically addressed. The iegal fimitation on the infliction of
harm allowed the actual infliction of severs mental or physical pain of suffering so long as the infliction of severe
mental or physical pain was not “the precise objective™ of the perpetrator. QL Legal Standards for interrogation
{dugust 1, 20021, at 3~ (“[Rlecanse Section 23440 requires tn\: a defendant act with the specific intent to indlict
sever pain, the infliction of such pain must be the defendant’s precise objective. .. knowledge alone that a
particular resuit is certain 1o occur does nol conatitute specific intent,”).

* Denainees undergoing sleep deprivation counld be fed by hand or diapered by ClA officers. LC Interrogation
Technigues (May 10, 2005}, & 12 (feeding by hand); QMY Guidelines tMay 17, 2004), at 23 (diapering); Q88
Ciuldelines {Dec. 20043, 3t 28 {diaperiog). CIA offierrs sormnetimes bathed detainees. G4 Q4G Special Review
{May 7, 2004}, at para. 88 (reporting locident 1 which interrogators used 2 sm” brush to bathe a detainee).

T OMS Ssidelines {Sept 4, 2003}, atd; OMS Guidelines (Muay 17, 2004), a1 9, OMS Guidelines (Dec. 2004), at
10, 29 {intervene at “earliest signs of dehydration”; modity restricted diet upon evidence of hydration}.

¥ NS Gaeidotines {Septd, 2003}, at &y OMS Gradelines (May 17, 2004), 31 8-10, 23, 24, 25; OMS Guidelines
(Dec, 2}4) at 10~=} “? G, 30 {monitor for deve iopmw{ of hypothermia; cease watu douq ng upon evidence of
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at a time) to include multiple episodes of hearing loss;”

«  “significant mainutr,hon and other effects of days or weeks of a reduced-calorie, non-
palatable, liquid diet;™

= sensory overload lasting hours or days, to “elevate the agitation level of a person and
increase their emotionality, as well as enhance the effects of isolation;

. . . - - 52
# pressure sores from shackling in fixed positions;™

e multiple episodes of an automatic physiological sensation of drowning, and incipient
panic, caused by the water filling the back of one’s throat;™

. . . \ .. 44
e arisk of aspiration of one’s own vomit;

# arisk of pneumonia;>

? See, e.z., Ct4 Background Faper oot Cambinad Technigues (2004}, av4; Standard Conditions of Ci4 Derention
(pre-Dec. 19, 2005), at 2; OLC Conditions of Confinement and DTA (dug. 31, 2006}, 81 5 OMS Guidelines (Dec.
2004), at 13. OMS Guidelinas (bcp* 4, 2003), at 5; OMS Guidelings (May 17, 2004}, ai 12, OMS Guidelines {(Dec.
2004} at 13 (Bmit is “permanent™ hearing loss). Limits giveri to medical personnel were equivalent to Z4-hour-a-

gy exposure 1o sound louder than a garbage disposal (at 80 dB); 18 hour-a-day exposure to sound louder than a
garbage disposal and less than a propelier aircraft (at 88 dB); 8 hours of exposure to & shouted conversation or 4
motoreycle at 25 feet {at 90 dB); 4 howrs on a subway car ¢t 35 mph (93 dB); and 2 hours exposure to sound
touder than a powsr mower {at 96 dB} and less than a chain saw (at 110 dB). Comparisons used by the CIA. See
OMS Guidelines {Dec. 20083, at 13, Standard Conditions of CIA Detention (pre-Dec. 19, 2005}, at 2.

*0 m Guidelines {. \ep’ £, 20030, a & DMS Guidelines (May 17, 2004, 3t 9, V1; OMS Guidelines (Dec. 2004,
at 10, 12 (diet need not be palatable; restaicted diet safe for \wex\ ata time; i;qusd diet appropriate). See alvo GMS
G mdmmes {day 17, 2004}, at 23-24; OMY Guidelinex (Dec. 2004}, at 28-29 (modify restricted dict upon avidence
of weight loss of greater than 19% of baseline body weight, which constifutes “significant malnutrition™).

o J PRA Description of Physicel Pressures.

2 OMS Guidelines {Sept.d, 2003), at 5. OMS Guidelines (May I7, 2004}, at 12; QMS Guidelines (Dec, 2004}, at
14 (treat pressure sores and adjust shackles).

B OMS Guidelines (Sepi.4, 2003), at &; OMS (nnaeimes (ryin/ 17, 2604), 'at 1S; QME Guidelines {Or/r 2064}, at
17 (“primary desired eﬂeu of waterboarding is “sense of sutfocation” and “psychelogical impact of continued
application of water”). OMS Guidelines (May 17, 2004), at 17, OMS Guidelines (Dec. 2004}, at 20 {physician
records when detaines’s naro~ or oxcpharvnx fitls with water); QLU [nterrogation of af Jaeda Operative {August
1, 2002), at 4 {(waterboarding causes perc\%puon of suffocation and incipient panic” and “an-autcratic

uh\ siciogical sensation of drowning'

M OMS Guidelines (’Iav {7, 2004}, :a l'i; OMS Guidelines (Dec. 2004), at 12 {liquid diet to avoid aspiration of
vomit during used of enha m,(.(i techniques, especially waterbosrd). OLC Interrogation Te >cluuques:Mav 14,
2003), at 14, “{Aln individual is abeays placed ona fhid diet before he may be subjected to the waterhoard in

G me" s &wv i ayiration {‘f"r*wr' ite:tcei fc‘nd (I Horigowa! Sleep Deprivation.

i S Guldelines (Dee. 2004), at 30 (waterbomrd presents risk of
nigues (3 g

Page 10
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' . 3
s rapid weight foss;™

¢ skin lesions on buttock and/or genitals due to extended contact with human waste
sy 57
materipls;

* multiple episodes of degraded cognitive performance, visual disturbances, and acute
reduction in immune competence;”

R ~ . . 4G
e the risk of drowning or near drowning;™

. o~ N . 50O
¢ the need for emergency resuscitation;”™
!

e laryngospasm, requiring emergency tracheotomy;®

e risks of deep vein thrombosis; ™

L

i . . &
# risks of claustrophobia;

¢ multiple episodes of visual, auditory and/or tactile hallucinations from sleep
deprivation or from deprivation of sensory input, that may continug or worsen over
« . . . 83
hours or days,* and other “abnormal reactions” to sleep deprivation;™

S OMS Guidelines (May 17, 2004), at 11 (detainee’s minimum intake of calories per day equivalent to that of
commercial weight loss program).

T QOMS Guidelines (May 17, 2004), at 23; OMS Guidelines {Dec. 2004), at 25 {intervene upon svidence of loss of
skin integrity from prolonged diapering).

¥ OMS Guidelines (May 17, 20043, at 24; OMS Guidelines (Dee. 2004}, at 29 {*Sicep deprivation does degrade
cognitive performanes, may induce visual disturbances, may reduce immune competence acutely ).

B OMS Guidelines (Mav 17, 20041, at 25; QM Guideimes (Dec. 20040, at 30 (waterboarding presents drowning
tisk ),

© OMS Guidelines {May 17, 2004), at 25, OMS Guidelines (Dec. 2004), at 30 (waterboarding requires need for
“resuscitation capability immediately at hand™).

S OMS Guidelines (Dec. 2004}, at 30 (Jaryngospasm a risk of waterboarding); OLC Interrogation Techniques
{May 10, 2005), at 16 (spasms of the larynx require emergency tracheotomy).

% OMS Guideiines (May §7, 2004), at 25; OMS Guidelines {Dec. 2004}, at 30 (cramped continement causes risk
of VT

ST OMS Guidehnes (May 77, 2004), at 25, OMS Guidelines {Dec. 2004}, at 30 {eramped confingment causes risk
of claustrophobia}.

S OLC Interrogation Techniques (May 10, 2003), a1 39, 40 (acknowledging hallucinations may cceur during steep
deprivation); QLT {nrerrogation Technigues Combined (May 10, 2008), at 17; JPRA Description of Physical
Fressures (noting deprivation of sensory fnput for 6-8 houes mx uncommondy produces hathicinations),

QL Inderragation of ol Queds Operative {August §, 2002}, at 3 (bwt such reactions abate after unixterruptad
slee

Page 11
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rer N . ‘ 6
« effects of prolonged restricted movement in a dark, cramped space;™

e multiple episodes of muscle fatigue resulting in physical collapse, under threat of pain
upon collapse;®’

. . . B g .o ) e ES
* multiple episodes of sericus edema, or swelling, in the lower extremities;”

s risk of hyponatrem;a or low sodium in the blood, a condition causing mild to severe
health problems;*

s physical pain of multiple slaps to the face and abdomen; ™

+ prolonged and heightened suxcepubmtv to physical pain, while physically painful
technigues are being applied;”

e  multiple episodes of “substantial” “phyvsical discomfort and distress” of extended sleep
deprivation, such as from physical weakness, impairment to coordinated body
movement, difficulty with speech, nausea, blurred vision, and unpleasant physical
sensations from drop in body i;empf:ra?;ure;72

¢ physical pain of being re})gatedly pushed into a wall with “considerable force™ by
means of a neck collar;”

5374

&

multiple episodes of “extreme physical distress.

% 1d, al 23 (effect of cramped confinerneat),

8 OLC Interragation Technigues (May 10, 2005}, at 9, 33, 34; €14 Background Paper on Combined Technigues
(2004), at 8 {stress positions “are usually self<limiting tin that temporary mussle fatigue usvally leads to the HVD
being unable to maintain the stress position after a period of time™); i, at 14-13 (CIA routinely used the threat of
walling 10 induce detainees to hold stress positions),

*1d, at 11, 36.

* L at 13,

® 14, at 33 (face slap and abdominal 31&[) cause pain; slaps may be used several times); C14 Background Paper on
Combined Technigues (2004), at §, 6 {face (inauli) and abdominal slaps used periedically throughout
interrogation).

N OLC Intervogation Technigues (May 10, 2005), at FN 44 (studies find decrease in threshold for heat pain, cold
90533, and mechanical or pressi
i, w37

i, at 32 {walling collar may cause pain).
7

10 at 38 (intervene upon evidence nf extre hysical distr

Page 12
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19, In August 2002, DOJ provided the CIA with 4 legal opinion in which it determined that
certain specific “enhanced interrogation techniques™ would not violate the torture

7S sl o s . . " . - . .
prohibition.”” *“This work provided the foundation for the policy and administrative decisions

that guide[d] the ... Program.”’®

20, At various times, “enhanced interrogation techniques” were defined 1o include:
: . 77
=  Waterboarding.

e Various forms of cold stress, such as water dousing and water pouring, flicking, and
tossing (water PFT).7

¢ Beating, shaking, and other forms of forceful physical contact, such as walling,
abdominal slaps, facial slaps and grabs.”

Sleep deprivation,*

P See, e.g., CLA OIG Special Review (May 7, 2004), at 15.
®id, a4,

7 Waterboarding is a particutar means by which the suhject is made to feel as though he is suffocating. See infia,
“Appendix A: Sefected Forms of Mistreatment.” Sew, a.g., OLC faterrogation of al 3deda Operative (dugust |,
2002), at 2, 3-4, 11, 13; DCI Interrogation Guidelings (Jan. 28, 2003). at 2; SERE Contracter/Psychologisi
Business Plan, at 17; CI4 “Legal Principles” (2003); CIA OIG Special Review (May 7, 2004), at para. 10; OMS
Guidelines (Sept.4, 2003), at 2, 8-10; OMS Guidelines (May 17, 2004), at 7, 14-17: OMS Guidelines (Dec. 2004),
at 8, 17-20; QLT Interrogation Technigues (May 10, 2005), at 13-15, 41-43; OLC fnterrogation Technigues
Combined (May & 2003), at 89, 11, 16, 17-18, 18-19; OLC Interrogation Technigues and CIDT (May 30,
2005}, at 5-7, 15; Waterboarding.

" Cold stress is the loss of excessive body heat to the environment. See infia, “Appendix A: Selected Forms of
Mistreatment.” See. e.g., OMS Guidelives (Sept 4, 2003), at 1; Cid Background Paper on Combined Technigues
{2864}, at 7-8; (14 Additional Techniques Letter (March 2, 2004), at 2; OMS Guidelines (May 17, 2004), a1 7, 11-
12 OMS Guidelines (Dec. 2004}, at R, 12-13; OLC Interrogation Technigues (May 70, 2005), at 9-10, 34-35;
QL Interrogation Techpigues Combined (May 16, 2005}, a1 5, 6, 11, 12, 14; QL Interrogation Techniques and
CIDT (May 30, 2005, ai 14-15.

7 “alling” was the act.of foreibly throwing a subisct into a wall. See infra, “Appendix A: Selected Forms of
Mistreatment.” See, e.g., OLC biterragation of al Paeda Operative (Augusi [, 2003}, s 2-3; Ci4 OIG Special
Review (May 7, 2004}, at 15y DCT [nterrogation Guidelines {Jan. 28, 2003}, 8t 2; Cl4 “Legal Principles ™ (2003)
at 3; OMS Guidelines (Sepi 4, 2003}, w1, 2; OMS Guidelines (May 17, 2004}, at7; OMS Guidelines {Dec. 20045,
at 8; OQLC lnterrogation Technigues (May {0, 2005}, at 8.

¥ See infra, “Appendix A: Selected Forms of Mistreatment.” See, e.g., OLC Interrogation of af Qaeda Operative
{August 1, 2002), a1 2, 3, 10, 14-18; DO Inferrogation Guidelines {Jan. 28, 2603}, at 2; SERE
Contractor/Psychologist Business Plan, at 17; Cl4 “Legal Principles” (2003); QMS Guidelines {Sepi 4, 2603, al
2, CIA GIG Special Review (May 7, 2004), at FN 33 (period for “enhanced” reduced from 72 o 48 bowrs), OMS
Guidelines (May 17, 2004), aU 7, QMS Guidelines (Dec. 2004}, o\ 8; OLL terragation Technigues (May 11,
2003), at 11-13,33-40; OLE Duierrogation Techniques Combined (May 106, 2003), at 5,9, 11, 12, 13-14, 15-18,
16, 1R OLC inmterrogation Techrigues and CIDT (May 3G, 2005), at {2~13.
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s Various stress pasmonbn” Including but not Himited to sitting with legs extended and
arros held straight up; ™~ kneeling with body leaning forward or backward at 43 degzee
angle (later limited to kat‘ing backward),"™ leaning forward so forehead supports one’s
own weight against wall;™ wall standing, or ieamnb fofwcmi so oue’s outstretched arms
support one’s own weight agamst wall, legs sprecic} * and an additional stress position
not described in open sources.”

¢ Prolonged diapering. In lieu of allowing a detainee to defecate into a bucket or latrine,
CIA officers would put diapers on the detainee, change diapers soiled with urine and
feces, and inspect the skin on his buttocks and genitals for “loss of skin integrity due to
contact with human waste materials,” i.e., skin lesions.”” This process may have
continued over a period of days or weeks.

" A stress position may be an abnormal human position, such as suspension or inversion, or a normal human
position, such as sirting, standing or lying, that a cu‘\iect 5 forced to hold for an abnonmal pertod of time. See
infra, “Appendix A: Selected Forms of Mistreatment.” Sze, e.g.. C1d "Legal Principles” {20031 {approving
unspecified stress positions).
R OLC Interrogation of al Qaeda Operative (August §, 2002}, at 2, 3, 10, 13; QL Interrogation Technigues
(May 10, 2005), at 9, 34; OLC Interrogation Techniques Combined (May 10, 2003), a0 5,6, 11, FN §, 14; OLC
Interrogation Techniques and CIDT (May 30, 2005), at 15,
B OMS Guidetines (Sept.4, 2003), at 2; OMS Guidelines {May 17, 2004), at 7; OMS Guidelines (Dec. 2004}, at 8;
CLC fntervogation Technigues (May 10, 2005}, a1 9, 38; OLC Interrogation Technigues Combined (May 10,
2005), at S, 6, 11, PN 8, 18; QLC Intervogation Techsigues and CIDT (May 30, 2003), at 15,
M OMS Gidelines (Sept.4, 2003}, at 2, OMS Guidelines (May 17, 2004}, at 7, OMS Guidelines (Dec. 2064), at §;
OLC Interrogation Technigues (May 10, 20035}, a1 9, 34, OLC Interrogation Technigues Combined (Mav 10,
2003), at 3,8, 11, FM 8, 14; QLC Inierragation Techniques and CIDT (May 30, 2003), at 15, OLC Inierragation
Techniques (May 10, 2005}, at -1 1 33-34; OLC inserrogation Technigues Combined {May 18, 2005), at 8-9, 11,
rN 8, 14 {stress positions generallyy; DL Inferrogation Techniques Combingd (May 10, 2003), at §.

¥ OLC Interroguation of ol Queda Operative (dugust §, 2002}, at 2, 3,10, 13; DT Interrogation Gridelines {fan.
28 2003}, at 2; Cid Background Paper on Combined Technigues (2004}, at 7 8: OME Guidelines (Dec. 2004), at
8.
8 ( 14 Additional Technigues Letter ('Mz:rch 2, 2004, at 2.

87 See also QMS Guidelines { May 17, 2004}, a1 23; OMS Guidelines {Dec. 2004}, at 28 (intervene upon evidence

of foss of skin integrity from prolonged diapering). The CIA imtially managed diapering an interrogation

tec:hnique in its own right. DC/ Interrogafio Crnidels 1, 28, 20033, at 1 (listing “use of diapers for fimited
periods (penerally not to exceed 72 hours, ¢ | [redacted] ™ among “Standard Techniques™.);
SERE ContractoriPsychologist Business Plan, at 13 (diapering for “limited periods” was “standard interrogation
technique™), 17 (diapering for “prolonged periods™ was “enhanced interrogation teehnique™). See alsoe OPR

Report {fuly 29, 2009}, at 36 (“The subject is forced to wear adult diapers and is denied access to toilet facilities
for an extended penod; in order to humiliate him. ™) In 2005, CIA asserted to QL that “diapers are used solely
for s.amta'\ and health reasons and oot in order to humiliate the detainee.” QLC Interrogation Technigries and
( ADT (Mav 36, 2005), at 13 However, i the same document, CIA stated that diapers were necessary because

“refeasing a defainee from shackies would present a security problem and would interfere with the effectiveness
of the {sleep deprivatien] technigue.” id.
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e Cramped confinement.”

¢ Identification and exploitation of a psychological weakness through personal fear, in
the form of confining a detainee afraid of i mscus in a dark, cramped space with an
insect the detainee believed would sting him.*

e An unknown “enhanced mterrooat;on technique”™ comparable to the “attention grasp,”
“walling,” and the “facial slap.”

B OLE Interrogation of al Qaeda Operative (dugust 1, 2002), at 2-3: SERE Contracior/Psychologist Business
Plan, at 17; {14 “Legal Principles” (2003); OMS Guidelines (Sepi. 4 2003),at 2,7, Ci4 Bar/cvrozmd FPaper on
Combined Techniques (2004), at 8-9;, QMS Guidelines (May 17, 2004), at 7, 14; 04 S Guidelines (Dec. 2004), at
8, 16-17; OLC interrogation Techriques (May 10, 2003), at 9, 33; OLC Interrogation Technigues Combined (May
10, 20055, at 11; OLC Interrogation Techriques and CIOT (Mav 30, 20035), at 15, *This technigque invc;ives
lacing the individual in the confined space, the dimensions of which restrict the individual’s movement. The
confined space is usually dark, The duration of confinement varies based upon the size of the container.” QLT
Fuerrogation Technigues (May 16, 2005}, &t 9, Craraped senfinement “accelerate{s] the physical and
psychological stresses of captivity.” OLC Interrogation Techsgues and CIOT (/‘/av 30, 2005), at 15, quoting
PREAL Manual, JPRA advocated eramped confinement as an effective way to “instill fear and despair, 1o punish
selective behavior, 1o instill hundliation or cause insult.” JPRA Description of Physical Pressures.
¥ OLC approved the following in 2002:

You would like to pldce Zubaydah in a cramped confinement box with ap insect. You have informed us
that he appears to have & fear of insects, In particudar, you would like to el Zubaydah that vou intend o
place a stinging ingect into the kox with him. You \muld howaver, pm«,e a harmlﬂss insect in the box
with him. You have crafty informed us that you would in fact p ect such as a caterpillar
i1 the

. 1f you do so, o ensure that you are outside the predicate act requirement, you
must infarm him that the insecis will not have 3 sting that would produce death or severe pain. I,

however, vou were to place the insect in the box without informing him that you are doing o, then, in
arder not to copunit a predicaie act, you should not affirmatively lead him to “believe that any insecis
presery which : that could produce sever pain or suffering or even cause his death.

{redactions in open source]

OLC Interrogation of al Qaeda Operative {August 1, 2002), a1 3, 14, ClA referced to this technigue as “use of
harmiless insects.” R fn(ﬁrmgafiore Gwidelines (Jan, 28 2003), al 2; SERE Contracior/Psychologist Business
Plan, at 17, Cld “Legal Principies” (2003}, OLC Interragation Teckniques (May 10, 2003}, at TN 13 (CIA
rernoved this technigue from the list of authorized interrogation technigues). However, it is not clear imermgators
were limited to exploiting only this particular form of personul fear. See, e.g., CI4 "Legal Principles {2003}
{approving unspecified techniques comparabde o Hist that included use of insect).

M See CI4 Additional Techniques Letter (March 2, 2004).

P, v\anmg and the facial e,an all of wh
SOUrCE
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21, These techniques were meant to be used together:

[“Prototypical”] Session Three. ..

paragraph redacted in open source]

Like the earlier sessions, the HVD begins the session standing against the walling wall
with the walling collar around his neck.

If the HVD still maintains a resistance posture, interrogators will continue to use
walling and water dousing. All of the Corrective Techniques (insult slap, abdominal
slap, facial hold, attention grasp) may be used several times during his session based on
the response and actions of the HVD. Stress positions and wall standing will be
integrated into interragations

Intense questioning and walling would be repeated multiple times.
Interrogators will often use one technigue to support another... 9"(emphasis in original)

22, ClA officers were not limited to this list of “enhanced interrogation techniques.”
Interrogators could also use “such other techniques as may be approved” in accordance with
: . 92 e o i ) g 93 .
DCI guidance.” Improvised actions were not prohibited, so long as authorized.™ In June of
2003, attorneys at DOJ OLC condoned the CIA’s use of “comparable, approved techniques”
without enumeration,”*

23. By 2007, the CIA had used “enhanced interrogation techniques” on 30 of 98 detainees
in the program.” However, the CIA also utilized a wide range of approaches that it referred to
as “standard interrogation techniques.” According to program guidance promulgated in

Id,atl, 2,

gi ClA4 Background Paper on Combined Techniques (2004), at 14,

%2 Py Interrogation Guidelines (Jan. 28, 2003), at 2.

P Cl4 OIG Special Review (May 7, 2004), at para, 63

% Cla “Legal Principles” (2003). C14 “Legat Principles” (2003) concluded that the use of enumerated and
unenumerated “comparabie” interrogation techniques “did not vielate any Federal statute of other law, where the
CIA interrogators do not specifically intend to cause the detainees to undergo severe physical or mental pain or
suffering (i.e., the act with the good faith belief that their conduct will not cause such pain or suffering...”. CI4
“Legal Principles” (2003}, at 3. DOJ QLK later disputed CIA’s charactorization of this document as an epinion
from OLC or formal statement of OLC’s views. OLC Disowns "Legal Principals” (June 18, 2004}, at 1.

% See OLC In rrogation Technigues and WCA, DTA, and Commaon Articie 3 (July 20, 2007), at 2.
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Janunary 2003, “standard interrogation techniques” were techniques that the CIA presumed%
did not involve "phybnc al or substantial psychological pressure.”®” While the CIA’s designation
of a technique as “standard” versus “enhanced” reduced the amount of control and oversight of
interrogators’ use of the technique, it is not clear that such a designation made much practical
difference to the detainee.”

24, The agency-level guidelines for interrogation in the RDI program did not reguire
inte: STROEALOrs (o obtain advance permission or ensure that medical personne! were on site for
the use of “standard interragation techmqucs’i?’ DOYOLCs 2002 and 20035 assessments of
whether the C1A’s interrogation approach might result in torture did not take into account
“standard interrogation technigues™ or other forms of treatment not classified by the CIA as
“enthanced” measures, singly or in combination with “enhanced” techniques.'™

ndard

25, According to the CIA OIG, by November 2002, CIA interrogators were using ©
interrogation techniques™ that, despite “a precedent of detailed cables between
redacted] and Headquarters regarding the interrogation and debriefing y of
detainees,” were not addressed in written gu:dﬁme from hsadquarters did not require prior
approval, and did not require medical ove rsight,'”" At various times, “standard interrogation

% A number of “standard” techniques apparently did, in fact, involve physical or substantial psychalogical
presswre, See generally “Appendix A: Selected Forms of Mistesatraent.”

Y DT Interrogation Guidelines ¢Jan. 28, 2003}, at 1: “Standard Techniques are technigues that de sot
incorporate physical or substaniial psychelogical pressure.” {emphasis i m original}). “Enhanced interrogation
techniques™ did novolve “physical or substantial psychological pressure™, or at least involved seme measure
peyond that of “standard interrogation techniques.” DCT Inferrngation Guidelines (Jan. 28, 2003}, at 2.
“Enhanced Technigues are technigues that do incorporate physical or psychological pressure beyond Standard
Techniques.” (emphasis in original).

" Cansider, for example, the hypothatical effects on a detainge subjectad to repeated cycles of $6-hour periods of
sleep deprivation followed by “brief rests,” over a 30-day period, labeled a “standard” approach in September
2003, but an “enhanced” approach eight months later. Compare QMS Guidelines (Sept. 4, 2003), at 2 {sleep
deprivation over 72 hours is “enhanced™), with OMS Guidelines (May 17, 2004}, at 7 {sleep deprivation over 48
hours is “enhanced”). The C1A maintained a similar distinction withour a practical difference between
interrogation techniques and condivions of confinement. Compare DCE Interrogation Guidelines (fan. 28, 2003},
at { (Misolation” is standard interrogation technique}, with QLC Conditions of Confinement and Common drricke :3
fAug. 31, 2006}, av 7 -9, 13; QLC Coaditions of Confinement and DTA (Aug. 31, 2006}, at 4-3, 16-1% (“isolation”
is »ordstmn of corfinement},

" DCT Interrogution Guidelines (fem. 28, 2003), at 3 (*Whenever feasible, advance approval is requi*eci for the
use of Standard Techniques by an interrogation leam.}> id., & 2 (“Appropriate medical and psychological
personnel shall be redacted] readily available for consultation and travel to the
interrogation sile doring all detaiose inle r‘r%at'(m smploying Standard Techniques, and appropriate medical and
psychological pzrsu-v-t,! must be on site for all detainee interrogations employmg Enhanced Technigues.”™).

197 10 2002, OLC briefly determined that a course of conduct of “enhanced” interrogation techniques was
authorized, based on CIA’s assurances that “enhanced” interrogation techniques would “sot be used with
substantial repetition.” OLC Ir"rmg(zfie;h of af Qaeda Operative (dugust 1, 2002}, ai 11.

QA OIG Special Review { Mam 7. 2004, a8 para. BO. The four “standard interrogation fechniques” were sleep
deorivation: continual use of light or darkness in a cell; loud music; and “white” nm e, (A OIG Special Review
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102

techniques™ included but were not limited to:
e Forced shaving or grooming;'®

e Stipping and prolonged nudity;

o Hooding; '”

#  [solation;

104

106

(May 7, 2004), at FN 43, Documents refer 10 white noise, suggesting the sound could be characterized as positive
or benign. The author herein refers interchangeably to “white” noise (in quotations) or to-backgronnd naise, in
order to use the common terms but to avoid characterizing the sound.

"2 The DCI list of standard interrogation techniques was not exclusive. See DCI Interrogation Guidelines (Jan.
28, 2003), at I (“Among”).

"% CIA forcibly shaved each detainee’s head and face upon his arrival at the detention facility, and at various
times throughout his detention. Detainees could alse be groomed at any point during their detention for the
purposes of “hygiene and safety™, presumably with or without their consent, At various times C1A handled
“shaving™ as a “standard™ interrogation technigue or as a condition of confinement. DO OLC noted than even
when described as a condition of confinement, the initial act of shackling a detainee to 3 chair and forcibly
shaving his head and face, in combination with other factors, *is more like an interrogation technique than a
condition of confinement.” OMS Guidelines (Sept. 4, 2003}, at 1 (listing shaving among “standard™ interrogation
techniques); OMS Guidelines (Dec. 2004), at 8 (listing shaving among “sanctioned interrogation techniques™);
Standard Conditions of CI4 Detention (pre-Dec. I8, 2005), at 1 {listing shaving among conditions of detention
required by CIA security); OLC Conditions of Confinement and Common Avrticle 3 (dug. 31, 2000}, al 7,9; OLC
Conditions of Confinement and DT4 (4ug. 31, 2006), at 4, FN 3, 12 (citing shaving for the purposes of hygiene
and securm but aiso compzmng the initial shawng e mten(manor1 techn IQLJC\)

19 OMS Guidelines (S ept.4, 2003), at 1 (“stripping” is stan dard measure), OMS Guidelines (May 17, 2004), at 7;
OMS Guidelines (Dec. 2004), at 8; CI4 Background Paper on Combined Techniques (2004), at 4, 5, 9-10 (nudity
as “conditioning technique”). “The [detainee’s] clothes are taken from him and he remains nude until
interrogators provide clothes to him.” CI4 Background Paper on Combined Technigues (2004), at 5. Interrogators
typically stripped the detainee while he was hooded and presumably in a state of heightened uncertainty. “This
technique is used to cause psychological discomfort, particularly if a detainee, for cultural or other reasons, is
especially miodest.” OLC Interrogation Techniques (May 10. 26035), at 7. Nude detainees were more susceptible to
cold stress. The CIA O1G describes repoits of an incident circa December 2002 in which ClA officers reported
that a detainee was “left in a cold room, shackled and naked, unti] he demonstrated cooperation.” C/I4 OIG
Special Review (May 7, 2004), at para. 184. In 2005, DOJ OLC assessed nudity alongside “enhanced interrogation
techniques.” OLC interrogation Techniques (May 1 0, 005), at 7-8, 31-32; QLC Interrogaiion Techniques
Combined (May 10, 2005}, at 5, 12, 13; OLC Interrogation Technigues and CIDT (May 30, 2005), at 12.

"% The CIA hooded or blindfoided detainees during interrogation, during transport, and at other times throughout
their detention at the black sites. OMS Guidelines (Sept. 4, 2003}, at 1 (listing “hooding” among “‘standard”
interrogation techniques); OMS Guidelines (Dec. 2004), at 8; Standard Conditions of CI4 Detention (pre-Dec. 19,
2003), at 1 (listing “hooding™ as standard condition of detention); Standard Conditions of Ci4 Detention (pre-Oct.
27, 2006), at 1 {text that corresponds to information on “hooding” in Staadard Corditions of C{A Detention (pre-
Dec. 19, 2005) is redacted}. Open source government documents describe situations in which hooding or
blindfolding likely exacerbated detainees® fear and uncertainty during other mistreatment, In-a “prototypical”
“session cne” of interrogation, detainees were first stripped naked, shackied, and put in a “walling collar” while
hooded; only then was the hood removed. CiA4 Background Paper on Combinad Technigues (2004}, at 9-10. In
2006, OLC assessed “blindfolding™ as a condition of confinement. OLC Conditions of Confinement and Common
Article 3 (4ug. 31, 2006), at 7 (noting practice of blindfolding is characterized as a “special security measure™);
QLC Conditions of Confinement and DTA (Auq 34, 2006), a' 4.

% DCY Interrogation Guidel; i
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¢ Loud music or “white” noise; '

e Continuous light, constituting sensory overload; o8

« Continuous darkness, constituting sensory deprivation; e

¢ Cold;"”

s Sleep deprivation;’ !

e Restricted diet: '**

s Deprivation of reading material; '™

*  Forced use of adult diapers, denying subject access to totlet facilities for an extended

period; He

Contracior/Psychologist Business Plas, at 15, CL4 “Legal Principles™ (2003); OMS Guidelines (Sept.4, 2003), at
1, OMS Guidelines {May 17, 2004), at 7, OMS Guidelines {Dec. 2004}, al &

Y See Cl4 OIG Special Review (May 7, 2004}, at para. 89, fn. 43; DC Interrogation Guidelines (Jan. 28, 2003},
at 1; SERE Contracior/Psychofogist Business Plan, at 15-16; OMS Guidelines (Sept 4, 2003), at 1; OMS
Guidelines (Dec. 2004}, at 8.

" See Ct4 OIG Special Review (May 7, 2004), at para. 89, fo. 43, QMS Guidelines {Sept.4. 2003), at 1; OMS
Guidefines (Dec. 2604), at 8.

1 See Cl4 O1G Special Review (May 7, 2004}, at para. 89, FN 43 (listing “continual use of light or darkness in a
cell” as a standard interrogation technique approved as early as November 2002); QMS Guidelines (Sept 4, 2003,
at 1 (Jisting “continuous light or darkness”™ among “standard” interrogation techniques), QMS Guidelines (Dec.
20{}}, at & (listing “continuous light or darkness™ among “sanctioned interrogation techniques™).Later open
source documents do not refer to continuous darkness as an interrogation technigue, and i(s use may have been
discontiniied at some point in the program. A detainee placed in “cramped confinement” may alse have been
subjested o “continuous darkness”, as the confined space was “usaally dark.” QLL Interrogation Technigues
(May £0, 2005), at 9.

1 OMS Guidelines (Sepi 4, 20G3), at 1, 4-5 Cuncomfortably cool environment™ ia standard); OMS riddalines
(May 17, 2004), at 7, 9-10; OMS Guidelines (Dec. 2004), at 8, 10-11. See alse QMS Guidefines (Sept 4, 2003}, at
I (“water dousing” is standard).

"V Sieep deprivation was “a central part of the ‘prototypical interrogation.”” OLC fntervogation Technigues
Combined (May 16, 2005}, ay 13. As early as Novamber 2002, the CIA considersd sleep deprivation up to 72
hours a standard interrogation technique for which interrogators were not required to obtain headguarters
approval. Cid OIG Special Review (May 7, 2004), et FN A3, In Iate December 2003, the OA began requiring
headquarters” approval for fewer hours of continuous sleep deprivation, periods exceeding 48 hours. £74 GJ/G
Special Review (May 7, 2004), af FN 34, See aiso SERE Contracior/Psychologist Buyiness Plan, at 13, In 2002,
ihe CIA restricted continuous steep deprivation to 11 days “at a time™, C7d QIG Specind Review (May 7, 2004}, at
{5, By 2005 the CIA established a Bmit of 180 hours (7.3 days) for each cyele of continuous sleep deprivation.
OLC Interrogation Technigues (May 10, 2005), at 12, See alse OMS Guidelinex (Dec. 2004}, at 13-16 (bniting a
cyele of sleep deprivation to 180 hours; most information redacted), Detainees could be subjected o repeated
cyeles of sleep deprivation.

Y2 DCT Interrogation Guidelines (fan. 28, 2003, at 1, SERE Contractor/Pyychologivi Business Plan, a1 15, Q48
Guidelines (Sept.4, 2003}, at 1; OMS Guidelines (May 17, 2004}, at 11, OMS Guidelines (Bec. 2004), at 8, 12,
OLC interrogation Techsigues (Mav 10, 2005}, at 7, OLC Interrogation Technigues and CIDT (May 30, 2603), at
12,

Y DET Interrogation Gradelines (Jan, 28, 2003), at § (“deprivation of reading material” is “standard technique™);
SERE Contractorifsychologist Business Plan, at 15, CIA “Legal Principles™ (2002},

" Diapering was an interrogation technique, meant to humiliate detainees. OFR Report (huly 29, 2009), at 36

« { diapers,” “inorder to h {

umiliate” detainee); DCI Inferrogation Guidelines (Jan. 28, 2003}, at 1 {listing
[redacied] ™ among
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¢ Undefined “moderate” psychological pressure; ™
o Shackling;''® and
e “Water dousing,” later considered an “enhanced interrogation technique.”’ "’

26, By January 2003, “standard interrogation technigues” in the RDI program also included
“all fawful f rms of questioning employed by US law enforcement and military interrogation
personnel ¥ '® Techniques deemed “legally” available by DOD attorneys in 2002-2003 and

o : ;
fater' ' included the following approaches:

“Fear up harsh;”

“Pride and ego down;”

“Fatility;”

“Mutt and Jeff;”

“Change of scenery down;™

Hooding:

“Mild™ physical contact,

Dietary manipulation;

Environmental manipulation, such as temperature;

e ® &

® & B» ¥ & B

“Standard Techniques™y SERE Contractor/Psychologist Business Plan, at 13 (diapering for “limited periods™ was
“standard interrogation technigque™), 17 (diapering for “prolonged penods was “enhanced interrogation
technigque™). In 2008, CIA asserted to OLC that “diapers are used solely for sanitary and health reasons and not in
prder to humiliate the detainee.” QLC dntgrrogation Techniques and CIDT (May 30, 2005}, at 13, However, in the
same docwnent, CIA stated that diapers were necessary because “refeasing a detainee from shackles would
present a security problers and would interfere with the effectiveness of the [sieep deprivation] technique.” /d.
The typical means by which a detainee was kept awake for sleep deprivation was standing with arms shackled
overhead, nude exce cept for a diaper, Q1A QIG describes interrogators who reported smoking oigars during

“enhanced” mle:ww tort 1o “mask the stensh”™ in the room, T4 QIG Special Review (May 7, ’1"0») al para. 96.

W Cid 0IG Special Review (May 7, 2004}, at para. 63. [t is oot clear from open sources what constituted
*‘-nocera*c”

8 SERE Contractor /Psychologist Business Plan, at 16; OMY Guidelines (Sepi 4, 2003), at 1, 3-7, OMS
Guidelines (May 17, 2004), at 7, 12-13; OMS Guidelines {Dec. 2004}, at 8, 14; OLC Inferrogation Technigues
(May 10, 2005); OLC Interrogation Tech, riques Combined (May 10, 2003}, 315, 16; OLC fnterrogation
Technigues and CLDT (May 30, 20035), at 13, Standard Conditions of CI4 Deiention (pre-Dec. 19, 2005), at 1, 3;
EC Conditions of Confinement and Common drticle 3 (dug 31, 2006), at 11-12; OLC Conditions of

Confineent and BT4 (dug. 31, 2006}, at &, 23-24. Interrogators also shackied detainees for sleep deprivation and
stress positions, and bound detainees in order to manbandic or brunobilize them for the application of additional
tedm@ques

L OMS Guidelines (Sept 4, 2003}, at 1 {"water dousing™ 15 standardy; OMS Guide/ines fMay 17, 2004) a1 7, 11-
I“ {“water dousing™ is enhanced).
* See DCI Inierrogation Guidelines (Jan. 28, 2003}, at | SERE Contractor/Psychalogist Buziness Plan, at 15,
In 2002 and 2003, the Department of Defense corcludad a number of foems of treatment were “~e>a§‘»
avatlable to military interrogation personnel, subject to certain Himitations, but not all techniques were
implemented by the ;**i!itary as a matter of policy. See SECDEF Memorandum (Nov. 27, 2002); Dol)
ng Groug Report (4 dpril 2003,

1o
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& Sleep “adjustment” and deprivation;
e Decetving the detainee by mterrogators presenting a false identity,.. “to paint the
interrogator as either a citizen of a foreign nation, or as an interregator from a country

3

with a reputation for harsh treatment of detainees;™'?
Threatened transfer to a third country;
Isolation;

Prolonged interrogations (i.e., 20-hour interrogations);

Forced groeming (shaving of facial hair, ete.);

Prolonged standing;

Sleep deprivation;

Physical “training”, L.e., physical activity to induce fatigue or exhaustion;
Slapping;

Removal of clothing;

Exploitation of a detainee’s individual phobias (such as fear of dogs) to induce stress;
Stress positions;

Yelling;

“Multiple interrogators;”

Falsified documents or reports;

Interrogation in other than standard interrogation booth;

Deprivation of light and auditory stimuli;

Removal of all comfort items, including religious items;

Threats of severe pain or death against detainee and/or his family;

The use of “mild, non-injurious” physical contact; and

& Suffocation by water.

® 8 & B & & &« O B S B B /& & @& & B

®

7. Office of Mititary Commission Convening Authority Susan 1. Crawford later
characterized the treatment of a particular Guantanamo detainee questionad by military
interrogation personne! using “authornized techniques™ as meeting “the legal definition of

3’!21

torture.

2

28,  Interrogators appear to have carefully calibrated relationships between physical and
mental effects on detainees. For example, interrogators appear to have employed the
psychological approach of convincing the detainge his physical pain was “self-imposed,” or
something he had chosen voluntarily:

® SECDEF Memorandum (Nov. 27, 2002).

2 A¢ applied by military interrogation personnel to one particular detainee at Guantinamo. Bob Woodward,
Datainee Tortured, Says U8, Official; Tricd Overseer Cites 'dbusive” Methods Against /11 Suspect, Washiggion
Post {Janaaey 14, 2009 : BRI LT R RN ta ha
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The mterrogators ... explain the HVIY's sitation to him, tell him that the interrogators
wiil do what it takes to get important information, and that he can improve his
conditions immediately by participating {sic] with the interrogators. .. interrogators will
remind the HVD that he is sesponsxblc for this treatment and can stop it, at any time by
cooperating with the interrogators.'

29, fnstructors in the SERE program utilized stress positions, inter afia, as a tool to
“demonstrate self-imposed pressure.” ™ The effect has long been recognized by the CIA and
U.S. military as one “that tmd m make [certain] method[s] of torture so effective in the
breakdown of the individual.’

{O]ne form of tortore was experienced by a considerable number of Air Force prisoners
of war during [Communist Chingse] efforts to coerce false confessions from them. The
prisoners were required to stand, or sit, at attention for exceedingly long periods of time
— in one extreme case, day and night for a week at a time with only brief respites. In a
few cases, the standing was aggravated by extreme cold. This form of torture had
several distinct advantages for extorting confessions.

I the simple torture situation — the ‘hamboo splinters’ technique of popular
imagination — the contest is clearly one between the individual and his tormentor, Can
he endure pain beyond the point to which the interrogator will go in inflicting pain?
The answer for the interrogator is all too frequently ves.

Where the mdividual is told to stand at attention for long periods, an intervening factor
is introduced. The immediate scurce of pain is not the interrogator but the victim
himself. The contest becomes, in a way, one of the individual against himself, The
motivational strength of the individual is likely to exhaust itself in this internal
gneeunter.

Bringing the subject to act “against himself” in this manner has additional advantages
for the interrogator. {t leads the prisoner to exaggerate the power of the interrogator, As
long as the subject remains standing, he is attrzbutmg to his captor the power to do
something worse to him ... Returnees who underwent long periods of stemdmg and
sitting, however, report no other experience could be more excruciating.” >

"2 CUA Background Paper o Combined Tecknigues (2004), at 5, 10, 15. As a ClA officer/contractor explained to
the C1A OIG, “r)hyﬂwdl and environmental discomfort was used to encourage detainees to improve their
environmert,” CLA OIG Special Review (May 7, 2004, at para. 185,

3 See JPRA Description of Physical Pressures.

(9 oy < ~ . - o .

1987 Communist Controf Technigues, at 37-38 {describing techniques used by the Soviet KGB during
,ntermc itions, i report «A}mmxb% ioned in the 1950s by the 1A,

2 gy der'* 5 'y Prm"’rﬂe at &
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30. For the sake of comparison, the following forms of treatment are among those that
medical, legal, human rights, and other experts have long considered abusive, particularly
when combined, prolonged, or inflicted on a vulnerable subject. These and other forms of
abuse can amount o torture or other forms of cruel, inhuman or degrading treatment:

¢ Blunt trauma, such as a punch, kick, slap, or falling down;

« Positional abuse, using suspension, stretching limbs apart, prolonged constraint of
movement, forced positioning;

e  Asphyxiation, such as wet and dry methods, drowuaing, smothering, choking or use of

chemicals;

¢+ Conditions of detention, such as a small or overcrowded cell, solitary confinement,
unhygienic conditions, no access to toilet facilities, frregular or contaminated food and
water, exposure to extremes of temperature, denial of privacy and forced nakedness;

¢ Deprivation of normal sensory stimulation, such as sound, light, seuse of time,
isolation, manipulation of brightness of the cell, abuse of physiological needs,
restriction of sieep, food, water, wilet facilities, bathing, motor activities, medical care,
social contacts, isolation within prison, loss of contact with the outside world {victims
are often kept in tsolation in order fo prevent bonding and mutual identification and to
encourage traumatic bonding with the torturer);

+» Humiliation, such as verbal abuse, performance of humiliating acts;
e Threats of death, harm to family, further torture, imprisonment, mock executions;

¢ Psvchological techniques to break down the individual, including forced betrayals,
accentuating feelings of helplessness, exposure fo ambiguous situations or
contradictory messages; or

» Violation of taboos.'®

31 The U.S. State Department, in its annual country reports on human rights practices,
repeatedly condemned barsh interrogation techniques utilized by foreign governments that
resemble practices used on detainees. '’ As noted by OLC in 2005:

mf The Istanind Prstoce!, at 29,
BT See ClA O Special Review (M,

Attachment &
Page 23 of 142
Fiied with T4 Appellate Exhibil 0135 (AAX)

18 May 2012 UNCLASSIFIED//FOR PUBLIC RELEASE Fage 111 01312



UNCLASSIFIED//FOR PUBLIC RELEASE

Certain of the techniques the United States has condemned appear to bear some
resemblance to some of the CIA interrogation techniques. In their discussion of
Indonesia, for example, the reports lists as “[p]sychological torture” conduct that
involves “food and sleep deprivation,” but gives no specific information as to what
these techniques involve. In their discussion of Egypt, the reports list as “methods of
torture” “stripping and blindfolding victims; suspending victims from a ceiling or
doorframe with feet just touching the floor; beating victims [with various objects]; ...
and dousing victims with cold water.” See also, e.g, Algeria {describing the “chiffon”
method, which involves “placing a rag drenched in dirty water in someone’s mouth;
fran (counting slecp deprivation as either torture or severe prisoner abuse); Syria
(discussing sleep deprivation and “having cold water thrown on” detainees as either
torture or “ill-treatment”). 128

32. DOJ OLC acknowledged that, “The State Department’s inclusion of nudity, water
dousing, sleep deprivation, and food deprivation among the conduct it condemns is significant
and provides some indication of an executive foreign relations tradition condemning the use of
these techniques.” '’ Nevertheless, OLC determined that these techniques were lawful,

33. Cold War-era CIA officers understood this sort of treatment as used by the Soviets to
obtain information and confessions thus:

The eftects of isolation, anxiety, fatigue, lack of sleep, uncomfortable temperatures, and
chronic hunger produce disturbances of mood, attitudes, and behavior in nearly all
prisoners. The living organism cannot entirely withstand such assaults.

The Communists do not look upon these assaults as “torture”... But these methods do
constitute torture and physical coercion and should never be considered otherwise. All
of them lead to serious disturbances of many bodily processes and to demobilization of
the personality. 130

¥ OLC Interrogation Technigues and CIDT (May 30, 2005), at 36.

1, at 36.

" Brainwashing (1956), at 25-26. This 1956 CIA study on Soviet techniques to obtain information and
confessions was forwarded by then-ClA Director Allen Dulles to FBI Director J. Edgar Hoover. DCI Dulles
wrote, “I feel you will find [this study] well worth your personal attention. 1t represents the thinking of leading
psychologists, psychiatrists and intelligence specialists... I believe the study reflects a synthesis of majority expert
opinion.” 4., at cover letter
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Iv.  “PROTOTYPICAL” PROCESS

34, For the first several months of the program, interrogators utilizing the “new” techniques
received only ad hoc guidance. During this time, ClA personnel committed a number of
unauthorized activities that were later investigated by the ClA OIG.

The {ad hoc] gutdance ... did not specifically address the issue of whether or not
Agency officers could improvise with any other technigues, No formal mechanisms
were in place to ensure thai peraonrel going to the field were briefed on the existing
fegal and policy guidance,”

Nor did the guidance address standard interrogation techniques that the ClA identified as early
as Navember 2002, which C I.Afgersonnei were guthorized to employ on a detainee without
Headquarters’ prior approval. ™ The ClA QIG later concluded that the CIA had “failed to
issue in tirrﬁ%y manner comprehensive written guidelines for detention and interrogation
activities.” ™

35, The CIA issued the first Agency-level guidance for RDI interrogation in January
2003."* The CIA OIG later determined the January 2003 guidance left “substantial room for
misinterpretation and {did} not cover all Agency detemion and interrogation activities.”' >

36.  The CIA described the phases of a “pmtotvpica!" interrogation process in a

memor: andum from 2004 offering “background” on how the CIA combined interrogation
techmques ® The memorandur discusses interrogation techniques “used in combination”

with other technigues, However, this discussion doees not include all forms of contemporaneons
enhanced interrogation techniques, nor does the memorandum censider the lingering eftects of
previous enhanced techniques. The memorandum does not address “standard” interrogation
techniques and conditions of confineraent that the CIA may have used at any time.

37, According to the CIA, the first phase of the “prototypical” interrogation process began
upon capture. A detainee’s injtial detention environment and experience contributed to his
physical and psychological condition once he was turned over to the CIA, including his
individual experience of and reaction to “capture shock”. ¥ The CIA’s process of rendering

BV 014 OIG Special Review (May 7, 2004), at para. 89.
132 !1
152 © id, atpara, 259. See also i, at para 89,
* See generally DCE interragation Guidefines (fan. 28, 2003).

ez o,f{; Specm! Review [May 7, 2004), at para, 15,
33

¢ See generally Cid Buckgraund F up;‘:r on Combined Technigues (2004},
7014 Bace koround Paper on Combined Technigues § ‘f*(}/b, at | {“Capture,
fo the physieal and psychologival com Lzov of the HVD prior to the start o

" and detainee reactions s factora that ma

; bctw en d;tan‘.ee
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detainees and receiving them a “Black Site” was meant to be deliberate and methodical,
calculated to show the detainee that his captors were in complete control, and to generate in
him a mental state of “significant apprehension,” uncertainty, and dread. '**

38. While each HVD is different, the rendition and reception process generally creates
significant apprehension in the HVD because of the enormity and suddenness of the change in
environment, the uncertainty about what will happen next, and the potential dread and HVD
might have of US custody. f39

39. According to this memorandum, CIA interrogators would initiate a series of
conditioning techniques to “reduce” a new detainee to a “baseline, dependant state.”'*® These
techniques were used singly or in combination for up to weeks, with approval for their use
renewable after 30 days.'*' The CIA memorandum states that, “establishing this baseline state
is important to demonstrate to the [“high-value detainee”] that he has no contro! over basic
human needs.”'** The CIA relied on “the cumulative effect of these techniques, used over time
and in corr}E)Sina‘tion with other interrogation techniques and intelligence exploitation

methods.”

40. The memorandum states that “conditioning” techniques were nudity, sleep deprivation,
and dietary manipulation, to which restrained shackling and diapering were incidental. The
memo notes that other enhanced intercogation techniques typically would be used while the
detainee was subject to “conditioning” techniques.

41. The memorandum further describes how interrogators would also employ “corrective”
techniques, those which required physical interaction between the interrogator and detainee in
order to “correct” or “startle’ the detainee, “or to achieve another enabling objective”. 144
“Corrective” techniques “generally are used while the detainee is subjected to the conditioning
tcechniques”145 and accentuated the detainee’s feelings of helplessness by “keep[ing] a high
level of unpredictability in the interrogation process” and “demonstrate[ing] the interrogators’
control over the HVD,” '* The memorandum refers to “conditioning” techniques such as
various slaps and grabs, and notes some can be used simulitaneously with other enhanced

d., at ..

Id, at2.

" CI4 Background Paper on Combined Techniques (2004), at 5.

“UId, at5; OLC Interrogation Techniques (May 10, 2005), at 5.

2 14 Background Paper on Combined Technigues (2004), at 4.

14, at 5, 7 (conditioning techniques used with corrective and coercive techniques).

I ats.

139
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interrogation techniques such as water dousing and stress positions.'"’

42, Finally, the memorandum describes how interrogators sought to employ “coercive”
techniques, those which “place the detainee in more physical and psychological stress, and
therefore are considered more effective tools in persuading a resistant HVD to participate with
CIA interrogators.”'*® These techniques (walling, water dousing, stress positions, wall
standing, and cramped confinement) could be combined, and combined with conditioning and
corrective techniques, subject to physical dynamics (for example, it would not be possible to
combine walling with horizontal sleep deprivation, but a detainee could be doused with cold
water while nude and sleep deprived in a stress position). “Coercive™ techniques cause
psychological as well as physical stress: repetitive walling, for example, “was designed to wear
down the detainee and to shock or surprise the detainee ...”" 19

43,  The memorandum does not address how “conditioning”, “corrective’ and “coercive”
techniques may have affected a subject experiencing the concurrent effects of “‘standard”
interrogation techniques, conditions of confinement in a covert detention facility (a “black
site”), prolonged isolation, indefinite detention, and medical treatment controlled by an
interrogation mission rather than the best interests of the patient.

44, The CIA’s interrogation approach created and exploited the detainee’s belief that at any
time, interrogators could cause him significant pain or suffering, regardless of their intent. CIA
interrogators set out to psychologically “dislocate” each subject’s expectations regarding the
treatment he believed he would receive, and to “maximize his feeling of vulnerability and
heiplessness.”'so Detainees were specifically told that interrogators would “do what it takes to
get important information.”"*! Detainees were subjected to specitic techniques used to
“dislodge expectations that the detainee will not be touched.”'®* When the Director of the CIA
discussed the value of these interrogation techniques with the CIA OIG, he emphasized that the
subjects were “detainees who had otherwise believed they were safe from any harm in the
hands of Americans.”'>*

45, The memorandum, which was i1ssued in 2004, does not address how a progressive

7 See generally id.
"8 C14 Background Paper on Combined Technigues (2004), at 7.

¥ OLC Interrogation Techniques (May 10, 2005), at 8. Walling “wears down a detaincee physically... and creates
a sense of dread when the HVD knows he is to be walled again.” C/4 Background Paper on Combined
Technigues (2004), at 7.

0 OMS Guidelines (Dec. 2004, at 8.

B C14 Background Paper on Combined Technigues (2004), at 10, Because the statement might be construed as a
threat of harm, OLC suggested in 2005 that CIA reconsider whether “a different statement might be adequate to
convey to the detainee the seriousness of his situation.” OLC Inferrogation Techriques Combined (May 10, 2005},
at 19,

oL luterrogation Techniques (May 10, 2003), at 9.

% CiA OIG Special Review (May

UNCEASSIFIED Page 27
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increase in these techniques and the degree of physical violence, which “aiter[s] [a detaineg’s]
expectations about the treatment he believes he will receive ... [and] dispel{s] a detainee’s
expectations that interrogators will not use increasing levels of force...” ™ might lead a
detainee to fear that serious bodily harm or even death is imminent. However, in August 2002,
the DQJ OLC had already advised that procedures “used in a course of conduct, moving
incrementally and rapidly from least physically intrusive, e.g, facial hold, to the most physical
contact, e.g., walling or waterboard,” might constitute a thrcat of severe phystcal pain or
suﬂf’ering.“55

Based on the facts you have provided to us, we cannot say definitively that the entire
course of conduct [contemplated for Abu Zubaydah] would cause a reasonable person
to believe that he is being threatened with severe pain or suffering within the meaning
of Section 2340. On the other hand, however, under certain circumstances ~ for
example, rapid escalation in the use of these techniques culminating in the waterboard
{which we acknowledge constitutes a threat of imminent death) accompanied by verbal,
or either suggestions that physical violence will follow — might cause a reasonable
person to believe that they are faced with such a threat,”

46,  Over the course of days or weeks of a “prototypical” interrogation, interrogators m\ei
would have used most techniques multiple times on detainees deemed fit for such treatment. '
As each detainee transitioned to © uomp!sance CIA officers were to apply mterroaaﬂ on
techniques less frequently in order to “improve” the “interrogation environment”
accordance with the detainee’s demonstrated counsistent participation with the mterrooators. 38
47.  CIA officers could “reinstate” intense interrogation with associated detention
conditions of for a detainee previcusly asaessed as ‘“compham and did so for at least one
detainee. '™ There is substantial reason to doubt the reliability of interrogators’ judgments that
a detainee was either compliant or non-compliant. In 2004, the CIA QUG noted that agency
officers had reported that:

[R]eliauce on analytical assessments that were unsupported by credible intelligence
may have resulted in the application of EITs [enhanced interrogation techniques]

154

OLC Interrogation Technigues (May 10, 2005), at 8, Walling “wears down a detainee physically, heightens
uncertainty in the detainee ={wur what the interrogaior may do to him, and creates a sense of dread when the HVD
knows he s 10 be walled again.” CI4 Backgrownd Paper on Combined Tachniques (2004), at 7
iss 7 - . N

OZ,( Interrogarion of al Qaeda Operative (August ], 2003}, at 15,
¢, DO OLE attorneys decided they were uriable 1o decide because the ClA had not described either the order

or the precise tdming for implementing procedures. fe

T OMS Guidefirios {Dec. 2004}, at 16.

* CI4 Backgrownd Faper on Combined 'kam‘qz;m‘ (2004}, at 16, 18,

% See, e.g., CI4 OIG Special Review (May 7, 2004}, at para. 91-92, 224, The CIA O describes how a named

detainge was imex;cwatnd with ‘eﬂhanced mterméatmn Lwhn:qms ao’se«ed as ""mmpiiam”, then reassessed as
“within i
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without justification. Some participants in the Program, particularly field interrogators,
judge that CTC assessments to the effect that detainees are withholding information are
not always supported by an objective evaluation of available information and the
evaluation of the interrogators but are too ht‘avxly based, instead, on presumptions of
what the individual might or should know. '

V. ORIGINS OF THE APPROACHES

48.  Early in the program, two different teams provided medical support. While perwnnei
from the CIA’s Office of Medical Services (OMS) provided medical treatment for detainees,’
the interrogation process itself was developed and overseen by pelsonnel in the CIA’s Counter
Terrorism Center (CTC) and Office of Technical Services (OTS), ez working with private
contractors with experience as psychelogists in the U.S. A:r Force’s and DoD’s Survival,
Evasion, Rescue and Escape (SERE) training provrams 53 OMS and OTS chain of command
did not intersect at a level below that of the office of the Director of Central Intelligence.'®

The CIA OIG later found a significant lack of coordination between OTS and OMS, to the
point wherg OMS was “neither consulted nor involved in the initial analysis of the risk and

10 C14 OIG Special Review (May 7, 2004), 3t para. 104. Open sources do not indicate whether the IG
recommended or the CIA took corrective action.
1, at para. 7 (“By November 2002, the Agency had Aby Zubaydah and another high v

2 [redacted] and the
ical S) pro mponﬂm of the CIA’s
Directorate of \upnom one-of four basxc components of the CIA. .See CM Orgamzatzon Char (last updated Feb
20,2009} available ar it claaeddnots ity SLdanadOrandiagd

162’ CTC managed the CIA’s RDI program, and with the assistance of OTS, propmed “certain maore coercive”
interrogation techniques. CIA4 OIG Special Review (May 7, 2004), at para. 3. OTS also prepared a report analyzing
the proposed enhanced interrogation technigues that as;esscd their potential long-term psychological effects on
detainees, incorporated information selicited from psychologists and “knowledgeable dcademics in the area of
psychopathology”, and included input from JPRA regarding techniques used in SERE training. See Ci4 OIG
Special Review {May 7, 2004}, at para. 33-44 {describing OTS role); see also id., at FN 26 (¢iting to “OTS
Report™). OTS’s report was used by DOJ OGC in evaluating the legality of the techniques in the QLC
Interrogation of al Qaeda Operative (August 1, 2002). CIA OIG Special Review (May 7, 2004), al para. 252
{*OGC worked closely with DoJ to determine the legality of the measures that came to be known as enhanced
interrogation techniques (EITs).... [The resulting DoJ legal opinion of | August 20027 was based, in substantial
part, on OTS analysis and the experience and expertise of non-Ageney personnel and academics concerning
whether long-term psychological effects would result from use of the proposed techniques.”). OMS, OTS and
CTC are each part of one of the four basic components of the CIA, respectively, the Directorate of Support, the
Dirgetorate of Science and Technology, and the National Clandestine Service, formerly the Directorate of
Operatxons ‘»‘ee 1A Organizarion Char. ( Eas* updated Feb 20, 2009) available at hiipadaamnaingonihouis
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venefits of EITs. 719

49, Without OMS, the SERE comtractor/psychologists developed the CIA’s interrogation
approaches in 2002 by reverse-engineering procodures from approaches utilized by U.S.
government instructors in SERE training, SERE training was designed to help U.S. personnel
prepare for possible detention by captors who would not adhere to the Geneva Conventions,
and was hased in part on studies of \z'orth Korean and Chinese practices designed to compel
confessions from American prisomrs % Cold War-era CIA studies of Soviet and Communist
Chinese efforts to “brainwash” and “condition” detainees describe programs with remarkable
similarities to the CIA RDI1 approach to interrogation. 167

50. As such, SERE training was not an intetrogation program, the SERE
contractor/psychologists hired by the CIA were not interrogators, and CIA OMS medical
personnel concluded that SERE contractor/psy cholog;%’(& exaggerated their predicted ability to
extract useful intelligence using these methods,'®

S1.  There are significant differences between counter-resistance training for US personnel
and coercive mtermgatxon for suspected terrorists, In 2005, OLC acknowledged some of the
differences between the techniques used in SERE and by the CIA:

< Acenrding to the Chief, Medical Services, (S was neither consulted nor involved in the inital analysis of

the visk ard benefits of EITs, ner provided with the OTS report cited in the OLC opinion.” Cf4 O/G Special
Review (May 7, 2004}, at FN 26,
" A 2008 Congressional investigation revealed that SERE instructors sent to Guantanamo in December 2002 to
train military interrogators on “interrogation fundamental and resistance to interrogation” provided them with a
chart of “Coercive Management Techniques” that was, in fact, copied verbatim from a 1957 Air Foree study of
Chinese Communist techniques osed during the Korean War o obtain confessions from American prisonera,
many o*mmerr* false. Ssott Shane, China laspired Interrogations, af Guanténamo, N.Y . Times, July 2, 2008.
¥ Ses, e.g. 1957 Communist Conirol Techinigues. The CIA commissioned this report in the 1950s to deseribe
tt‘chmqucs Ua@d by the Soviet KGB during interrogations. See alse Brainwashing (1956). This 1956 CIA study
wias forwarded by then-ClA Director Allen Dulles o FBI Director I, Edgar Hoover for his “personal attention.”
id , at cover letter. Both documents describe programs that used isolation, environmental manipuiation, stress
positions, sleep deprivation, unpredictability, dependence, and the “deliberate destr{uction of} the integration of &
F{;? sonality.” Braimwashing (1956), ativ. ‘ ) o

See OMS Guidelines (May 17, 2004), at 15-16 {SERE trainers misevaluated effect and medieal risks of
waterboarding); Cld OIG Special Review (May 7, 2004}, at FN 26:

OMS contends that the reported sophistication of the preliminary EI1T review was exaggerated, at least as
it refated 1o the waterboard, and that the power of this EIT was appresiably overstated in the report.
Furthermore, OMS contends that the expertise of the SERE peyehologist/interrogators on the waterboard
was probably misrepresented at the time, as the SERE waterhoard experience is so different from the
subsequent Agency usage as to make it almost irrefevant. ¢ Conseguently, according to OMS, there was no
a priore reason (o helieve that applying the wilerbedwd with the frequenoy sl intensity with which it
was used by the psychologist/interrogators was either efficacious or medically safe.
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SERE training, for example, or other experience with sleep deprivation, does not
involve its use with the standing position used here, extending nudity, extended dietary
manipulation, and the other technigues which are intended “to create a state of learned
helplessness,” and SERE training does not involve repeated applications of the
waterboard. A statement that the interrogators “will do what it takes to get important
information” moves the interrogations, at issue here even turther from this body of
experience.'®

Other significant differences between SERE training and the C1A& interrogation techniques

have been noted by the same expert upon whose factual conclusions concerning SERE DOJ
. s : oo . o qus s . . 7

OLC relied in a 2002 decision that “enhanced™ interrogation technigues were lawful.' ¢

52. SERE contractor/psychologists are not medical doctors. There were apparently no
medical doctors present when SERE contractor/psychologists first subjected detainees to
“enhanced” interrogation techriiquc:s,m

53, Nor, it appears, were medical doctors among the CIA personnel who designed the
initial limitations on the use of “enhanced” interrogation techniques.' > OMS, the C1A

1f‘;9 OLC Interrogation Technigyes Combined (May 10, 2005}, at 19,
0 Such as the following:

*  the exiensive physical and psychological pre-seresning processes for SERE scheol students that are not
feasible for detainees;

e the varfance ininjuries between 2 SERE school student who enters training and a detainee who arrives, at an
interrogation facility after capture;

» the limited risk of BERE instructors mistreating thewr-own personnel, especially with extensive oversight
mechanisms in place, compared to the nisk of interrogators ndstreating non-conntry personnel;

+  the volunfary nature of SERE training, which can be terminated by a student, at any time, compared 1o the
invaluntary nature of being a detaine;

e the Jimited duration of SERE training, which has a known starting and ending point, compared to the often
lengthy, and unknown, period of detention for a detainee; and the underlying goals of SERE schonl (1o help
students learn from and benefit from their training) and the mechanisms in place to ensure that studenis reach
those goals cornpared to the goal of interrogation {to elicit information).

See SAST Detainee Repors (November 20, 2008), at 31, citing Responses of Dy, Jerald Ogrisseg to Questions for
the Record (July 28, 2008). Dr. Qgrisseg Is cited in QLC fmrerrogation of al Queda Operative (4ugust £, 20062,
TVOLC Interrogation of al Queda Operative (dugust 1, 2002), at 1. “As part of this increased pressure, Zubaydah
will have contact ordy with a new interrogation specialist, whory be has not met previously, and the Survival,
Evasion, Resistance, Escape (“SERE™) training psychologist who has been invelved with the interrogatiens since
they began.” Id
T 10 2002, DOJ OLC referred to “personnet with medical training” who would monitor interrogatiens. OLEC
Inierrogation of af Queda Operative (dugust 1, 2002), at 3, 18, 16, i 2003, DOJ OLLC conditioned approval of
the CIA's use of “enhanced interrogation techniques” on the invoivement of medicyd personnel, noting that
lvement of me {in designing safeguards for, and in monitoring implementation of, the
; i§ om earlier uses of the techn ; : "

AR
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component with responsibility for medical programs, was excluded from this process. ' OMS
doctors later told the CIA OIG that despite the SERE contractor/psychologists’ representations
otherwise, there was no @ priori reason to believe at least one of the “enhanced” interrogation
techniques was medically safe.'” OMS doctors later drafted medical guidance for “enhanced”
interrogation techniques that differed from those utilized by the SERE
contractor/psychologists. '

34, SERE contractor/psychologists did not have personal experience physically applying
“enhanced” or other interrogation techniques on human subjects with the frequency, variety,
duration, or intensity of the CIA usage. In SERE training, instructors applied calibrated levels
of mental and physical stress to students to prepare them for captivity through “'siress
inoculation” and “stress resclution,” helping them internalize and strengthen their personal
coping mechanisms in a realistic but controlled detention environment.' ™ The program
recognized that too much stress risked damaging the student, making the student more
vulnerable to the effects of captivity, and SERE instructors were obliged to curtail use of
physical and mental stressors before a student “broke.” 7 The CIA, bowever, sought this
precise objective with detainees, OMS medical personnel later told the CIA 1G that “the
expertise of the SERE psychologist/interrogators on the waterboard was probably
misrepresented at the time, as the SERE waterboard expenence is 8o different from the
subsequent Agency usage as to make it almost irrelevant.”

55.  Nor should it be assumed the SERE contractor/psychologists had any practical
experience inducing “learned helplessness™ in a human being or monitoring its effects. The
SERE training mission demanded instructors avoid inducing “leamed helplessness.” '™ A

Techniguss (May 10, 2005), at 29 (discussing “certain overall features of the CIA's approach that are significant
to our conclusions™.

" Aceording 1o the Chief, Medical Services, OMS was neither consulted nor involved in the initial analysis of
the risk and bexefits of EITs, nor provided with the OTS report cited in the OLC opinion.” €14 O Special
Review (May 7. 2004), a1 FN 26.

E"“ See CIA4 OIG Spec il Review (May 7, 2004}, at FN 26.

" OLC tervogation Technigues (May 10, 2005), at 29 (medical personnel imposed limitation and requited
changes o certain procedures).

0 SERE waining is designed fo expese a student w a form of “controtled reatism” in order to prepare him or her
for captivity through “stress inoculation™ and “stress resolution.” See generally Judy 23, 2062 Jovumem entitled
“Physical Pressures used in Resisiance Training and Against Americas Prisoness and Detainees”, Tab 3 of

‘\'»j SC Detaince Repart (November 20, 2008} Documents (June 17, 2008} 1t 6-9.

T “physical pressures used in resistance training are nof designed 1o elicit compliance.., If too nuch physical
pressure is applied, the student is made vulnerabie to the effects of learned helplessness, whmiﬁ will render
him/her less prepared for captivity than s’he was prior to training [i.e., defeat the training mission]. {emphasis
added).” JPRA Description ofth.sma! Pressures. Basically, if a student breaks, they are doing it wrong,
fﬂ'q U4 QIG Special Review (May 7. 2004), st FN 26,

P Phy%sca& pregsures used in resistance training are nof designed fo elicit compliance. ., If 0o much physical
pressure is wpphied, the student is made valnerabie to the sffects of ia,amcd helplessness, wh;c}z will ren wer
him/her less prepared for captivity ngn Sf%*e was prior (o training | ofeat the training 1m ¢
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SERE instructor who deliberately or accidentally induced “learned helplessness™ in a SERE
student or continued a training scenario once a SERE ‘itudert reached such a state would have
acted in direct opposition to the SERE training goa‘

56. Regardiess, the ClA regarded the SERE contractor/psychologists as experts in
physically applying “enhanced” or other interrogation techniques, and in inducing and
maintaining “learned helplessness,” and assumed they were qualified to finely calibrate the
degree of pain and suffering experienced by their subjects. Under the OLC s assessment, the
fawfulness of the CIA approach hinged on this ability.

57. SERE contractor/psychologists did not administer interrogation techniques as planned,
neither as administered in SERE training, nor as described 1o DOJ OLC tor the purpose of
legal review. !

Vi, STANDARDS FOR MEDICAL TREATMENT

58, In a tvpical detention system, the standard of medical care for detainees is neutral in
relation to the purposes of the detention; detainee medical care 1s neither reward nor
punishment. As described above, the purpose of detention in the CIA RDI program was to
gather intelligence from non-compliant detainees through the deliberate downward
manipulation of cach detainee’s mental state, i.e., the creation and maintenance of a state of
fearned helplessness and dependence. The goal of the program was therefore fundamentally
inimical to detainees” mental and physical health, and incompatible with standards based on
the best medical interests of the detainesg/patient.’ 2

added).” JPRA Description of Physical Pressures. Basically, ifa student breaks, they are (_ou*g it weong.

%0 See OPR Report (July 29, 2009), at 34-35, quoting & May 7, 2002 SERE training manual, “Pre~-Academic
Laboratory (PREAL} Operating Instructions™, at Sec. 1.6, 5.3.1. “Maximum effort will be made to ensure that
students do net develop a sense of “learned heiplbss.less” during the pre-academic laboratory, ... The goal 1 not
1o push the student beyond his means 1o resist or to learn (1o prevent “Learned Helplessness?). .. i

W See, ¢ g, CIA GIG Special Review (May 7. 2004}, at 79

OIG's review of the videotapes revealed that the waterboard technique employed a was different
from the technigue as deseribed in the Dot opinion and used in the SERE tramnb The difference was in
the manner in which the detainee’s breathing was obstructed. At the SERE School and ja the Dol
opinion, the subject's airflow is disrupted by the firm a,;:\piicg stion of 3 damp Cloth over the air passages;
the interrogator applies a small amount of water to the cloth in a controlied manner. By contrast, the
Agency interrogator continuously applied farge volumes of water to a cloth that covered the detainee's

mouth and nose. One of the psychologists/interrogators acknowledged that the Agency's use of the
technm e differed from that used in SERE iraining and explained that the Agency's technique is different
because it is “for real” and Is more poignant and convincing,.

% For this reason, the athor uses the term “medical treatment™ instead of “medical care,” which implies action
led by the best interests of a patient.

Page 33
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58.  Public records do not indicate what standards guided detainee medical treaiment in the
program prior to April 2003, Until at least January 2003, SERE contractor/psychologists, who
were neither interrogators nor medical personnel, designed and oversaw the application of
“enhanced” and other interrogation techniques on detainees in the program under ad Aoc
guidance which they may or may not have actually followed.'®

64, in January 2003, the CIA issued the first agency-level guidance for detention and
interrogation, 18 “The DCI Guidelines speciffied] legal “minimums”; require[d] that “due
provision must be taken 1o proteet the health and safety of all CIA Detainees...”;'® and
approved of providing:

[Blasic levels of medical care {which need not comport with the highest standards of
medical care that is provided in US-Based medical facilities); food and drink which
meets minimum medically appropriate nutritional and sanitary standards; ... and
sanitary facilities (which may, for example, comprise of buckets for the relief of

186
personal waste).

Regarding the role of medical personal during interrogation:
[MJedical and psychological personnel shall suspend the interrogation if they determine
that significant and proionged physical or mental injury, pain or suffering is likely to

result if the interrogation is not suspended. '

This standard sets the operational limit at the “likely” infliction of torture under the OLC’s
definition.

" The CTA O1G noted a mumber of unauthorized interrogation activities took place during this time. For exanple:

)

f the videotapes {of waterboarding] reévealed that the waterboard technique employed at
was different from the technique as described in the Dol opinion and used in the SERE
training. The difference was in the manner in which the defainee’s breathing was obstrusted.... One of
the psychologistsfinterrogators acknowledged that the Ageney’s use of th technigue differed from that
used 1 BERE ieaining and explained thal the Agency’s technique is different because it is “for real” and
is more poignant and convincing.

14 OIG Special Review May 7, 2004), at para. 79.
 See DCT interrogation Guide /'ms {Jan. 28, 2003}, DCI Confinement Guidelines (Jan, 28, 20603).
S €14 OIG Special Review (May 7, 2004), at para. 39, quoting DCI Confinement Guidelines {2006), at 1.,
% Memorandum of Law in Support of Defendant Ahmcd Khal{an Ghailani’s Motion to Dismiss Indictment Due
{o the Denial of His Constitutional Rights to.a Speedy T rxa% (Dec. 1, 2008}, (,"\Tv Hage, et ai, include. Ghaliani,
1:98-cr-01023-LAK {8DNY), available at Gy i goeiloel ITITISRING, at 6, citing GBN
2009-00011923b. This document appears to be DL comzrwmeru Guidelines (Jan. 28, 2003}, See (14 OIG
quwe( waf Review {(May 7, 2004), at para. 539 {describing and quoting DO Confinement Guidelines (Jan. 28, 20033,
DCE Inserrogation Guidelines (fan. 28, 2003}, at 2
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61. By atleast April 2003, doctors from the CIA medical division (OMS) added medical
supervision of detainee interrogations '™ to their existing role providing general medical
treatment for detainees, OMS doctor gmda!mcs instructed medical and psychological
personnel supporting interrogations thus:'

The following guidelines offer general references for medical officers supporting the

detention of terrorists captured and turned over to the Central Intelligence Agency for

interrogation and debriefing. There are three different contexts in which these

guidelines may be apphed (i) durmg the pmod of Ini)‘!d§ xerm ation, {2) during the
. afine 5

NTERROGATION SUPPORT

Captured terrorists turned over to the C.LA. for interrogation and debriefing may be
subjected to a wide range of legally sanctioned {sic] technigues, all of which are also
used on U8, military personne! in SERE training program. These techniques are
designed to psychologically “dislocate™ the detaines, maximize his feeling of
vuinerability and heiple\mecm Gand reduce or eliminate his will to resist our efforts to
obtain critical intelligence..

As noted previously, the statement that the techniques “are also used on U.S. military
personnel in SERE training” is false.

62,  OMS doctor guidelines for interrogation support addressed “medical treatment™ thus

It is important that adequate medical care be provided to detainees, even those
undergoing enhanced interrogation. Those requiring chronic medications should
receive them, acute medical problems should be treated, and adequate fluids and
nutrition provided. [remainder of paragraph redacted)

S CIA DIG Special Review (May 7, 2004}, at para. 262 {noting OMS first issued formal medical guidelines for
xr*t rregation technigues iy Apnit 2003).

According w the C1A OIG, OMS issued “draft” guidelines “per the advice of CTC/Legal™. €14 OIG Special
Review (May 7, 2004/, at para. 262 ("OMS did not issue formal medical guidelines until April 2003, Per the
advice of CTC/Legal, the OMS Guidelines were then jssued as *draft” and renainfed] so even afier being re-
issued in September 2003.”). Redacted versions of OMS guidelings from September 2003, May 2004, and
December 2004 have been rcie,}aed publicly through FOIA. See generally QMY Guidelines (Septd. 2003); QMS
Guitdelines (May I7 ”‘i04‘) OMS (zuzdewh 28 fDEC 2()\)4./..
Y OMS Guidelines (S i, ‘ ;

20 3 ‘
Page 35

v 17, 2004 ), O8S Guidelines (D,
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63.  OMS doctors supporting interrogations were specifically instructed to use Himits
developed by CLA and DOJ OLC attorneys for interrogators, prohibiting “torture” as narrowly
defined by those agencies.

OMS is responsible for assessing and monitoring the health of all Ageney detainees
subject to “enhanced” interrogation techniques, and for determining that the authorized
administration of these technigues would not be expected to cause serious or permanent
harm. [PN] The standard used by the Justice Department for “mental” harm is

“profonged mental harm,” Le., “mental harm of some lasting duration, e.g., mental
harm lasting months or vears.” “In the absence of prolonocd mental harm no severe
mental pain or suffering would have been inflicted.” (citations omitted)"”

64. In short, medical personnel supporting interrogations received guidance for detainee
medical care compatible with the guidance given to interrogators. Furthermore, the C1A
appears to have instructed doctors that the Hippocratic Oath, an ethical standard, was
subordinate to the “anything but torture” rule, the CIA’s accepted legal standard:

e in under th

{redacted] ’\z{edlcal officers must remain cognizant at all times of their
obhgat;on to prevent “severe physical or mental pain or suffering. i

63 Detainees were required to submit to medical exams and medical treatment, with or
without restraints, regardiess of consent.’” If OMS medical personne! treating detainees who

B OMS Guidelines (Septd, 20035 st 2,
2 OMS Guidelines {May 17, 2004}, at 91 DMS Guidalines {Dec. 20043, at 10, “[Klevere physical or mental pain
or suffering™ was defined in this context as “serious™ or “permanent™, i at G. £, g , “The standard used by the
Justice Department for “metal” harot is “prolonged mental harm,™ L.¢., “mental harm of some fasting duraf on,
©.g., metal harm lasting months of years.” “In the absence of prolonged mental harm, no severe mental palnor
suffering would have been inflicted.” [eitations omitted]. [, at FN 1. The Hippocratic Qath does not appear to be
referenced in eartier versions of the OMS Guidelines. Cempare OMS Guidelines (Sepr.d, 2003), at 4, with OMS
Gridelines (May 17, 2004}, at B, and M8 Guidelines {Dec. 2004}, at 10 {corresponding text absent frorn earlier
VErsiony.
I RYrar 1o interrogation, each detainee is evaluated by medical and psychological professionals from the CIA's
Office of Medical Services (“OMS”) to entire that he is not likely w suffer any severe physical or mental pain of
suffering as a result of interrogation.” QLC Interrogation Technigues {May 10, 2005}, at 4. “New detainees are to
have a thorough initial medical assessment, with a complete, documented history and physical addressing in depth
any chronic or previous medical problems fredactions in open source] Vitat signs and welight should be recorded,
and blood work drawn. {redactions inopen source] Documented subseguent medical rechecks should be
performed on a regular basis, {redaciions o open source]...” Detainess were reg quired o submit o medical exaras
and medical treatment, withior without restraints, regardiess of congent. ™ O'\/{S Guidelings (Sept.4, 2003}, at3;
see afse OMS Guidelises (May 17, 2004), at 5-6, QOMS Guidelines (Dec. 2004), at 6 (“This [intake cval-mnon]
showld sspecially attend to ua;dmw%mi ¥, Dy !maﬂan nenrological and musculoskeletal findi . See CI4

POV SIS i Page 36
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were also undergoing interrogation were held to a higher standard than those supporting
interrogations, they would have been obligated to take steps esqentmiiv undoing the work of
interrogaters and medical personnel supporting mmrogdtzons * Given the apparent atypical
standard for medical care for oetamces aml the relationship between detainee medical
treatment and the mtelhgcme mission,'™ it is not clear that medical procedures for a detainee
deemed “resistant” to interrogation would have been performed with regard for possible harm
or pain over and above the “no torture” rule. Consequently, medical personnel who took a
detainee’s blood, gave him injections, stripped hir, examined his anal cavity or prostate,
force-fed him, or performed invasive emergency procedures may or may not have attempted to
limit his embarrassmem, discomfort, or pain, and may even have taken atfirmative steps to
thereby contribute “more physical and psychological stress.” Similarly, a detainee deemed
“compliant” may have been rewarded with a standard of care to which he was entitled
regardiess of his complacency.

66.  The fact that detainees knew medical personne! supported interrogations would hikely
have impacted the ability of any medical professional associated with the program to form
doctor/patient relationships with detainee/patients sufficient to provide adequate care,
particularly mental bealth care.

67.  The interrogation support mission for CIA medical personnel transiated into a set of
functions that are highly controversial among members of the medical community and beyond,
and implicate fundamental standards of medical ethics, morality, and the rufe of law, Medical
personnel supporting interrogations took the following actions, infer alia:

e established guidance for use of interrogation techniques;}%

197

s+ medically evaluated detainees” ability to withstand use of interrogation techniques;

Background Paper on Combingd Techrigues (2004), at 3 {medical officer and psychologist interview detainee and

“detenmine if there are any contaaindications o the use ofinter méation technigues™). See afso “Appendix A:
bﬁ tected Forms of Treatment™ {describing emergency procedures anticipated during waterb oardmg=

* In the author’s opinion, it is therefore unlikely CIA instituted 2 policy mandating some other, more humane

standard for tredmg detainees who resisted interrogation, at least not after OMS ook over both rales.

% See above “Standards for Medical Treatment ™.

B CIA OIG Special Review (May 7, 2004}, at para, 262 (nhoting OMS first issued formal medical guidelines for
interrogation technigues in April ”‘(‘03)

T DCH Interrogation Guidelines (Jan. 28, 2003), at 2. “The use of each Enhanced Technigue is subject 1o specific
ternporal, physical, and related conditions, including a competeat evaigation of the madical amt psychological
state of Lhe detamee "I See also OLC Interragation Technigues Combined (May £0, 2005}, 8t 8, siting Cid
Background Paper on Combined Technigues (2004), at 3-3 (*..and be is given medical and psychological
m&wxews to asssss his cundmon and 1 make sare there are no contraindications o the use of any partcytar
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* “monitored” detainees’ medical condition during interrogation, particularly during use

of techniques with the highest medical risk;'™

s calibrated the amount of pain and snffcrmg exgemmed by detainees during
interrogation relevant to “acceptable” levels;

e provided treatment for detainees in order to allow interrogations to continue; and *®

. . . . a . . 201
» used medical information about detainees to inform interrogations, ™

Medical officers also collected information about detainees’ responses 1o certain mtvrrogwon
techniques in a manner that has been likened to non-consensual human experimentation.

68.  This involvement in the interrogation process falls within established standards
defining medical personnel’s “participation in torture™

“Participation in torture™ includes evaluating an individual’s capacity to withstand ili-
treatment; being present, at, supervising or inflicting maltreatment; resuscitating
individuals for the purposes of further maltreatment or providing medical treatment
immediately before, during or after torture on the instructions of thoss likely to be

B See, e.g., OLC Intervogation Technigues (May [0, 2003}, 4t § ("Medical and psychological puxonnei on 3eene
throughout {and, as detailed below, physically present or otherwise obeerving during the apphgano‘" of rany
techniques, including all te»h.\lqms involving p}'y cal contact with detainees)...”.). The C1A OIG noted “the fact
that precautions have been taken to provide on-site medical oversight in the use of all EITs is evidence that their
usc poses risks.” CId OJG Special Review (May 7, 20104), at para. 220,

¥ “More generally, medical personnel watch for signs of physical distress or mental harm so significant as
possibly 1o amount to the “severs physical or mﬁnm} pain or suffering™ that is prohibited by sections 2340-
23407 QLC Interrogation Techrigues (May {0, 2005}, at 6.

¥ For example, OMS personnel monitored detainess shackled in a standing position for sleep deprivation for
indications of edema or other contraindications, and could require interrogators to end slegp deprivation, or
reshackle the detainee in a sifting or horizontal position for continued sleep deprivation. QLC Interrogation
Techniques (May 16, 2005}, at 11, citing QMS Guidelines (Dec, 2004), at 14-16. “Upon completion of water
dousing session(s), the detaines is moved 1o anather rooms, monitored as needed by a madical officer 1o guard
against bypothermia, and steps are taken to ensure the detainee is capable of gererating necessary body heat and
maintain nermat body temperature.” Cld Additional Technigues Letter (March 2, 2004}, at 3.

* For example, © [redacted] feigned memory probleras (wihich CIA psychologists ruled out through
mtelligence and memaory tests). 7 QLT Interrogation Techniques and CIDT (May 30, 2005), at &

2 spjonitoring of interrogation techniques by medinat professionals to determine their effectiveness uses
detainees as humart subjects without their consent, and thus also approaches unlawfol experimentation.”
Physicians for Human Rights, diding Torture: Health Professivnals’ Ethicy and Human Righis Violations
Revealed in the May 2004 Ci4 !napewmr General's ! w;vo;t \Auo ust 2009) avmzabr’e at

b\‘”tg ni :}mm,ﬁ»s‘*\ amizhoiibeoydosuneniyonewidinganure pdf (last accessed Sept. 30, 2009), at

4. Physicians for Human Rights was partieufarty mc\,med about OMS s:\\meimcq tha- noted OMS™ Simdted
kn wwaemzrc abou{ mbj&t& reactions o the wat emmrd then 1‘su'ucted L.A r“edir al pex sonnc! mat Hevery

Attachment M
Page 38 of 142
Filed with T Agpetiaie Exhibit 013G (AAA)

18 May 2012 UNCLASSIFIED//FOR PUBLIC RELEASE Page 128 of 312



UNCLASSIFIED//FOR PUBLIC RELEASE

responsible for it; providing professional knowledge or individuals® personal health
information to torturers; intentionally ncviu.,tmg evidence and falsitying reports, such
as autopsy reports and death certificates.™

VI, DETENTION CONDITIONS

69, The CIA program sought the “creation of an interrogation environment.” ™ The
-jnterrogation goal defined the totality of the circumstances of the detainee’s day to day life in
the RDM program.

70, Any aspect of the detainee’s life in custody was a potential tool of interrogation. For
example, © explained that if a detainee was cooperatéve he would be given a warm
shower. He stated that when a detainee was uncooperative, the interrogators accomplished two
goals by combmmg the hygienic reason for a shower with the unpleasantness of a cold shower.
[sedaued}“‘ 0

71, The CIA secretly held detainees in the RDI program in covert, overseas facilities,
where conditions of confinement were not required to conform to “U.S, prison or other
standards.”?*® As described by DOJ OLC in 2006, the CIA utilized special security measures
inside the facilities in order to address “the unique and significant security concerns associated
with ho.‘i.di'%; extremely dangerous terrorist-detainees in the Kinds of covert facilities used by
the CIAY

The facilities in which the CIA houses these high~value detainees were not built as
ordinary prisons, much less as high-security detention centers for violent and
sophisticated terrorists. In order 1o keep their location secre

hose limitations, in turn, requite that specia
security measures be used inside the facilities to make up for the buildings’
architectural shortcomings. 1t is in this umquc context that the CIA has imposed the
conditions of confinement described herein.”

QF I =
2 The Istanbul Protocol, para. 53,

_}‘04 ClA Background Paper on Combined Technigues (2004}, at 17.
% CI4 OIG Special Review (May 7, 2004), at para. 183,
208 4 : £ - P
The CIA Inspector General (JG) noted this fact in 2004; i is not ¢lear if the 1G considered “other standards™ to
include those for pre-trial detention for persons charged with a erime or for nrx'aone; sof war. Cld GIG Specigl
’(ew w (May 7, 2004}, at para. 59, citing DCI Confinement Guidslines (dan. 28, 2603).
e T OLE Conditions of Confinement and Common Article X {dug. 31, 2006, at 2-3.
{t
I

B - Ddgf’ 39
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72, Because “special security measures”™ imply more restriction, not less, it is reasonable to
assume these the standard conditions of confinement employed within these facilities were
more restrictive than would be found in a U.S, high-security detention center. % Whereas
detainees may have been given some respite irom certain conditions of detention as reward for
compliance, security measures were more likely to have been consistent. The CIA noted that at
least some detention conditions had a dual application, an “an impact on the detaines

undergoing interrogation” that “may be a factor in interrogations.” *'"

73, Itisnot clear what minimum requirements there were, if any, for detainees’ access to
hygiene, open air, sunlight, basic and religivus items, or exercise. The CIA believed using
“buckets for the relief of personal wastes” satishied a requirement that “due provision...be
taken to protect the health and safety of all C1A Detainees,”"’

74. CIA interrogators admitied to the CIA OIG that they smoked cigars during a named
detainee’s interrogation, and some blew smoke in his face.

nterrogator admitted that, in December 2002, he and another
moked cigars and blew smoke in Al-Nashiri’s face during an
interrogation. The interrogator claimed they did this to “cover the stench™ in the room
and to help keep the interrogators alert late at night.... Another Agency nterrogator
admitted that he also smoked cigars during two sessions with Al-Nashirl to mask the
stench in the room. He ciaxmed he did not deliberately force smoke imo Al-Nashiri's
face. [multiple redac tions}*

An Agency

213

I

The “stench”™ referred to in both accounts might have been the detainee’s urine and feces.

7s. fn 2005, the CIA asked DOJ OLC attorneys 1o evaluate five specific conditions that
were “standard in the covert overseas facilities that the CIA uses to detain individuals

¥ The author has not compared CIA documents describing these standards with guidelines for U.S. prisons. See

generally Standard Conditions of ClA Detention (pre-Dec. 19, 2003); Standard Conditions of Ci4 Detention (pre-
Qct. 27, 2006). Conditions of confinement described in these sources may have changed with CLA policy or
practice, or may have persisted throughout a detainee’s entire confinement.

89 014 Background Paper on Combined Technigues {2004), at 4.

e Confinement Guidelines (Jan. 28, 2003}, gquoted in Memorandum of Law in Support of Defendant Ahmed
Khalfan Ghailani™s Motion to Dismiss Indictment Due o the Dental of His Constitutional Rights to a Speedy Tral
{Dec. 1, 2000, US v. Hage, ¢t 4, mcfua& Ghaliani, 158-cr-0123-LAK (SDRNY), availadle at
i RIGL a8, and CI4 Uf() Special Review (May 7, 2004), at para. 3%

ha sshasosusiseoieelady

SECI4 QIG Special Review (May 7, '00@) al para. 96. The OIG did not reach an authoritative determination of
the facts of these allegations, even though they were made by the panicipants. Cl4 QIG Special Review (May 7,
2004}, 2t para. B0,

2 IPRA advocated blowing “an extraordinary smount of thick, sickening smoke” into & subjeet’s fice during
rncr rogation m ordex to “prodhice dismmfor‘;" and to “'nati}i iLar and despair, to punish selective behavior, to
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fredacted]”.”" These and other conditions were sanctioned measures associated with detention:

L4
3
@
@
L.
@
®

g
i

6.

Rlindfolding;’
[solation;*'
“White” noise; 2"’
Use of lond music;*®
Constant illumination;”’”
Shackling; **°
Forced grooming. **!

Other detention conditions materially affecting detainees” mental or physical health

may not be described in these open source materials.

i3 OL

e

O Conditions of Confinement and Common Artivle 3 (dug, 31, 2008), at 2-3.
”* Hooding or blindfolding was used as a special security messure when a detainee was moved into or around the

.ﬁac;ix!y. Sew Standard Conditions of Cl4 Detestion (pre-Dec. 19, 2005}, at 1 (listing booding among conditions of
detention required by CIA security); OLC Conditions of Confinesment and Common driicle 3 (dug. 31, 2006}, &t
7, QLC Conditions of Confinement and DTH (4 g 31, 2006), at 4.

6 Soe below “Appendix A: Selected Forms of Treatment” (deseribiag isolation)

27 Background noise was also used i the walkways of the detention facifities to provent detainees from being
able to communicate with cach viker or identify other detainess, at fevels loud enough to be heard in deta’nem’
cells. See, e.g., OLC Conditions of Corifinement and DTA (Aug. 31, 2006), at 5. Measuréments taken by the C

in one facility mdxcated a standdm level of "m‘hie-n nnhe in thc u—:!ls smnfar to lh(-t ofa nnrma: convers(:tmne

N01Se a5 a c\mdm(m of wnﬁnemcnt Was r:m t(, exceed f‘} uB, or o,xght!y fess timn a garo.ige dx:xpoo&i {at B0 4B},
within a range OMS considered “loud.” Cld Backgrownd Paper on Combined Technigues (2004, at 4; Standard
Conditions of CIA Detention (pre-Dec, 19, 2005), at 2; QLC Conditions of Confinement and DTA (Aug. 31, 2006),
at 3. In 2006, OLL assessed “white noise” as a condition of confinement, but noted it also served “other
purposes.” QLU Conditions of Confinement and DTA (dug. 31, 2006), at 13,

% [y 2005-2008, CIA dropped “loud music™ from its Hist of standard conditions of CIA detention afler the DOI
OLC assessed whether standard conditions of confinement in CLA s eovert facilities vickated the Fifth

Amerngdm

nent. Compare Standurd Conditions of CI4 Detention {pre-Dec. 19, 2005} with Stundard Condiions of

CiA Detention (pre-Qct. 27, 26065, QLC did not inchude an assessment of loud music in its legal dnaiv»xs See

zenerally QLC Conditions of Confinement.and Common 4riicle 3 (Aug. 31, 2006), BLC Conditions of

Confinement and [YTA (Aug. 31, 2006).
6 c ; ey , P ‘ . .
W See Standard Conditions of CI4 Detention {pre-Dec. 19, 2005}, at 1 {listing “constars light” a5 stardard

condition of detention); Standard Conditions of Cid Detestior: {pre-Qci. 27, 2006}, at i f\] iating “constant light

o

standard condition of detention).
el

22

Sez below “Appendix A: Selected Forms of Treatment” (deseribing shackling).
According to the CIA detainess were atllowed to groom as requested throughout their detention, but detainees

could alse bc groomed at any point during their detention for the purposes of “f "g;es e and safety.” OLC

Cangitions af Cs

13 wmmmmn iex#uq 31, 2008} at 4, 14-18, 1tis not.clear from open sousces how ti};o forced

groopdrg may have resembled the inttial shaving, or whether interrogators scheduled or exploitad forced

Filed with TJ Appeilate Extibit 013G
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77.  Some detention conditions that the CIA represented as essential to security in 2006
were sunilar or identical to treatment that the CIA had previously described as mterrooatxon
lcchmqucs 22 These included isolation;* blindfolding/ hooding;** constant noise;™ constant
light; ™ and forced grooming.*’

L OPR raised this concern in 2009 when questioning whether it was ressonable for OLC to have accepted CIA

representations about detainee treatment at face value, OPR Report (July 18, 2009, at 242-243.

22 OLC Conditions of Confinement ond Common drticie 3 (dug. 31, 2006), at 7 <9, 13; OLC Conditions of

Confingment and DTA (Aug. 31, 2006}, e 4-5, 16-19

“* Standard Conditions of CI4 Detention ’pié’ ~Dec. ’ 9, 2005}, at 1; OLL Conditions of Confinement and

Common Article 3 {Aug. 31, 2006), at 7; OLL Conditions of Confinement and DT4 (Aug. 31, 2006), at 4, 14,

2 10 2006, OLC assessed “white noise” as a condition of confinement, but noted it also served “other purposes.™

OLC Conditions of Confinement and DT4 {Aug. 31, 2006), at 13,

3 See Standard Conditions of CIA Detention {pre-Dec. 19, 2005), at 1 {Jisting “constant light” as standard
condition of detentiony; Standard Conditions of CI4 Oetention (pre-Oci. 27, 3006, at | (listing “constant light™ as

zs mi\sm conditinn of detention).

>g { }’wfb Gaéae?mea {Sepi 4. 2003, at 1 {listing shaving among “standard™ interrogation techniques); Q445
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APPENDIX A: SELECTED FORMS OF TREATMENT

Threats

L. The CIA’s interrogation approach, rooted in the inducement of helplessness and
dependency, essentially depended on threats — the detainee’s belief that at any time,
interrogators could cause him significant pain or suffering, whether intentional or not.

2. CIA interrogators set cut to psychologically “dislocate™ each subject’s expectations
regarding the treatment he believed he would receive, and to “maximize his feeling of
vulnerability and helplessness.”' Detainees were specifically told that interrogators would “do
what it takes to get important information.”™ When the Director of the CIA discussed the value
of these interrogation technigques with the CIA OIG, he described the subjects as “detainees
who had otherwise believed they were safe from any harm in the hands of Americans.””

3. In a “prototypical” interrogation process, detainees were subjected to techniques used
principally to “correct, startle, or to achieve [sic} another enabling objective”,* and “dislodge
expectations that the detainee will not be touched.”” Such techniques included but were not
limited to a variety of slaps and grabs used interchangeably during an interrogation session to
“pmvide{g the variation necessary to keep a high level of unpredictability in the interrogation
process.”

4. In SERE training, techniques later adapted by the CIA were meant specifically to
threaten students or cause them to have feelings such as fear, despair, and apprehension.” The
SERE approach was based on Cold War-era studies of Soviet and Communist Chinese efforts
to elicit confessions, in which “the ever-present fear of violence in the mind of the prisoner
appears to have played an important role in inducing compliance. The Communists generally
fostered such fears through vague threats and the implication that they were prepared to do
drastic things.”*

L OMS Guidelines (Dec. 2004), at §.
* (14 Background Paper on Combined Techniques (2004), at 10. Because the staternent might be construed as 3
threat of harm, OLC suggested in 2003 that CIA reconsider whether “a differsnt statement might be adequate
convey to the detainee the seriousness of his siwation.” QL Combined Techmgues Memo (Mayv 10, 2005), at 19,
* Cld OIG Special Review (May 7, 2004), at para, 218.
* CIA Background Paper on Combined Techniques {2064}, at 5.

LC Techniques Memo (May 10, 2005), at 9.
¢ Cl4 Background Paper on Combined Technigues (2004), at 5.
7 IPRA Description of Physical Pressures (describing typical conditions for application of specific techniques,
such as (o threaten, intimidate, punish or cause insult, or to instil] feelings or foar, despair, apprehension and
humiliation),
Biderman s Pr
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5 As recognized by the DOJ OLC in 2002, waterboarding constituted a threat of
imminent death.”

As you have explained the waterboard procedure 1o us, it creates in the subject the
uncontrollable physiological sensation that the subject is drowning. Although the
procedure will be monitored by personnel with medical training and extensive SERE
school experience with this procedure who will ensure the subject's mental and physical
safety, the subject is not aware of any of these precautions. From the vantage point of
any reasonable person undergoing this procedure in such circumstances, he would feel
as if he is drowning at very moment of the procedure due to the uncontrollable
physiolegical sensation he is experiencing, Thus, this procedure cannot be viewed as
too uncertain to satisfy the imminence requirement. Accordingly, it constitutes a threat
of imminent death....'®

6. The CIA OIG reported allegations that interrogators made multiple verbal threats
against at least two named detainees:

During another incident, the same Headquarters debriefer, according to a
was present, threatened Al-Nashirt by saying that it he did not talk, *We
could get your mother in here,” and, “We can bring your family in here.” The

debriefer reportedly wanted Al-Nashiri to infer, for psychological reasons,
that the debriefer might be inteltigence officer based on his Arabic dialect,
and that Al-Nashirt was in custody because it was widely believed in
Middle East circles that interrogation technique involves sexually abusing
female relatives in front of the detainge. ...

rs said to Khalid Shavkh Muhammad that if anything else

® OLC nterropation of al Qaeda Operative {August [, 20023, at1$ (*We find that the use of the waterboard
constitutes a threat of nuninent death.™).

"® 14 The memo continued thus: “Although the waterboard constitutes « threat of imminent death, prolonged
mental harm must nonetheless resuit to violate the siatutory prohibition on infliction of severe, mental pain or
suffering....”. &

Y014 OIG Special Review (May 7, 2004), at para, 94-93 This report did not investigate any incidents that ray

-BNEEASSHEE Page 44
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7. CIA officers took other threatening actions against at least one detainee:

Sometime between 28 December 2002 and 1 January 2003, the debriefer used an
unleaded semi-automatic handgun as a prop to frighten Al-Nashirt into disclosing
information. After discussing this plan with {redacted] the debriefer entered the
cell where Al-Nashiri sat shackied and racked the bandgun once or twice close to Al-
Nashiri's head, On what was probably the same day, the debriefer used a power drill to
frighten Al-Nashiri. With ¢ [redacted] consent, the debriefer entered the detainee’s
cell and revved the drill while the detainee stood naked and hooded. The debriefer did
not touch Al-Nashiri with the power drill."*

The debriefer was “not a trained interrogator and was not authorized to use EiTs.”"

8. The CIA OIG noted the use of the handgun and drill were “the most significant” of the
allegations of unauthorized techniques used by the CIA, and they became the subject of a
separate C1A OIG investigation."* Even some of the most ardent supporters of the RDI
program admit these actions crossed a line.””

9. Open source CIA documents describe other threats issued to the same detaines:

he same Headguarters debriefer, according to a
k, “We

During another incident
who was present, threatened Al-Nashiri by saying that if he did not tal
could get your mother in here,” and, “We can bring your family in bere.” The

OIS QUG Special Review (May 7, 2004), at para. 92 (internal citations amitted). This report did not investigate
any incidents that may have ovcurred after mid-October 2003. i, at para. 2.

Y Jd,at FN 44. The CIA OIG Special Review (May 7, 2004) notes the following distinction between debriefers
and inferragators:

A debricfer engages a detaines solely through question and answer, An interrogator 5 a person who
completes a two~wesk interrogations training program, which is designed to train, qualify and certify a
person Lo administer EITs ., An interrogator transitions the detainge from a non-cooperative to a
cooperative phase in order that a debriefer can eliclf actionable intelligence through non-aggressive
techriques during debriefing sessions. An interrogator may debrief 3 detainee during an interrogation;
howsver, a debriefer may not interrogate 3 detainee,

%’L".". ,at PN 6.
U CLE OFG Special Review (May 7, 2004), at para. 90.

" For exampie, Marc Thiessen, a former speechwriter in the Bush Administration, argues that “the C.LA.
interrogation program did not inflict torture by any reasonable standard,” and there was “only one single case™ in
which “inhumane” technigues were used,” these threats against this named detalnee. MARC A, THIESSEN,
COQURTING DISASTER: HOW THE C.LAKEFT AMERICA SAFE AND HOW BARACK ORAMA IS INVITING THE NEXT
ATYACK (2010, quoted in Jane Mayer, Consterfictual: 4 curious history of the CE4. s seoret intervogation
program, The New Yorker (Mar, 29, 2010) availloble at
i
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. debriefer reportedly wanted Al
that the debriefer might be

ashiri to infer, for psychological reasons,
intelligence officer based on his Arabic
dialect, and that Al-Nashirt was ir custedy because it was widely believed in
Middle East cireles that i gation technique involves sexually abusing
female relatives in front of the detainee. The debriefer denied threatening Al-Nashiri
through his family. The debriefer also said he did not explain who he was or where he
was from when talkiog with Ai-Nashiri. The debriefer said he never said he was
intelligence officer but let Al-Nashiri draw his own

multiple redactions] e

CONCiusions.

10.  The ClA acknowledged other forms of abuse served as wnplicit or explicit threats. For
example, the CIA used the threat of walling to induce detainees to hold painful stress
positions. 7

il As early as Angust 2002, DOJ OLC advised that such procedures, “used in a course of
conduct, moving incrementally and rapidly from least physically intrusive, ¢.g., facial hold, to

the most physical contact, e.g., walling or waterboard,” might constitute a threat of severe
N - . . R
physical pain or suffering. **

Based on the facts you have provided fo us, we cannot say definitively that the entire
course of conduct feontemplated for Abu Zubaydah] would cause a reasonable person
to believe that he is being threatened with severe pain or suffering within the meaning
of Section 2340. On the other hand, however, under certain circumstances — for
example, rapid escalation in the use of these techniques culminating in the waterboard
{which we acknowledge constitutes a threat of imminent death) accompanied by verbal,
or either suggestions that physical viclence will follow — might cause a reasonable
person to believe that they are faced with such a threat.

Beating, Shaking, and Other Forms of Forceful Physical Centact
12. Beating occurs when a detainee is subjected to forceful physical contact, either divectly

or through an instrument. “Shaking” “is a term of art for an established. violent interrogation
method;”'? “[s]evere case of violent shaki ing have all the usual, and potentially fatal, features

® 14 OIG Special Review (May 7, 2004), t para. 94,

T CIA Bao kground Papér on Lombzm’d Technigues (3064), at 14-15.

Y OLC {nterrogation of al Qaeda Operative {dugust {, 2002}, at 15, DOJ OLC attorneys decided they were
unable to decide because the CIA had not deseribed either the order or the precise timing for implementing
procedures. fd
" Physicians for Human Rights and Human Ri g,hlﬂ First, Leave No Marks: Enhanced Interrogation Techniques
and the Risk o,f(*vimma ziy (L\ugu‘st 2007) available at
dontmmiynnatads

peaenrksnd! (accessed 18 January 201 1), &t
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G

o~ ~ g " g ay
of the more familiar “shaken infant syndrome”.”

13, The CIA requested and received an opinion from DOJ OLC that its officers could
lawfully subject detainees to multiple forms of forcefui physical contact as “enhanced
interrogation technigues.” The ClA designated at least five different forms of forceful physical
contact for use as “enhanced interrogation techniques:”

seyt. . @ . o~ . N . 9
o “Facial slap” (or “insult slap”): Interrogators could strike a detainee in the face.”’

e “Facial hold™: Interrogators could grab a detainee’s face.”

e “Attention grasp”: An interrogator could snatch the detainee toward himself by the
collar, with both hands.” Rapidly repeated “attention grasp” motions would likely have
constituted shaking, “CIA sources”™ described “atiention grab™ thus to ABC News in
2005: “The interrogator forcefully grabs the shirt front of the prisoner and shakes
fim.”** Open sources do not describe {imits on “attention grasp” that would have
precluded shaking.

25

=« “Abdominal slap”: Interregators could strike a detainee in the abdomen.
o “Walling”: Interrogators could forcibly throw a detainee into a wall.™®

14, The CIA prescribed the positioning and placement of interrogators” hands when they
were grabbing or striking detainees.”” At least one procedure was modified after OMS medical
personnel assessed the techniques.™ Jt is not clear how poliey or pragtice operated in such a
tense environment to ensure CLA officers struck and grabbed each detainee in the precise,

#Darius REIALL TORTURE AND DEMOCRACY (2007), at 340,
* See, e.g. Cld QIG Special Review (May 7, 20043, at 15,

21

B OLC buerrogation of al Qaeda Operative (August 1, 2002), at 2 (“The attention grasp consists of grasping the
individual with both hands, one hand on each side of the coliar opening, in a controtied and quick motion, In the
same motion as the grasp, the individual is drawn toward the interrogatar.”™). See. e.g.. CL4 OJG Special Review
(May 7, 2004), at 15,

M “Brian Ross and Richard Esposito, ABC News, C14 s Harsh Interrogation Technigues Described (Nov. 18,
2005} avaifable at pydiabonws s comdiotarinvesigaiceyisian 3I2BES (accessed 18 January 20110
* Added by or before fanuary 2003. See, ¢.g., DCT Interragation Guidelines {Jan, 38, 2003), at 2 {iisting “the
abdominal slap™ among “enhanced techniqeesh Not considered by OLC in 2002 memorandum. See generally
OLC Interrogation of ol Qeede Operative (August {, 2002) Cabdominal slap” not discussed).

* See, a.g., Cl4 QIG Special Review (May 7, 2004), at 13,

" Ses, e.g., GLC fnterrogation of al Daeda Operative (August 1, 2002), at 2.

® Compare id., at 2 (walling requires neck support; requirement for neck support for attention grasp not
described), with OMY Guidelings (Sept 4, 2003), at 2 (“All walling and most atténtion grasps dre delivered only
with the upported with a towel (o avold extension-flexion injury

[9A% AW L.a}{j\gg l! FRSY G
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prescribed manner,

15, “Walling” was an action whereby CIA personnel forcefully threw a detainee into a

wall. OMS considered walling to be one of the most intense “enhancec mtermgat;on
technigues”, surpassed only by close confinement and waterboarding.” lntcrrocators valued
the walling technique’s combination of both physical and psychological effects. At some
point, the CIA adopted a requirement that interrogators physically manipulate the detainee by
means of a rolled towel, a collar, or some other form of neck support, and throw the dewmee
against a special wall designed to increase the shock of impact and to control injury.”

16. Open source CIA materials describe how, by 2004, the act of collaring the detainee for
walling was “typically” incorporated into the initial process of instilling fear and dread, and
how walling was one of the first coercive techniques emploved:

Session One.
a. The HVD is brought into the interrogation room, and under the direction of the

interrogators, striped of his clothes, and placed in shackles
fredacted].

b. The HVD is placed standing with his back to the walling wall. The HVD remains
hooded.

ar d arcund

“c. Interrogators approach the HVD, place the walling coll
his neck, and stand in front of the HVD.

B See id at 2, OMS ('r’mdeii,sm (May 17, 2004), at 7, OME Guidelines (Dec. 20045, at & (histing “sanctioned
interrogation technigues™ in “approximately ascending order of mtens*tv N

Mewaliing is one of the reost effective inferrogation techniques becanse it wears down the HYD physically,
heightens uncertainly in the detainee about what the inferrogator may do o him, 2nd creates a sense of dread
when the HVD knows he is about to be walled again.” 74 Backgrowad Paper on Combined Technigues (2004},
at 7, In SERE, the “facial slag” {or *insult slap™) and “abdominal slap” would have been used to “instill fear and
despair, to punish selective behavior, to instill humiliation or cause insuit™; the “Facial hold™ would have been
used o “threaten or intlmidate via invasion ot‘rersanai space, instifl fear ar el apprehension. .. and punish....”; and
the “Agention grasp™ to “to startle, to instil {ear, apprehension, and humiliation or cause insult.” JPRA
f)escripzi@n of FPhysicol Fressures.

" “During the walling technique, the detaines is pulled forward and then quickly and firmly pushed into a flexitle
false wall so that his shouider birdes bit the wall. His head and neck are supported with a rolled towel to prevent
whiplash.” CI4 - OIG Special Review (Mey 7, 2004), at 13, OLC Interrogation of ol Queda Operative (August {,
2002), at 2 {the false wall s in part consirueted to create a loud sound when the individual hits it, which wilf
further bhOCk or surprise in the individual™.
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| [redacted)].

d. The interrogators remove the detainee’shoodand 1 & 2 & & -
redacted] explain the HVD s situation to him, tell
him that the interrogators will do what it takes to get important information, and that he
can improve his conditions immediately by participating with the interrogators. [text
describes typical use of a series of facial and/or abdominal slaps... ]

f. The interrogators will likely use walling once it becomes clear that the HVD 1s lying,
withholding information, or using other resistance techniques.”™

17. A detainee could be walled repeatedly in rapid succession:

An HVD may be walled one time {one impact with the wall to make a pownt) or twenty

to thirty times consecutively when the interrogator requires a more significant response

to a question. During an interrogation sesqum that is designed to be intense, an HVD
will be walled multiple times in the session.”

18, Walling, fike other tech*ﬁques created the basis for an implicit or explicit threat.
“Wallmg . heightens uncertainly in the detainee about what the wterrogator may do to
him....”* Walling was intended to cause “dread”,® in anticipation of “shock and surprise” and
“a sense of powerlessness that comes from being xeughly handled by the interrogators.™’

Detainees were explicitly induced 1o hold painful stress positions upon threat of walling,*
19, The ClA OIG heard reports of frequent use of the “hard take-down™ in which CIA

personnel would viotently subdue and restrain a detainee, with a level of force unrelated 1o
security or sfﬁety.” “[Tthe hard takedown was used often in interrogations at
fredacted] as part of the “atmospherics.” For a time, it was the standard procedure for moving a
detainee to the s ‘ieer deprivation cell. it was done for shock and fwchalcgmai impact and

stgnaled the transition to another phase of the interrogation.. In one ¢ase, the CIA officers

274 Bar Lgmumi Faper on Combined Technigues (2004), at 9-10.
¥, atl
4 Id . at 7, Sx'e also QLU Intervogaiion Techmigues (May 10, 2005), at 8,
¥ 014 Background Paper on Combined Techniques {2004), at 7
¥ OLC Interrogation Technigues Cambined (May 10, 2005}, at 6.
I, at FN4
S Cl4 Background Paper on Combined Technigues {2004), at 14-13, The psychological power of “seif-induced”
suffering is described supra, at para, 35,
* See generaily Cl4 OIG Special Review (May 7, 2004), at para. 190-192. n the public version of this document,
para 190 is redacted in its entirety.
“ i, at pare. 191, Portions of the C1A OIG description of “hard take-down™ wre radastad, byt grwedacted i
refers W dispering. The detsines probably also would have besn stwipped during “hard take-down,” uniess he was
already naked,
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described a detainee who was “dragged along a corridor” and received abrasions from the hard
concrete floor of the tacility as he struggled to resist diapering and transfer to the “sleep
deprivation cell.”

20. It is not clear if or when CIA leadership took steps to regulate the use of “hard take-
down” and similar uses of force. The CIA OIG described circumstances indicating that at some
point guidance was insufficient to regulate this activity:

stated he did not discuss the hard takedown with §
managers, but he thought they understood what techniques were being used at

stated that the hard takedown had not been used recently

| After taking the interrogation class, he understood that if he was going to do a
hard takedown, he must report it to Headquarters. Although the DCI and OMS
Guidelines address physical techniques and treat them as requiring advance
Headquarters approval, they do not otherwise specifically address the “hard
takedown.”... [multiple redactions]

] asserted that [hard takedowns] are authorized and believed they had been
more times at in order to intimidate a detainee. stated that he
would not necessarily know if they have been used and did not consider it a serious
enough handling technique to require Headquarters approval.** [multiple redactions]

21. In a typical lawful detention system, detention staff may use forceful physical contact
dgainst a detainee only as a last alternative, after all other reasonable efforts to resolve a
situation have failed; when force is used, it will be only the amount of force required to subdue
an inmate, or preserve or restore institution security and good order.” As described above, the
purpose of detention in the CIA RDI program was to gather intelligence from detainees
deemed “resistant” to interrogation by inducing learned he}piessncss and dependence. CIA
conditions of confinement were not required to conform to “U.S. pnson or other standards,”

and CIA ofﬁcers were authorized to apply “special security measures” within the CIA’s covert
facilities.* This suggests the “typical” standards for use of forceful physical contact against
detainees were discarded not only by interrogators, but also by CIA officials performing

‘' d., at para. 191-192.
2 14 0IG Specml Review (May 7, 2004), at para. 191-192.

* See, e g.. U.S. Department of Justice, Federal Bureau of Pr sons, Program Statement 5566.06: Use of Force and
Application of Restrainis (30 Nov.2008), available af BRnsns BOReRy il pros il S 868 Iaandl (last
accessed 12 January 2011).

“ ", OIG Special Review (May 7. 2004). gt para. 59, citing OCY Confinement Guidelines (Jan. 28, 2003).
¥ See generally Standard Conditions of CI4 Detention {pre-Dec. 189, 2003); Standard Conditions of Cl4
Detention (pre-Ost. 27, 200
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detention actions. Detainges were likely subjected to violence regardless of their own actions;*
detainees were therefore unlikely to accurately predict when they would be subjected to
physical violence, leaving them in constant apprehension, and furthering their debilitation

»47

toward “learned helplessness.

22.  There is indication that CIA personnel utilized both interrogation actions and routine,
day-to~day physical contact with detainees deemed “resistant” to interrogation as opportunities
for forceful physical contact in a program that direc Igy equated “more physical and
psychological stress™ for the detainee with success. * Inter alia:

s Asdescribed above, some CIA officers used “hard take-down” as a standard procedure
for transition to sleep deprivation, whether the detainee complied or not. ¥ It is
reasonable to expect forceful physical contact was similarly used during other
movements of detainees deered “resistant” to interrogation within or between
facilities.

e (1A officers were required to physically position and restrain detainees against struggie
or involuntary movements for interrogation techniques such as “cold water dousing, ™
N St . - S Y
sleep d@pr;vatmn,‘l stress positions,” “cramped confinement,”

Lo
R

3 . 54
" shaving,” and

* Hard take-down, for example, was used as a standard procedure for transfer to sleep deprivation in at least one
facility, whether the detainee physicaily resisted the transfer or not. CI4 OIG Special Review (May 7, 2004}, at
para. 191.

17 As discussed above, researchers beliave the uncontrollability of adverse events contributes to the development
of “learned helplessness.™.

® An iliustration of which appears in the C14"s explanation to DOJ OLC in 2004 of how “enhanced”
interrogation techniques were conbined: “Certaln interrogation techniques place the detainee in more physical
and psychological stress and. therefore, are considered more effective toofs in persuading a resistant HVD to
participate with CI{A interrogators.” (emphasis added) . CI4 Backgronnd Paper on Combined Technigues (2004),
at 7. Detention conditions plaved a role 1o interrogations. &4, at 4 ("Detention conditions are sot interrogation
techoiques, but they have an impaet of the detaines undergning interrogation.”™).

’( Cl4 OIG Special Review {3ey 7, 20045 af para. 151,

* CIA personnel physically positioned and restcained a detainee subjected to “cold water dousing” so cold water
could be poured over him, then moved him to a different room for recovery. “The detainee, dressed or undressed,
is restrained by shackles andéor interropators in a standing, sitiing or supine position on the floor, bench, or similar
level surface.” C14 Adiditional Technigues Leiter (March 2, 2004), at 3. See, e.g., OLC Inerrogation Technigies
(May 10, 2005), a1 9, 10 (*Water dousing: Cold water {3 poured on the detaines ... If the detainee {5 Iving on the
floer... ™).

" OLC Intervogation Techniques (May 10, 20053, a4 11,

* See, e.g., CIA OIG Special Review (May 7, 2004), at para. 98,

3 OLC Interrogation of al Qaeda Operative (dugust 1, 2002), st 2-3; SERE Congravtor/Fsychologist Business
Plan, at 17; CI4 "Legal Principles ™ (2003); OMS Guidelines [Sepi 4, 2003), at 2, T, Cl4 Backgrowund Paper on
Combined Techniques (2004), at 89, QMS Guidelines (May 17, 2004), at 7, 14; OMS Guidelines (Dec. 2004), at
8, 16-17; OLC Intervogation Technigues (May 10, J085), 28 9, 33; QL Intervesgasion Techrigses Combined (May
10, 2005;, ay 11, QLC Interrogation Techrigues and CIDT (May 30, 2005, at 13

4 DO OLC noted than even when described s a condition of confinement, the injtial act of shackling a detainee
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waterboarding.” Each occasion offered opportunities for multiple forms of forceful
physical contact. For exampie mte;r@gamrq who waterboarded a detainee, inter alia,
forced the detainee on the gurney;™” covered his eves with the waterboarding cloth;™
poured water on his {ace to induce suffocation; could grab his face to direct water inlo
his mouth and nose; *° and may have performed “aggressive medical intervention.””

The C1A OIG investigated a situation in which abrasions on a detainee’s ankles were
attributed to an Agency officer accidentally stepping on the detainee’s shackles while
repositioning him into a stress position.®

¢ As described above, detainees were required to submit to medical exams and medical
treatment, with or without restraints, regardless of consent.® Medical personne] may or

to a chair and forcibly shaving his head and face, in combination with other factors, “is more like an mte"wg;mor*
te\,hm jue than a condition of confinement.” QL Condditions of Confinement and DTA (Aug. 31, 2006}, at 4, FN
3, 12 (citing shaving for the purposes of hygiene and security, but also comparing the initial shaving to
interrogation techniques).
% See o g.. QL Interrogation of af Qaeda Operative {dugust 1, 2002, at 3 (“the individual is bound securely 16
an inclined bench™y, OLC Imsrrogation Technigues (May 18, 20035, at 14 (“If the detaince is not breathing freely
after the cloth s removed from his face, he is immediately moved to a vertical position in order o clear the water
from his noge, mouth, and nasopharyox. The gurney usPd for adminis ‘erin;! this technique is specially designed sa
that this can be acecmplished very quickiy if m{,essa-*y . A detainee may have been bound to the board withomt
being waterhoarded, as 2 hreat. As noted jo a Navy SmR}., training m’nma- “The water board demonsirates
comnipoweace of the captor. Once the taciic s used on a student, it may be used as a credible threat,” FASQO
Detachment Brunswick Instruction 3303.0, p. E-3 (January 1, 1998) (emphasis in original) guefed in S45C
Detainee Report (November 20, 2008} (No nmbcr 24, 2008), at FN 710,
* See, e.g., OLC Inferrngation of al Qaedu Operative (Augus‘ 1, 2002}, at 3, OLC Injerrogation Technigues (May
10 2003), at 14,

¥ Detainees may have had their eyes covered while they were waterboarded. OLC Interrogation of al aeda
Cperative (dugust 1, 2602), at 3 (“A cloth is placed over forehead and eyes.”); OLC Interragation Technigues
Moy 12, 2005), at 13 (%A cloth is placed over the detainee’s face, and cold water is poured on the cloth frora a
height of approximately 6 to 18 inches.”).
B QL Interrogaiion Technigues (May 10, 2003), at 13:

We understangd that if the detainee makes an effert to defeat the technigue (e,g., by twisting his head o
the side and breathing out of the comer of his mouth), the jaterrogator may cup his hands around the
detainee’s nose and mouth to dam the mnof’f., in which case it svould nat be possible for the detainee to
breathe during the apphication of the water,

Hean unresponsive subject should be righted immediately, and the interrogator should deliver a sub (\/phoxd
thrust to expel the water, If this fails to restore normal breathing, aggressive medical intervention s required,

OMS Guidelines {Dec. 2004}, at 9. OMS guidelines also state that in the event 2 detainee experiences laryngeal
spasms during waterboarding, a qualified physician should immediately intervene, and, if necessary, perform a
tracheotomy. QL fnrerrogaiion Technigues (Mav 10, 2003), at 14, citing OMS Guidelines (Dec. 2004), ai 17-2Q,
This section is redacted from the publicly released version of the OMS Guidelines (Dec. 2004).

N OLA OIG Special Review (May 7, 2004), at para. 98,

81 «[PYrior to interropation, each detainee is evaluated by medical and psycholagical professionals from the ClAs
08 fiea Gf Medion! Services (POME } W entzre that he is not ih“‘i\ 1o suffer any severe pl,vbmd. or mgnm} pdm of
ult of biterrogation.”™ OLC Ind rmgrcmaw 7
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may not have attempted to limit a detainee’s embarrassment, discomfort, or pain during
examinations or procedures, and may even have taken affirmative steps to thereby
contribute “more physical and psychological stress.”

« CIA personnel shackled detainees to chairs and forcibly shaved and groomed their hai
and beards.® Opcn source materials neither confirm nor deny CIA personnel also
shaved their bodies and pubic areas. Until at least late 2004, “shaving” was considered
a “standard interrogation technique,”® one of the “pressures” used by the CIA “ina
comprehensive, systematic, and cumulative mdnner ’to “create a state of learned
helplessness and dependence” in detainees.”

® Durmc the interrogation process, miﬁrrogators forced detainees into diapers,® shackled
them,®” and coyfc,rs,d their heads or eyes.”’ Interrogators “stripped” detainees in

have a thorough initial medical agsessment, with a complete, documented history and physical addressing in depth
any chronic or previous medical problems [redactions in open source] Vital signs and weight should be recorded,
and blood work drawn. [redactions in open source] Documented subseguent medical rechecks should be
performed on a regular basis, {redactions in open source]...”, OMS Guidelines (Sept.4, 2003), at 3; see also OMS
Guidelines (May 17, 2004), 2t 5-6, OMS Guidelines (Dec. 2004), at 6 (“This [intake evaluation] should especially
attend to cardio-vascular, pulmonary, neurological and musculoskeletal findings...”). See Cid Background Paper
on Combined Techniques {2004), at 3 (medical officer and psychologist interview detainee and “determine if there
are any contraindications to the use of interrogation techniques™). See also “Appendix A: Selected Forms of
Treatment” {describing emergency procedures anticipated during waterboarding).

? In 2005, DOJ OLC attorneys observed that the initial act of shackling a detainee to a chair and forcibly shaving
his head and face, in combination with other factors, was “more like an interrogation technique than a condition of
confinement.” OLC Conditions of Confinement and DT4 (Aug. 31, 2006}, at 4, FN 3 (citing shaving for the
purposes of hygiene and security, but also comparing the initia) shaving to interrogation techniques; “other
factors™ redacted in open source).

5 See OMS Guidelines (Sept.4, 2003), at 1 (shaving is standard interrogation technique); OMS Guidelines (May
17,.2004), at'7; OMS Guidelines (Dec. 2004), at 8.

 C14 Background Paper on Combined Technigues (2004), at 1. In 2006, CIA categorized “shaving” as a
condition of confinement, and DOJ OLC asserted that “the CIA does not shave detainees in order to take
advantage of their cultural or religicus sensitivities or to exploit whatever psychological vulnerability that practice
may create.” OLC Conditions of Confinement and Common Article 3 (dug. 31, 2006), at 13. See Standard
Conditions of CIA Delention (pre-Dec. 19, 2005), at 1-2; Standard Conditions of CIA Detention (pre-Oct. 27,
2006), at 1, 2. However, OLC alsc observed the initial act of shackling a detainee to a chair and forcibly shaving
his head and face, in combination with other factors, “is more like an interrogation technigue than a condition of
confinement.” GLC Conditions of Confinement and DTA {(Aug. 31, 2006), at 4, FN 3, 12. The *other factors”™ that
concerned OLC are redacted from this document, /d
5 DCI Interrogation Guidelines (Jan. 28, 2003); Cl4 OIG Special Review (May 7, 2004}, at para. 191-192
{detainee diapered during hard take-down); OPR Report (July 29, 2009), at 36 (“The subject is forced to wear
adult diapers and is denied access to toilet facilities for an extended period, in order to humiliate him.”),
% In addition to shackling incidental 1o sleep deprivation, water dousing, stress positions, and other interrogation
techniques, shackling was a standard interrogation technique in its own right. OMS Guidelines (Sept 4, 2003), at 1
(listing “chackling in upright sitting or horizontal position” among “standard” interrogation lechniques, separately
from “sieep deprivation” and other techniques involving shackling); OMS Guidelines (May 17, 2004), ai 7, 12-13
(- ing olonged standing” discussed separately from “sleep deprivation”™); OMS Guidelines (Dec.
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circumstances reasonably expected to heighten fear. o Iiterrogators periodically
hecked and changed a detainee’s diapers, and inspected his buttocks and genitals for
fesions.® Irterrogamrs may have put food in his mouth by hand wh;k he was shackled
ina 5tress position.” Interrogators “collared” detainees for wallmo "and possibly for
shaking.” Each of these actions offered oppertunity for forceful physical contact.

s
Lo
.

Beatings and other formas of violent physical contact present serious risks:

Beatings can be delivered in a variety of ways with different types of instruments,
including the open palm. Most beating is known to lead to physical harm. Beating
commonly results in blunt trauma — caused by the application of force to the human
body but not penetrating the skin. Blunt trauma inflicted by beating may result in
bruises caused by bleeding from ruptured blood vessels. ... The extent and severity of
the trauma depend not ontly on the amount of force applied but also on where it is
applied. Studies have observed the persistence of musculoskeletal pain (muscle and

2004, at 8
" In addition 1o hooding or blindfolding incidental to other interrogation txchniques, hooding was a standard
interrogation technigue in its own rlgn‘ GMS Guidelines (Sept. 4, 2003), at 1 (“hooding™ 15 standard technique);
OMS Guidelines (May 17, 2004), at 7; OMS Guidelines (Dec. 2004}, &t 8. Detainees may have had their eyes
covered while they were waterboarded. OLC Infesrogation of ol Joeda Operative (4 1ugmf 1, 2602), at 3 (“A cloth
is placed over forehead and eyes.”); GLU {nterrogation Technigues (May 20, 2008, at 13 {("A cloth is placed over
the detainge's face, and cold water i poured on L%w cloti from & height of approxtmately 6 to 18 inches™.
Hooding or blindfolding was also considered a standacd condivon of (1A detention. Standard Conditions of C14
Oe!enhsm (pre-Dec. 19, 2005}, al } {"Hooding redacted ™y, OLC Condisions of Corfinement and
Common drticie 3 (dug. 31, 2006), at 7, QL Corditions quorg{Enen,enl and DTA (Aug. 31’, 2006), at 4, 14, See
aize Standard Conditions of CI4 Detention (pre-Oct. 27, 2006}, at |
8 See ClA Background Paper on Combined Technigues (2004), at ¢ (ai a “prototypical” first 5ession, “The HVD
is brought into the interrogation room, and under the direction of the interrogators, stripped on his cliothes, and
placed in shackies™ while hooded and before interrogators “explain the HVD's situation to hsm"‘ Y

3. See alse OMS

Guidelines (Sepe. 4, 20033, at 1 “stripping®, vice nudity); OMS Guidelines (May 17, 2004, at. 7. (3348 Guidelines

(Dec. 2004), at 8,

9 “1f the detainee is wearing a diaper, it is checked regutarly and changed as necessary.” OLC Interrogation
Techrigues (May 10, 2005}, av 12. Q8S Guidelines (z’l Jay 17, 20045, at 23, OMS Guidelines {Dec. 2004}, a1 28

{intervene upon evidence of loss of skin integrity from prolonged diapering).

O uye ynderstand that a detainee under going sleep deprivation is generally fed by hand by CIA personnel so that

he need not be unshackled.” OLC fnierrcgation Technigues (May 10, 2005), at 12.

7! See, £.g. . Ci4 Background Pnpe; on Cumomsd Techniques (2004), at 9-10 (inter alig, at “prototypieal™ first

g'x‘fﬂ shood .. ) See i {vollar applied af beginning of seheegeent seasions),
* QM:; uwde{zm,s { Sepi d, 20033, a1 2 {n \‘k buf\p:)n reguired for most.attention grasps); OLC Intervogation
: olines (Dec. 2004), at 9.
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joint pain) caused by blunt trauma even a decade after the beating occurred. ..,

Beating can also result in damage to the underlying muscle tissue. When released in
sufficiently large amounts, breakdown products from damaged tissue can enter the
circulation and result in hife-threatening kidney failure in a condition known as
rhabdomyolysis. ...

Open hand slapping is a form of beating. A slap diffuses the blunt trauma force over a
greater area than a closed-fist punch, but depending on where the slap is applied, it may
nonetheless resuit in significant injury. Slaps delivered to vulnerable areas of the face
including nose, eyes or mouth can result in severe pain and suffering, as well as soft
tissue wjury, bruising and lacerations. Facial bones may also be fractured, and a slap to
the face may result in neck injury. (citations omitted)””

24. Shaking also presents risk of prolonged harm;

Because brain damage represents the greatest risk from viclent shaking, its harmfal
consequences can extend to both physical and mental health. Violent shaking poses
extreme danger of trauma to the brain through an acceleration-deceleration mechanism.
(i addition to causing retinal hemorrhages (bleeding of the retinal vessels due to
tearing), violent shaking may cause intracranial hemorrhage (bleeding of the brain), and
cerebral edema (swelling of the brain, resulting in increased intracranial pressure and
permanent neurologic deficits and/or death. These findings are similar to the more well
known traumatic condition referred 1o as “shaken baby syndrome.” Increased pressure
due to swelling or bleeding is a dangerous condition as the increased pressurg within
the limits of the rigid skull can result in the hermation of the brain, an often fatal
complication in which brain matter is literally squeezed through the narrow intracranial
space into the brainsten.

Non-fatal brain trauma from violent shaking can potentially result in more subtle but
chintcally significant cognitive impairment possibly due to diffuse axonal injury, injury
to the brain cells themselves. Non-fatal consequences of shaking may also include
recurrent headaches, disorientation and mental status changes, all of which can become
chronie. Violent shaking can also produce neck trauma, producing a whiplash
mechanism of cervical strain. Cervical spine fracture with spinal cord compression may
also occur, resulting in quadriplegia.”™

 Physicians for Human Rights and Human Rights First, Leave No Marks: Enhanced Interrogation Technigues
and the Risk of Criminality (August 2007y avarichle at

sitedidosidasuhurenisbcondilvarsideomentyrepnasfioueaneenicksadt (accessed T8 fanuary 2011), at
13.
T2

Id., ¢
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Sensery Overload: Light and Noise

25, According to JPRA, sensory overload “includes being constantly exposed to bright,
flashing lights, loud music annoying / irritating sounds, eic.,” and was likely to “elevate the
agitation level ot'a person and increase their emotionality, as well as enhance the effects of
isolation.””” JPRA conceptualized sensory overload as a tactic to “induce control, dependency,
compliance and cuope:ratic‘n,”76

20. By at least November 2002, the CIA had authorized multiple “standard™ interrogation
techniques involving forns of sensory overload. These included continuous light in a cell, loud
music, and “white noise (background hum).” 7 Al three remained on OMS’s list of standard
interrogation techniques through at least 2004, and possibly through 2007. In December
2004, CIA told OLC that constant light and “white noise/loud music” were detention
conditions that “are not interrogation techniques, but [that] have an impact on the detainee
undergoing interrogation.”™ Nevertheless, OMS guidelines from the same period list “white
noise or loud music™ and “continuous light or darkness™ among sanctioned interrogation
techniques.®

27. Constant light, white noise, and loud music were conditions of confinement for “al}”
detainees in CIA facilities through at least December 2005.% After OLC reviewed these
conditions for compliance with the DTA and Common Article 3,83 the CIA continued to
authorize constant light and white noise.®

28.  During periods of intense interrogation, detainees were likely exposed to “continuous
fight in a cell” while subjected to other standard or enbanced interrogation techaigues, for

" IPRA Description of Physical Pressures.
76 J; J
77 . . . . v o~ - ~ - : (3 = asy b
" CIA QIG Special Review {May 7, 2004), at para. 89, The ClA authorized these “standard™ interrogation
? P (M P i A gauan
techniques: “(1) sleep deprivation ... (2) continual use of light or darkness in a cell, (3) loud music, and (4) white
ques: (1) sleep dey - £
nolse (background hum).” Jd, Sensory overload was part of the sleep deprivation process (scund and light).
DO Imerrogation Guidelines {Jan. 28, 2063}, at 1; CI4 “Legal Principles” (2003} (“ioud music or white
noise”™); QMS Guidelines (Sepi 4, 33, at 1 {hghy, loud music); 4 Background Paper on Combined
v oy v y p X - . ~ . . é { - -
Technigues (20604, at 4 (“consta during portions of the interrogation process™ ) OMS Gueidelines (May §7,
206043 at 7, 12 (“continuous light,” “white noise or loud music™;, OMS Guidelines (Dec, 2004}, at 8, 13
' ; { .
{“contimuous light,” “white noise or loud music”).
79 o . ey . e -~ . " NPV e
¥ See QLT Interrogation Technigues and WCA, DTA, and Common Article 3 {July 20, 2007}, a1 6 (citing OMS
Guidelines (Dec. 2004} as then-current authority ).
80 i ;
CiA Background Paper on Combined Techniques (2004), at 3. The CIA stated this in a paper that focased
“sirictly on the topic of combined use of interrogation techniques.” Id., at 1.
» k ) B d ’
QMS Guidelines (Dec. 2004}, aL 8, 13.
2o 5 e s ~ . -
f” Standard Conditions of CI4 Detention {pre-Dec. 18, 2005}, at 1.
¥ Ses generally OLC Conditions of Confinement and DTA (dug. 31, 2606} and QL Conditions of Confinement
and Coamnim Arvtlcle 3 (Aug: 31, 2006).
** Standard Condi

2006}, a1 1. .
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periods of time that may have lasted hours, days or weeks. However, it is not ¢lear from open
sources what “continuous light” ss an interrogation technique actually entailed. Relevant
factors might include, frter afin: the length of time for which lighting was continuous;
direction and diffusion; lighting intensity; whether intensity varied and how rapidly {(such as,
constant, strobing, or intermittently dimmed); color temperature; the refresh rate of fluorescent
bulbs, if used (i.e., flicker); and whether the lights generated heat.

29, In 2006, OLC described cell tighting as a condition of confinement thus:

The CIA also kept detainees’ cells tHuminated 24-hours-a-day. Each cell {s lit by two
1 7-watt T-8 fluorescent tube light bulbs, which tlurinate the cell fo about the same
brigt 5

o

[redacted]

icitation omifte

30, Standard conditions of confinement employed within covert “black site™ facilities were
likely more restrictive than would be found ina U.S. high-security detention center.*® OLC
accepted the CIA’s assertion that the constant, fong term light did not appear to have adverse
effects on detainees’ ability to obtain “adequate” sleep, that some detainees were provide
eyeshades, and detainees could cover their eyes with their blankets.t’

31 During periods of intense interrogation, detainees were likely exposed to continuous
foud music or sound while subjected to other standard or enhanced interrogation techniques,
for periods of time that may have lasted hours, days or weeks. Use of continuous Joud music or
sound was itself an interrogation technigue, but was also used incidental to other techniques,
For example, CIA used background noise to keep detainees awake for sleep deprivation during

periods of interrogation. i

h QLT Conditions of Confincment and DT4 (dueg. 31, 2006}, ai §-6.

# iy keeping the facilities under constant iHumination and closed-circuit surveillance, the CLA is attempting o
do with technology what other detention facilities do with srchitecture or manpower.™ QLC Conditions of
Confinement and DTA (dug. 31, 2006), at 22. The author has not compared CIA documents deseribing these
standards with guidelines for U.S. prisons. Sze generally Siandard Conditions of Cl4 Detention {pre-Dec. 19,
2003} Standard Conditions of CIA Detention (pre-QOct. 27, 2006). Conditions of confinement described in these
sourees may have changed with C1a policy or practice, or may have persisted throughout a defainee’s entire
confinement.

8'_ CUC Conditions af Conlinement and OTA (Aug. 31, 2005}, 3t 53-6.

® Cid Background Faper on Combingd Technigues {2004), at 10-11, 13. This sowrce does not address use of loud
music
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32, Agents from the FBUs Counterterrorism Operaticnal Response Section (CTORS) told
the DO OIG that they observed the following at a ClA-controlled facility in fate 2002 and
early 2003: “The Assistant Chief [of CTORS] said that the detainees wee manacled to the
ceiling and subjected to blaring music around the clock... Thomas stated that Binalshibh was

naked and chained to the floor when Tomas was given access to him...”.%
33, The CIA placed limitations on the use of loud music and background noise that were

calibrated to levels that might cause permanent hearing loss. CIA limits do not appear to have
precluded causing detainees to experience multiple episodes of temporary hearing loss, long-
or short-term ringing in the ears, or stress responses which may increase the risk of heart
disease or beart attack. *® CIA limits do not appear to have required consideration of the
psychological effects cansed by continuous noise exposure over an extended period of time.”

34, By 2604, CIA roles mandated that background noise as a condxtmn of confinement was
not to exceed 79 dB,” or slightly less than a garbage disposal {at 80 dB),” within a range
OMS considered “toud.”™ CIA medical personnel were told:

As a practical guide, there is no permanent hearing risk for continuous, 24-hours-a-day
exposure to sound at 82 dB or lower; at 84 dB forup to 18 hours a day; 90 dB forup to
8 hours a day, 95 dB for up to 4 hours, and 100 dB for 2 hours.”

These limits were equivalent to 24-hour-a~-day exposure to sound louder than a garbage
disposal (at 80 dB); 18 hour-a-day exposure to sound louder than a garbage disposal and less
than a propeller aircraft (at 88 dB); 8 hours of exposure to a shouted conversation or a
motoreyele at 25 feet (at 90 dB); 4 hours on a subway car at 35 mph (95 dB); and 2 hours
exposure to sound louder than a power mower (at 96 dB) and less than a chain saw (at 110
dB).> It is not clear whether the guidelines specified a break in sound exposure between these
periods; if not, the guidelines might have allowed CIA officers to subject detainees to round-
the-clock noise louder than a garbage disposal for days or weeks on end.

35. TheCIA dppmvcd cx;msmg detainees to extended periods of continuous sound as a
condition of confinement.”” The CIA noted that this se curity measure had a dual application,

¥ DoJ OIG FBI & Detainee Interrogations (rev 2009), ol 74.
P OMS Guidelines (Dec. 2”04/ at 13. Portions of this document relating to use of sound were redacted from the
public copy. d DO OLL s legal imits did bot preciude these effects, Himiting concern to permanent harm,
81

Id.
o Background Paper on Combined Techrigues (2004}, ai 4; Standard Conditions of Cl4 Detention (pre-Dec.
F 3 33 ’}

9 20653 at 2

A comparison used by the ClA. See Standard Conditions of CI4 Detention (pre-Dec. 18 2003}, ai 2.

OLL Conditions of Confinement and DTA (Aug. 31, 2006}, at 5.
P OMS Guidelings (Dec. 2004}, aL 13,
Cow‘\m\om used by the CIA Sess éfang*m (X :‘?d:"f()m af (J 4 i)ezmmn (,mc ~Dec, 19, ’(}cw at 2.
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an “an impact on the detainee undergoing interrogation” that “may be a factor in

3R

mtermf_gnom

36.  Background noise was used in the walkways of the detention facilities to prevent
detainees from being able to communicate w;ﬂr‘ each other or identify other detainces, at levels
joud enough 1o be heard in detainges’ cells. ? Measurements taken by the CIA i one facility
indicated a standard level of ambient noise in the cells similar to that of a “normal
conversation.” ' Background noise used in the walkways of the detention facilities may have
also interfered with »ietamevs ablm y to sleep, resulting in sleep deprivation or restriction and
its associated health effects.'” Because detainees were held in covert facilities where * ‘special
security measures [were] used inside the facilities to make up for the buildings” architectural
shortcomings,” this practice may have been more intrusive than similar measures in typical
U.S. prison sitnations. ' %

37 In 2005-2006, CIA dropped “loud music™ from its list of standard conditions of C1A
detention after the DOJ OLC assessed whether standard conditions of confinement in ClACs
covert facilities violated the Fifth Amendment.'® The DOJ OLC did not include an assessment
of loud music in its opinion, but approved the use of background noise as a condition of
confinement, as described by the CIA, and noted that there were “other purposes” for using
background noise.’ ™

decibelsy’y; QLC Interrogation Techriques Combined (May 10, 2005), at fn. 3 (detention conditions include
“white noise/oud sounds (not 1o exceed 79 decibels)™); Sandard Conditions of TI4 Detention {pre-Dec. 19,
20054 at 1, 2 “use of toud music or white notse™); OLC Conditions of Confinement and Common Ariicle 3 (4ug.
24, 200 363, mt 10 (fwhite noise™); OLC Conditions of Confinement and DVA (dug. 31, 2006), & §, 1920 (white
noise™); Standard Conditions of CIA Detention (pre-Qct. 27, 2006), at 1, 2-3 {“use of white y olse )
¥ 14 Background Paper on Combined Techniques (2004), at 4, In 2006, OLC assessed “white noise™ as a
condition of confinement, but noted it also served “other purposes.” OLC Conditions of Confinement and DT4
('Aug 31, 2006), at 13,

? See. e &. OLC Conditions af Confinement and DTA (Aug. 31, 2006}, at 3.
0 pd L at s,
B OLC noted in 2006 that the C1A had observed that standard levels of nofse and light did not appear to affect
detainees” ahility to sleep, but it is not clear what level of disraption CIA personnel woudd have considered
nowbie. Id, at 19,21,
1 GLEC Conditions of Confinement and Common Article 3 (dug. 31, 2006), at 2-3.
' Compare Standard Conditions of CI4 Detention (pre-Dec. 19, 2003) with Standard Conditions of Cid
Detention (pre~Qct. 27, 2006). OLC did not include an asse ssmeni of loud music in its legal analysis. Sze
generally OLC Conditions of Confinement and Commeon Ar xzcle ¥ (dug. 31, 2006); QL Conditions of
Confinement and DTA (dug. 31, 20806} Note that “loud music”™ may still hrwc been included on lists of standard
interrogation techniques, See QL Interrogation Technigues and WCA, DTA, and Common Article 3 {July 20,
20075, at 6 {citing QMS Guidelines (Dec. 2004} as thercurrent anthority ).
s OL(, (,(ma tions of f Confinement and DTA (Aug. 31, 2006}, «t 13 {(discussion of “other purposss™ for using

Y { 'fdocumﬁ i,
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38 ltis not clear whether loud music or background noise were used continuously or
intermittently over the extent of a detainee’s confinement. If the former, a detainee could have
literally gone for years without ever experiencing the respite of silence.

39, Aural and visual stress presents short and long-term risks:

Use of lights and loud music is intended to cause physiologic distress and encourages
disorientation and withdrawal from reality as a defense. The body can interpret centatn
noises as danger signals, inducing the release of stress hormones which may increase
the risk of heart disease or heart attack. Loud music can also cause hearing loss or
ringing in the ears; these consequences can be both short term and chronic, with
chronic tinnitus, or ringing in the gars, being more conunon.

Strobe lights may also induce a stress response with increased heart rate according to
data from studies. In studies tnvolving professional drivers, headlight glare was shown
to increase blood pressure, especially in drivers with underiving cardiac disease.
Adverse effects of headlight glare in the laboratory include electrocortical arousal, EEG
desynchronization, a rise in diastolic blood pressure and even ventricular arrythmias,
potentially life threatening electrical rhythm disturbances of the heart. Louwd noise and
bright lights can also be used to interrupt sleep, resulting in sleep deprivation and its
associated health effects. (citations omitted)'

Continwouns Darkness, Hooding, and Gther Forms of Sensory Deprivation
) ’ 3 ¥

40. A person subjected to sensory deprivation is denied a normal level of stimuli from one
or more of their senses for prolonged periods. JPRA described sensory deprivation thus:

When a subject is deprived of sensory input for an interrupted period [sie, probably
“uninterrupted”], for approximately 6-8 hours, it is not uncommon for them {sic] to
experience visual, auditory and/or tactile hallucinations. If deprived of input, the brain
will make it up. This tactic is used in conjunction with other methods to promote
dislocation of expectations and induce emotions.'®

% physicians for Human Rights and Human Rights First, Leave No Marks: Enhanced ntervogation Technigues
and the ’21\& af € Lhm;mzuf) (August 2007) avalabie af
vislaiebuamishtoryieanv dronnaniy epuniadiosvs e markepdt (accessed 18 January 20117, at

oy JPRA Description of Physical Pressures. In 2002, OLC acknowledged that hallucinations associated with sieep
deprivation mlght fairly be characterized as “a ‘profound’ disruption of the subjeet’s senses.™ DLC Inferragation
of al Qaeda Operative (dugust 1, 2002), at 3, 6 (“hallucinations or other profound disruptions of the seénses™);
oLC mtenogatzow Z;c’mmtuea (Muy 10, 2003), at 39 (haliueinations ""Oi-:lbk but acceptahle umi:rve 12 Upon
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41. By November 2002 through at least December 2004, the CIA authorized interrogators
to hold detainees in darkened cells for extended periods (“continuous darkness™) as a
“standard” interrogation technique.'”’

42. A detainee placed in “cramped confinement” may also have experienced the extreme
effects of sensory deprivation, as the detainee could spend up to 18 hours in a confined space
that was “usually dark.”'% In 2002, the CIA planned to manipulate the personal phobia of a
named detainee who was afraid of insects by putting an insect into the “cramped confinement”
box with him, and telling him the insect could sting.'” In its review of this procedure, OLC did
not address how sensory deprivation, and any resulting anxiety or hallucinations, might
compound ;tpe detainee’s reaction to the presence of an unseen insect which he believed might
sting him. """

43. “Hooding” is a form of sensory deprivation that involves covering the subject’s entire
head, including ears, nose and mouth, restricting sight, sound, and possibly the subject’s
breathing. The CIA used “hooding™ as a standard interrogation technique at least though
December 2004, ''! possibly as late as 2007,''* and in conjunction with other interrogation
techniques, authorized and unauthorized. For example, according to the CIA OIG, a named
detainee was threatened with a handgun and a drill while hooded, the “the most significant” of
the unauthorized techniques alleged to the CIA QIG. ' Waterboarding, as described by OLC
in 2002, began with covering the detainee’s eyes.' ™

44, Use of hoods, gc>g:,rgies,I !> “plindfolds or similar eve-coverings”’, earmutfs, or “some
opaque material” to cover detainees’ eyes were considered a special security measure
associated with confinement through at least 2006.''® In 2006, OLC approved such measures
when used in a non-injurious manner and during limited times, in contrast to earlier usage. H

7 14 OIG Special Review (May 7, 2004), at para. 89; OMS Guidelines (Sept.4, 2003), at 1, OMS Guidelines
(May 17, 2004), at 7, OMS Guidelines (Dec. 2004), at 8. In 2007, OLC cited OMS Guidelines {Dec, 2004} as
then-current guidance. OLC Interrogation Techniques and WCA, DTA, and Common Article 3 (July 20, 2007), at

% GLC Intervogation Techniques (May 16, 2005), at 9.

% OLC Interrogation of al Qaeda Operative (August 1, 2002), at 14.
" See generally id.

" OMS Guidelines (Sept.4, 2003), at 1, OMS Guidelines (May 17, 2004), at 7, OMS Guidelines {Dec. 2004), aL 8.
"2 1n 2007, OLC cited OMS Guidelines (Dec. 2004) as then-current guidance. OLC Interrogation Techniques and
WCA, DTA, and Common Article 3 {July 20, 2007), at 0.

U3 Cr4 OIG Special Review (May 7, 2004), at para. 90.

U OLC Interrogation of al Qaeda Operative (August 1, 2002), at 3 (“A cloth is placed over the [detainee’s]
forehead and eyes.”).

"* OLC Conditions of Confinement and DTA (4ug. 31, 2006), at 4, 14.

"¢ Standard Conditions af CI4 Detention (pre-Dec. 19, 2005), at 1; OLC Conditions of Confinement and
Common Article 3 (Aug. 31, 2006), at 7; OLC Conditions of Confinement and DT4 (Aug. 31, 2006}, at 4, 14,

" OLC Conditions of Confinement and Common Article 3 (dug. 31, 2006), at 3; OLC Conditions of Confinement
a ‘A4 006}, at 4, 14
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45, According t Physicians for Human Rights, “Sensory deprivation is a technique that is
“calculated to disrupt profoundly the senses™ and “the personality.” It tends not only to result
in situations of complete dbpmdcnw on the interrogator but also leads to severe anxiety and
often causes hallucinations.” ''® The CIA studied sensory deprivation in the 1960°s:

One reported study designed to test the results of eliminating most sensory stimuli and
masking others, involved 17 paid volunteers who spent between 1 hour and 38 minutes
and 36 hours in a tank respirvator with restrained movement. Although the established
time limit was 36 hours and though all physical needs were taken care of, 11 people
terminated the experiment early. The results of the sensory deprivation included
inability to concentrate effectively, daydreaming and fantasy, illusions, delusions, and
hallucinations. It was concluded that the deprivation of sensory stimuli induces stress
that may be unbearable for some subjects. Deprivation of stimuli causes some subjects
progressively lose touch with reality, focus inwardly, and pmdme delusions,
hallucinations, and other pathological effects. {citations omrttcd}

Dietary Manipulation

46.  Dietary manipulation was one of several “conditioning techniques” used by the CIA to
“reduce” a new detainee to a “baseline, dependant state.”'?* CIA officers were authorized to
reduce a detainee’s caloric intake and limit him to unpleasant food in order to affect his general
health or emotional state.’*’ CIA officials also modified detainee diet to enhance or
accommodate other interrogation techniques.'> The CIA expected deumeu would undergo
weeks of restricted diet,'™ and might experience “significant malnurition.”'™

¥ physicians for Human Rights and Human Rights I‘ir*t, Leave No Marks: Enhanced fnterrogation Technigues
and the Risk of Criminality { August 2007) mvailable a
48 yuistanmdarhung wm“m prediteury dn;.m'g,nh reporiadensnneiahapdf(accessed § May 2011), 2t 3L
id., at 3132, citing KUBARK,

W Cr4 Background Paper on Combined Technigues (1004} & 5.

P The CIA was authorized to subject detainees to “reduced caloric intake” of food that was “not required to be
palatable™. DCY nterrogation Guidelines {(Jan. 28, 2003}, at |; QLU Interrogation Technigwes (May 10, 2003), at
7. *During the interrogation phase, detainee diets may be modified o enhance compliance with interrogators and
facilitate mavement 1o the debriefing phase.” OMS Guidelines (May 17, 2004}, at 10.

2 See, ., Waterboarding.

U3 OMS Guidelines {(Sepi 4, 2003), at 4; OMS Guidelines (May 17, 2004), at 9, 11, OMS Guidelines (Dec. 2004),
at 10, 12 (restricted diet safe for weeks at a time).

% See OMS Guidelines (May 17, 2004), ot 23-24; OMS Guidelines (Dec. 2004), at 28-29 {(medity rastricted diet
upon evidence of weight loss of greater than 10% of baseline body weight, which constitutes “significany
malnutrition™).
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47, By January 2003, the CIA was authorized to feed detainees a reduced calorie diet as a
“standard” interrogation technique. 2% Detainees were put on a reduced-calorie and/or liquid
diet as part of their “baseline” conditioning.'*® Various documents issued from 2003 to late
2004 stated that the caloric amount was to be sufficient to “maintain the general health” of the
detainee, '’ and generally required that the CIA give “adequate” fluids and nutrition to
detainees.'* However, by May 2004, guidelines “recommended” a defainee’s minimum intake
of 1000 calories/day, ' described a regime as low as 500 calories/day, '*® and allowed weight
logs up the point of what OMS termed “significant malnutrition,” or weight loss of greater than
10% of baseline body weight. 131 By December 2004, OMS “recommended” a higher minimum
intake of 1500 calories/day, 132 but nevertheless still used “significant malnutrition™ as 2
limitation.'>

48. OLC apparently did not evaluate the effects of dietary manipulation in 2002, '* In
2005, OLC evaluated dietary manipulation alongside enhanced interrogation techniques,
suggesting the CIA developed concerns about the legality of its use.”** At this time, OLC
required that detainee diet be “nutritionally complete.”536

49, The CIA believed dietary manipulation made other techniques, like sleep deprivation,
more “effective.”"*” The CIA knew extended sleep deprivation may be associated with

increased food consumption,'® essentially increasing a detainee’s hunger. By 2003, detainces
who were t0 be subjected to waterboarding were placed on a liquid diet to reduce the chance

"% BCI Interrogation Guidelines (Jan. 28, 2003), at 1 {reduced caloric intake).

28 1d , at 1; SERE Contractor/Psychologist Business Plan, at 15; OMS Guidelines (Sept.4, 2003}, at 1; OMS
Guidelines (Dec. 2004}, at 8.

7 DCI Interragation Guidelines (Jan. 28, 2003), at \; SERE Contractor/Psychologist Business Plan, at 15; Ci4
“Legal Principles” (2003); OMS Guidelines (Sepr.4, 2003), at 1, OMS Guidelines (May 17, 2004}, a1 7, 9, 10;
OMS Guidelines (Dec. 2004), at 8, 11-12.

28 OMS Guidelines (Sept.4, 2003}, at 3; OMS Guidelines (May 17, 2004), at 9, OMS Guidelines (Dec. 2004}, at
10, 11.

' OMS Guidelines (May 17, 2004), at 11.

130 1(2'

L OMS Guidelines (Dee. 2004), al 28-29 (modify restricted diet upon evidence of weight loss of greater than
10% of baseline body weight, which constitutes “significant malnutrition™).

" OMS Guidelines (Dec. 2004), at 12.

Y3 1., at 28-29. This version of the guidelines added “dehvdration” to the medical limitations. /d., at 29.

134 See generally OLT interrogation of al Queda Operative {August I, 2002,

fzf OLC Interrogation Techniques (May 10, 2003), at 7.

10 ld

BT OLC Interrogation Technigues (May 10, 2003), at 7; OLC Interrogation Techniques and CIDT (May 30,
2005), at 12.

% See OLC Interrogation Technigues (May 10, 2005), at fn 44; OLC Interragation Techuiques Combined (May
{0, 2005), at 13-14
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they might aspirate their vomit, but this precaution may not have been instituted until atter at
least two detainees were waterboarded in 2002, '%

50. The CIA may have deliberately induced nutritional deficiencies in detainees, at least
early in the program, before OLC required detainees be afforded “nutritionally complete”
diets.”* SERE contractor/psychologists were likely familiar with ways in which nuiritional
deficiencies could affect a detainee’s mental and physical health, According 10 JPRA:

Manipulation of diet: Purposeful manipulation of diet, nutrients, and vitamins can have
a negative impact on the subject’s general health and emotiona} state. Medical
personnel in the POW camps in North Korea believe that a B vitamin compound was
responsible, in large part, to the phenomenon called “give up-~itis.” Recent studies
suggest the removal of certain amino acids from a diet can induce heightened levels of

emotional agitation.”"*'

Cold Stress

51, Cold stress is the loss of excessive body heat to the environment. A human body’s first
response to cold stress is to conserve body heat by reducing blood circulation through the skin
and extremitigs. A cold environment also forces the body to work harder to maintain
temperature. Environmental factors contributing to cold stress include air temperature, air
movement, wetness, and contact with cold surfaces, Cold stress can cause hypothermia, be
physically painful, cause prolonged neurological effects, and cause death.

52. The ClIA adopted several interrogation techniques utilizing cold stress, described
below, In addition, several other standard and enhanced interrogation techniques used in
conjunction with cold stress may have increased a subject’s physical susceptibility to the

s , . . . 42 3. . , . 143 . 144
effacts of cold stress; these include sleep deprwa‘tson;” dietary manipulation; " and nudity. o

Y9 C14 Horizental Sieep Deprivation.

WO See OLEC interrvogation Technigues (May 10, 2005), at'7 {first reference to reguirernent for “nutritionally
compléete” diet in open sources).

MYIPRA Deseription of Physical Pressures.

M2 A detaince undergoing sleep deprivation might face an increased risk of cold stress and hypothermia. OLC
interroganon Techniques Combined (May 10, 2005}, at 13, Cold water could be thrown on a detainee to keep him
awake. Seep deprivation may also lower a subject’s cold pain threshold, OLC Interrogation Techniques (May {0,
2068), st FN 44,

A detaines on a reduced calorie digt might face an increased risk of cold stress and hypothermia, OLC
Irtervogution Technigues Combined {May 16, 2008}, at 13 (“[Elxtended sleep deprivation may cause a small
deciine in body temperature and increased food consumption. Water dousing and dietary manipulation and
perhaps even nudily may thus raise dangers of enhanced susceptibility © hypothermia or other medical conditions

for a detaines andergeing sleep deprivation.” {eitations crnifted)).
IEE

A naked or tightly clothed detaines faced an {ncreased risk of cold stress and hypothermia. OLC fnterrogation
smbined (Mav 10, 2003), at 13 (“[Elxtended sleep deprivation may cause a small deeline i ‘
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33 In July-August 2002, interrogators were autherized to put a detainee in a cold room
without clothing or blankets for what may have been as long as two weeks:

In late July to early August 2002, a detainee was being interrogated
Prior to proceeding with any of the proposed methods, v
responsible for the detainee § requesting Headguarters authority to employ a
preseribed interrogation plan over a two-week period. The plan included the following:

Ml
X

Physical Comfort Level Deprivation: With use of a window air conditioner and
a judicious provision/deprivation of warm clothing/blankets, believe we can
increase {the detainee’s] physical discomfort level to the point where we may
lower his mental/trained resistance abilities.

CTC/Legal responded and advised, “{Claution must be used when employing the air
conditioning/blanket depnvatlon so that [the detainee’s} discomfort does not fead to a
serious illness or worse,” [muiupie redactions]

54, The CIA OIG describes reports of an tncident circa December 2002 in which CIA
officers reported that a detainee was “left in a cold room, shackled and naked, until be
demonstrated cooperation.”'*

A
iFy

Detatnees were also given cold showers.

Many of the officers interviewad about the use of cold showers as a technique cited that
the water heater was inoperable and there was no other recourse except for cold
showers. However, {redacted] explained that if a detainee was cooperative, be
would be givena warm shower. He stated that when a detainee was uncooperative, the
wterrogators accomplished two goals by combmmg the hygienic reason for a shower
with the unpleasantness of a cold shower, "

56. FBI agents observed CIA agents utilizing cold stress on a detainee in early- to mid-
2002, but the CIA did not ask DOJ OLC to provide legal review of cold stress interrogation
techniques in the August 2002 memo, and the first Agency-level guidance for the program did

temperature and increased food consumpticn. Water dousing and dietary manipuiation and perhaps even nudity
may thus raise dangers of enhanced susceptibility to bypothermia or other medical conditions for a detainee
undergeing sleep deprivation.” {citations omitted)).

Y014 QIG Special Review (May 7, 2004), at para. 178 (omitting citations).

MO, at para. 184,

g Qi Special Rewew (May 7. 2004), ai para. 183,
Y Dot QIG FBE & Detaines interrogations frev 20
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not directly address cold stress, 4 By February 2003, CIA officers had clearly incorporated
cold stress into a regimen designed to cause detainees “physical and environmental
discomfort,” even though its effects were apparently neither fully understood by interrogators
nor regulated by their supervisors:

When asked in Eebtuar} 2003, if cold was used as an interrogation technique, the
responded, “not per se.” He explained that physical and environmental
discomfort was used to encourage the detainees to improve their environment. |
observed that cold is hard to define. He asked rhetorically, “How cold is cold? How
cold is life threatening?” He stated that cold water was still emploved
however, showers were administered in 3 heated room, He stated there was no specific
gutdance on it from Headquarters, and was left to its own discretion in the use
of cold. added there is a cable from documenting the use of
“manipuiation of the environment.” 139 {multiple redactions]

57. By early- to mid-2003, ClA interrogators had intreduced a process to induce cold stress
known as “water dousing,” "“*oéd water bath,” by laying detainees on the ground, and
dousing them with cold v«uer, presumably to be feft wet {m‘ xome time in a cold room."" As
with other uses of cold, it appears the process of “water dousing” was mitially left to
interrogators” discretion, or was used under only ad hoc guidance.

Areviewg s @ oril and May 2003 revealed that
permission from C IC to employ [inter alia, water dousing]. \ubquuent
cables reported the use and duration of the techniques by detainee per interrogation
session. One certified interrogator, noting that water dousing appeared 1o be 8 most
effective technique, requested CTC to confirm guidelines on water dousing. A retun

cable directed that the detainee must be placed on a towel or sheet, may not be placed
naked on the bare cement floor, and lhe azr temperature must exceed 65 degrees if the
detainee will not be dried immediately.'™ [multiple redactions]

1Y Meither the 2002 DOJ OLO analysis of enhanced interrogation techniques, bor the first agency-level guidance,
issued in January 2003, listed cold stress among suthorized interrogation lw i igues, Seze genew{fx QLC
interrogation of al Oneda x)pc'mnve (August §, 2002) (oo discussion of cold stressy, DCF indesrogation
Guidelines {Jan. 28, 2003} (no discussion QRO;d .tx(‘q‘;) The DCT {nterrogation Guidelines (Jan. 28, 2003) did
not list every authorized standard interrogation technig

PO CLA QG Special Raview (May 7, 2004), at para. 185.

HECIA OIG reports “wate ising has been used sinee early 2003 when fficer introduced this technique
to the facility. ., A review from April and May 2003 revealed that scught permission from CTC

¢ empioy speciﬂ\; Lhchmqtsfﬁ for a number of detainges. .. [inclading} water doasing.” [redactions in open
soaree} G214 QIG Specig! Review (May 7, 2004), at para. 187-188. Descriptions of the technique in various ClA
roaterials confirm the practice was meant 1o induce coid stress, See, e.g. (14 OHF Specicl Review (&ay 7, 2004),
at para. 187-188 (describing “water dousing™ with references to conta»ut with cold surfases, water teraperature, and
amblem air tc.mpsraturc) id., at FN 73 (“water dousing™ alse kaewn as “cold water bath™.
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58. By September 2003, the OMS medical guidelines incorporated the practice of “water
dousing” as a “standard interrogation technigue.”'>

59.  The CIA described “water dousing” thus:

The detainee, dressed or undressed, is restrained by shackles and/or interrogators in a
standing, sitting or supine position on the floor, bench, or similar level surface. Potable
water is poured on the detainee from a container or garden hose connected to a water
source... A session can last from 10 minutes (a single application) to an hour (multiple
applications). ... Upon completion of the water dousing session(s), the detainee is
moved to another reom, monitored as needed by a medical officer to guard against
hypothermia, and steps are taken to ensure the detainee is capai}ie of geperating
necessary body heat and maintain normal body functions,”

Presumably, the detainee was “moved to another room™ for warming when the dousing session

cencluded because he was doused in a cold room.

60.  ClA later re~designated “water dousing” an “enhanced interrogation technique,”>

suggesting CIA officers found “water duusmu m,urpomted more “physical or substantial

psvchoif\giﬂa* pressure’” than ilrsi anticipated. ¢ Medical personnel were issued guidelines for
“water dousing” which appeared to allow interrogators to induce hypothermia before medical

persorine! were required 1o intervene.'

61. By September 2003, the OMS medical guidelines also described another form of cold
stress as a “standard interrogation technique,” placing detainees in an “uncomfortably cool

B OMS Guidelines (Sept. 4, 2003), at | {listing “water dousing™ among “standard™ interrogation technigues). See
also GMS Guidelings (May 17, 2004}, &t 9, OMS Guidelines (Dec. 2004), at {0. OMS promulgated medical
guidelines in April 2003 which may have addvessed this practice; this fivst version of the OMS medical guidelines
has not been released to the public. C74 QIG Special Review (May 7, 2004}, at para. 262, According o CIA OIG,
OMS purposefully kept this set of guidelines in “draft” form, per advice of CTC/Legal. id.

3% i 4 Additional Technigues Leiter (March 2, 20045, a1 3

¥ Compare OMS Guidelines Sept 4, . 0(13/ 2t § ((water d(msmg is ctandard technique); with OMS Guidelines
(Mme 17, 2004), a1 7, 11-12¢ er donsing™ is enhanced technigue).

B8 DCT Interrogation Gridelines (dan 28 2003), at 1, 2: “Standard Technigues are echniques that do not

incorporate physical or substantial psychological pressure.. Enhanced Techniguss are techniques that do

incorporate physical or psychological pressure beyond Standard Techniques.” {emphasis in original) /d. (“water
dousing™ is standard technique).

T OMS Guidelines from May 2004 described E':me/tempemu're guidelines for “water dousing’ that were meant
to guard against hypothermia, but the “medical limitation” for “water dousing” was “cessation upan evidense of

hypothermia,” suggesting that medical pc,rsonnei could allow a detainee to develep sympteras of hypothermia
before thev mewcned OMS Guidelines (May 17, 2004}, at 11-12; id, at App. A, 24 {medical imitation for
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environment.” > OMS asserted that “{d]etainecs can safely be placed in uncomfortably cool
environments for varying iengths of time, ranging from hours to days.”'*” Detainees could be
wet or dry, clothed or naked. ¥ OMS medical g guidelines rrom 25}03 accommodated ambient
roonm temperatures helow 64°F, pombi}z even as low as 50°F.'® Other versions of the medical
guidelines set medical limits reguiring a room m which a detainee was stripped of his clothing
to have at least 64°F ambient air temperature., %2 Detainees who were not wet {and presumably
clothed) could be held up to three hour*: in a room with an ambient temperature less than 60°F,
with monitoring for hypwr“hcrmxa ? Wet detainces could be subjected to temperature less than
60°F for some lesser time."

62. By 2004, interrogators were also formally authorized to use a variation on water

dousmg referred to as water pouring, flicking, and tossing (“water PFT”) or some subset
163

thereof.

Water PFT is intended to create a distracting technique, to startle, humiliate, and cause
insult, Water FFT s intended to wear down the detainee physically and
psycholegically, Up to one pint of potable water may be used so long as it is applied in
such a manner as to prevent its inhalation or ingestion, ™

In addition to these physical and psychological effects described by the CIA, water pouring,
flicking, and/or tossing presented a risk of cold stress. " The CIA noted that “the use of water

i

S OMS Guidelines (Sept.4. 2003), at 1 {listing “uncomfortably coo! environment” and “water dousing” among
“standard™ interrogation eehriques). See QMS Guidelines (Sept. 4. 2003}, at 4 ("Detaioges can safely be placed in
an uncomfortably cool environment for varying lengths of time, ranging from hours to days™ )y OMS Guadelines
(May (7, 2004), at 9; OMS Guidelines (Dec. 2004), at 10,

B OMS Gudelines (Sepr 4, 2003), al 4. See aisi QMS Guidelines (May 17, 2004}, st & OMS Guidelines (Dec.
’0() 43, at 10

OMB (,sméeéines from this period provided medical officers with infoonation on “safe’™ temperature ranges
including “when a detainee is wet or unclothed.” Cld QUG Special Revigw {May 7, 2004}, 4t para. 186.

UGS Guidelines (Sept.d, 2003}, at 5 (“At ambient temperatures below 18°C/64°F, detainees should be
meonitored for the development of hypothernda”™); at 4 (providing information about effects of ambient air
temperature of 10°C/50°F when the subject has been exposed for two hours).

2 OMS Guidelines (Dec. 2004), a1 10 (*Medical rationales for limitations on physical pressures ... Strippiog //
LXmE)ient air temperature ab mibiboum 64 F/18 € /7 Below this temperature hypothermia may develop™.

B OMS Guidelines (Dec. 2004}, at 10 (“Medical rationales for Hmitations on physical pressures ...
Uncomfortably cool environment // <3 hours below 60 ¥/16 C, with monitoring for development of hypothermia;
use of water will Rurther limit exposure time /7 ... risk is patient-specific™).

64 ]Lj
5 CIA fnformed OLC in 2004 that it had adopted the use of water dousing and water PET. U4 ddditional
Technigues Letter (March 2, 2004), at 2. OMS Guidelines from December 2004 list “water dousing and tossing™
as one erdanced technique, QMS Ghidelines (Dec. 20041, at 8. In 2088, OLC C"vdh}d od water dousing, and
dtwcm)f’d “flicking” as a variation. OLC Technigues Memo (May 10, 2003), at 10-11, 35,

Cid ddditional Techniques Letier (March 2, 20043, at 3.

yer B(’t*i ()M% and ﬂL(‘ cams w tren water P?‘T as variaticn on watt,

&

OM“; Guidelines (Dec. 1104/, at 8

r dou‘zmo

-~
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0 168

with detainees has proven to be a very effective part of some detainee interrogations.

63, The CIA intentionally used water PFT to startle, distract, or humiliate detainees. % The
startle effect may have served to threaten or suggest more extreme physical viclence,
particularly when the subject had been previously beaten, walled or waterboarded. The CIA
also used water PFT to keep detainees awake during sleep deprivation. " Oine deseription of
water PFT set a limit of “up to one pint” every 15-20 minutes.'”’ Water PFT could lead to cold
stress and possibly hypothermia, particularly for a detainee who was already sleep-deprived
and naked or lightly clothed in a cold room, or made vulnerable by some other
conteraporaneous or previous mistreatment.

172

64.  Cold stress was also a factor with waterboarding.
63. Cold stress can present serious risks:

Exposing a detainee to the cold can have serious health consequences even if the
environmental temaperature is well above freezing. The body is highly regulated to
raaintain core body temperature within a narrow range. Maintenanee of this core
temperature is essential to human survival. Hypothermia can have a number of adverse
physical effects. Even moderate cold exposure can fead to significant shifts from the
peripheral circulation to the body core, slowing heart function (including arrhythmias,

i1, 35 {evaluated “flicking” as 3 variation of dousing).
68 " . ; ey N .
PO Addiionad Techniguies Letter {March 2, 20604}, at 2.
69 . o - ey e .
Tk, ar R}, IPRA described the use of water in SERE training thus:

When ustog this lactie, water is poured, flicked, or tossed on the subject. The water is used a5 &
distracter, to disturb the subject’s focus on the fine of interrogation. When pouring, the subject 5 usuaily
on their knees and the water is poured sfowly over their head. Flicking water is generally directed to the
face and again used fo distract the subject’s attention and focus. Tossing water is more forceful and
should come a5 a surprise; The water is usually directed to the mouth and chin area of the face and care is
used 16 avoid the subject's eyes. {Typical conditions for application: to create a distracting pressure,
startie, © instill hursiliation or cause insult),

APRA Description of Physical Pressures.

“30 CiA ddditionat Technigues Letter (March 2, 2004), &l 2.

YU d a2 {limit Sup to one pint” every 1S-20 minutes for water PFT).

2 Ad teast one deseription of waterboarding notes the water was “cold”. QLC Interrogation Techniques (May 10,
20103), at 13. CIA guidelines for medical officers noted, “Risks {of waterboarding] include ... hypothermia from
water exposure " OMS Guidelines (May 7, 2004),at 25, A detainee on a reduced calorie diet in advance of
waterboarding might face an increased risk of cold stress and hypothermia. QLC fnterrogation Technigues
Combined (May {0, 2005), at 13. The ameunt of water used for water PFT was not necessarily much different
from what could be used in waterboarding, Compare Ci4 ddditional Technigues Letter {March 2, 2004), a1 2
{(limit "up to one pint” every 1520 ranudes for water PFT) with QLC Intercogation of af Qaeda (perative
{(August I, 2002}, at 4 (regarding waterboarding, “the water is usually applied from a caoteen cup or snall
watering can with a spout,’
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ventricular fibrillation and cardiac arrest), gastrointestinal function, and possibly a
decreased resistance to infection. If the body temperature drops below SU°F, there may
be cognitive effects including amnesia. If the body temperature drops below 86°F,
major organs can fail and death can oceur. ...

In addition to immediate effects, hypothermia can result in profonged adverse heaith
consequences. The neurologic effects of hypothermia include mental slowing,
diminished reflexes and eventually flaccid muscle tone. With exposure to temperatures
below 32°C (89.6°F) patients develop amnesia and below 31°C (87.8°F) there may be
loss of consciousness. (citations omitted) ™

Positional and Restraint Abuse

66. A stress position may be an abnormal human position, such as suspension or inversion,
or a normal human position, such as sitting, standing or lying, that a subject is forced to hold
for an abnormal period of time. Stress positions may be bound or unbound, and restraints can
inflict additional pain or injury over time or if misapplied or otherwise manipulated.

67.  1n 2002, the CIA requested and received an opinion from DOJ OLC that its officers
could lawfully subject detainees to stress positions as “enhanced interrogation techniques.™
Over time, the CIA designated at least five different “stress positions’ for use during
interrogation:

«  Sitting stress position. Interrogators were authorized to force a detainee to sit on the
floor for an extended pcrmd nf time with his legs extended straight out in front and his
arms raised above his head.'

= Kneeling, leaning back. Interrogators were authorized to force a detainee to kneel on
the floor for an extended period of time while leaning back at a 45 degree angle.’”

i physicians for Heman Rights and Human Rights First, Leave No Marks: Enhanced interrogation Technigues
Y $ : G

asid f;‘:(’ Kisk of Criminality (August 2007 avadlabie i

salorfumenrishiserstibranydosussnidenaisiswvenesondapd! (accessed 18 January 201 1), at

e’ QL mfe“cgar.mf of al Paeda Operative (ugust 1. 2002}, ai 3, OLC Interrogation Technigues {May 10,
20035}, a1 9. DO OLC and CIA memoranda i 2002, 2004 and 2005 describe an authorized sitiing stress position,
but OMS Guidelines from 2003 and 2004 do not include this g,nsxt on ina list of authorized stress positions,
Compare QLT fnterrogation of af Queda Operstive ddugust 1, 2002}, a3 3 {describing & sitting stress position);
CiA Reguest for Reaffirmation of Legal Principles, at 2 (reforving 1o “sitting and kneeling stress positions”™); QLT
Ipervogation Techniques (May 10, 2005}, at 9 {iists three stress positions, to inciude sitting); with QMS
Guidelines (Sept.4, 2003), at 2 (sitting stress position not listed among others); OMS Guidelines (May 17, 2004),
at7 {sitting stress position mot listed amwng ottwie), MY Guadetingy (Ose. 20043, & 8 (Sitting ress positing my
listesd amony, Gthem).

175
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DOJ OLC attorneys evaluated this position in 2002 and 2005.'7

e Kneeling, leaning forward. CIA adopted another knee!ingﬁosition in which a kneeling
detainee was forced to lean forward at a 45 degree angle.'” DOJ OLC attorneys

apparently did #not evaluate this position in 2002 or 2005.17¢

o “Wall standing,” leaning weight on fingers on wall. Interrogators were authorized to
force a detainee to lean against a wall and support his weight with his outstretched arms
and fingertips. He would not be permitted to move or reposition his hands or feet for an
extended period of time.'”

e “Forchead leaning,” leaning weight on forehead on wall. Interrogators were authorized
to force a detainee to lean against a wall and support his weight with his forehead. His

3 « . . N 0

head and neck would support his body weight for an extended period of time.'®

e A third vertical/leaning position. In 2004, CIA notified OLC that it had added to its list
of approved interrogation technigues “two standing stress positions involving the
detainee leaning against the wall.”"*! One of these appears to have been the “forchead
leaning” position described above; the other was likely a third vertical/leaning positicn
not described elsewhere in open sources. '

68.  The CIA authorized other forms of positioning and/or restraint during interrogation and
at other times. These include, infer alia:

e Shackling in upright, sitting or horizontal position to enforce sleep deprivation.

' In 2002 and 2005, DOJ OLC described a kneeling stress position in which detainees were forced to lean back.
OMS Guidelines from 2003 and 2004 described a kneeling stress position in which detainees were forced to lean
forward or back. Compare OLC Interrogation of al Qaeda Operative (August I, 2002), at 3 (“kneeling on floor
while leaning back™); OLC Interrogation Technigues (May 10, 2005), at 9 {stress positions include on knees, body
slanted backward); with QMS Guidelines (Sept.4, 2003), at 2 (body slanted forward or backward); OMS
Guidelines (May 17, 2004), at 7 (body slanted forward or backward); OMS Guidelines (Dec. 2004}, at 8 (body
sianted forward or backward).

177 Id

'8 See OLC Interrogation of al Qaeda Operative (August 1, 2002), at 3 (“kneeling on floor while leaning back”);
OLC Interrogation Technigues (May 10, 2005), at 9 (stress positions include on knees, body slanted backward).
" See, e.g., QLC Interrogation of al Qaeda Operative (August 1, 2002), at 3 (discussing “wall standing”).

180 See OMS Guidelines (Sept.4, 2003), at 2 (listing “stress positions”, 1o include “leaning with forehead on wall”,
but not “wall standing”, among “enhanced measures”); OMS Guidelines (Dec. 2004), at 8; OLC Interrogation
Techniques (May 10, 2005), at 9.

! See Cid Request for Reaffirmation of Legal Principles. “{1]n addition to the sitting and kneeling stress
positions discussed earlier with OLC, the Agency has added 1o its list of approved interrogation techniques two
standing stress positions involving the detaisee leaning againsta wall” £, at 2.

2103 OLC had aiready addressed “wall standing™ when this memo, advising the OLC of “new” techniques
adopted by the CIA, was writteh, OLC Interrogation of al (Jaeda Operative (August I, 2002), at 3.
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Interrogators were authorized to bind a detainee in at feast three different positions
ancomfortabl le enough to keep him awake for days at a time in order to enforce sleep
deprivation.® > Such restraint was cons,xdered “standard™ for perinds of two to three
days, and “enhanced” for longer periods.'™ Shackling may have inflicted additional
pain or injury if, for e\ampk, restraint was prolonged or shackles were misapplied or
otherwise manipulated. 8 Shackling so affected detainees subjected to sleep
deprivation that, in lieu of releasing the detainee from shackles so he might defecate
into a bucket or latrine, CIA officers put detainees in adult diapers.'™ In Heu of
releasing one or both of the detainee’s hands from shackles so he might feed himself,
CIA officers mighs feed him by hand as he stocd, sat or lay in shackles.'"

& “Facial hold” mteuaganon technique. Interrogators could immaobihize a detainee’s head
by grabbing his face.” " SERE contragtm/ps/uho30513& would have understood this
technique as a tool to “threaten or intimidate via invasion of personal space, instill fear
and apprehension... and punish....”. "* When used for CIA interrogation, the maneuver
involved physical and/or substantial psychological pressure and was therefore

83 See, e.g., DLC Interragation Techniques (May 10, 2003}, at |

"Ry late 2(}(12 the CIA considered sleep deprivation ap to 72 hous\ at & time a “standard irserrogation
technique;” periods greater than 72 hours were considered an “enhanced interrogation technigue.” C14 OIG
Special Review (May 7, 2004), at FN 43, By late December 2003, CI1A had re-designatéd sleep deprivation
exceeding 48 hours at a time an “enbanced interrogation technique.” CI4 OIG Special Review (May 7. 2004, at
FM 34,

' See, v.g., Cl4 OIG Special Review (May 7, 2004}, at para, 98 (“A CTC manager ... atiributed the abrasions on
al-Nashiri's ankles 10 an Agency officer ucc;ce"tam stepping on Al-Nashiri’s shackies while repositioning him
into a stress position™);, CGALS Guidelines {Sepi 4, 2003}, at 5 (“Shackling in non-stressful positions requires only
monitoring for the development of pressure sores with appropriate treatmeni and adjustment of the shackles as
required™y; OMS Guidelings (May 17, 2004), at 12; QOMS Guidelines (Dec. 2004), at 14,

180 D: apers were also a m(*anc- by which a detainee could be humiliated. OPR Report {July 29, 2009). at 36 (“The
subject is forced to wear aduit dlapex s and is denied access to toiles facilities for an extended period in order to
humiliate hisn.™). In 2003, CIA asserted to OLC that “diapers are used solely for sanitary and health reasons and
not in order to humiliate the detainee.” OLC Interr ogation Technigues anmd CIDT (May 30, 2003), at 13. However,
in the same document, CIA stated that diapers were necessary because “'eiea‘sing a detainee from shackles would
present a security problem and would interfere with the effectiveness of the {slep deprivation] technique.” OLC
latervagation Techniques and CIBT (May 30, 2005), et 13.

87 e understand that a detainee undergoing sleep deprivation is generally *ed by hand by CIA persorne! so that
he need not be unshackled.” OLC Interrogation 1 >/§emques {May 10, 2005}, at 12,

W See OLC Inierroga iori of al Qaeda Operaitve (August 1, 2002}, at 3 (*One open paim is placed on either side
of the individual’s . The fingertips are kept well away from the individual’s eyes.™). See also LTI
Interrogation Cnude!mee tlan. 28, 2003), at 2 (listing “the facial hold” among “enhanced techniques™); €74

“Legal Principles” (2003}, at 3 (condonmg use of “the facial hold)”); CMS Guidelines (Sepi. 4, 2003), at ]
{hsting “facial hold™ amoeng “enhanced measures™); QMS Guidelines (May 17, 2004), at 7 (listing “facial bold”
3rzm‘g “enhanced measures™y; (MS Guidelines (Dec. 2004), at 8 (Histing “facial hold™), OLL Interrogation

: ecmnqu My 1 &, ?udﬁ), at 8
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considered an “enhanced interrogation technique.” ™ It also presented another
opportunity for forceful psychical contact, as described above,

e “Attention grasp” interrogation technique. An interrogator would snatch the detainee
toward himself with both hands in a move which, if repeated rapidly, would constitute
. 1] e s . . . ; P L
shaking.'” The interrogator may have grabbed the detainee’s collar or some other form

1 e 192 ; : e p
of neck support,””™ SERE contractor/psychologists would have understood this
technigue as a tool “to startle, to instill fear, apprehension, and humiliation or cause
. 5 19 ~T & ¢ . . . ;
insult.” " When used for CIA interrogation, the maneuver involved physical andfor
substantial psychological pressure and was therefore considered an “enhanced
interrogation technique.”'™ It also presented another opportunity for forceful psychical
contact, as described above.

e Interrogators were authorized to subject detainees to “cramped confinement” by forcing
them into “a confined space, the dimensions of which restrict the individual’s
movement” for extended periods.'” DOJ OLC understood the “confinement boxes”
restricted the subject’s movement and were therefore “physically uncomfortable. '
CIA planned to use multiply the effects of close confinement by exploiting a detainee’s
personal psychological phobias whilst confined. 97

¢ Interrogators also bound detainees in order to manhandle or immobilize them for the
apphication of “enhanced™ techniques other thao sieeg deprivation. Interrogators used
shackles to immobilize detainges for water dousing. ™ Interrogators used a form of a
neck collar to throw a detainee into a wall for “walling;” DOJ OLC attorneys noted in
2005 that this “walling” collar can cause pain and irritation.'™ Interrogators may also

90 DT Imerrogation Guidelings flan. 28, 2003}, at 1-2.

UOLC interrogation of of (aeds Operative (dugust 1, 2002), at 2 (“The attention grasp consists of grasping the
individual with both hands, one hand on each side of the collar apening, in a controlled and quick motion. In the
same motion as the grasp, the individual (s drawn toward the interrogator.”). See also OLC Interrogation
Techpiques (May 10, 20033, at &, Neither memo describes fimits on repeated “attention grasp” motions.

P2 OMS Guidelines (Sept 4. 2003}, at 2 {neck support required for most attention grasps); QLC faferrogation
Technigues (May 10, 2003), at &, OMS Guidelines (Dec. 2004), at 9,

153 S .

7 JPRA Descripiion of Physical Pressures.

P DT Interrogation Guidelines {Jan. 28, 2003), at 1-2.

N DL Interrogation of al Quaeda Operative {August 1, 2002), at 2.

S 1d, at 10,

197 — . e . 5 ~ . . . e
Y74, al 3 (“You waould Jike to place Zubaydab in a cramped confinement box with an insect. You have informed
us that he appears to have a fear of insects. .7} id., at 14 {*In addition to using the confinement box along, you
also would fike to introduce an insest inte one of the boxes with Zubaydah.™),

B8 14 Additional Techsigues Letter (Mareh 2, 2004}, at 3. “The detainee, dressed or undressed, is restrained by
shackles and/or interrogators in a standing, siting or supine position on the flooy, benad, or similay fevel

S}zrfacc, ST,

B OLC interrogation
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have used a form of collar for some aitention grasps.”® A detainee bound io a

waterboard presumably would have been secured tightly enough to immobilize him
. . . . . . R et

during inversion, struggle, or involuntary, instinctive movements. o

¢ Interrogators also used shackling as an interrogation technique in its own right.
Interrogators were authorized to shackle detainees in various positions as a “standard”
interrogation technique, which did not require advance approval from CIA
headquarters.”™ Shackling may have inflicted pain or injury if, for example, restraint
was prolonged or shackles were misapplied or otherwise manipulated.” Open source
materials that describe medical imitations for shackling are heavily redacted.*

s CIA officers also used shackling to “evhance sechj)ity in all aspects of detaines
management and movemenis” i covert facilities.”” This included such activities, for
N M N 4 3 " (23 ”AO' £ M 207
example, as inter- or intra-facility transfer; “hard take-down;”*™ forced grooming;

3 QS Guidelines (Sept 4. 2003}, at 2 (neck support requived for most attention graspsy, QL Interrogaiion
Techniques (May [0, 2003}, at 8; QMS Grdehnes (Dec. 2004), at 9.
U See, e.p., QLU Intervogation of al Qaeda Operative {August 1, 2002), at 3 (“the individual is bound securely to
an incfined bench™);, CLC [nierrogation Technigues (May 10, 2003), at 14 {*If the detainee isnot breathing fresly
after the cloth is removed from his face, he is immediately moved to 3 vertical position in order © ¢lear the water
from his nose, mouth, and nasopharynx. The gurney used for administering this technique is specially designed so
that this can beaccomplished very guickly if necessary.”). For information about involuntary movements
assoviated with the Instinctive Drowning Response, sse Mario Vittone and Francesco A, Pia, Ph.D, “*It Doesn’t
Look Like They 're Drowsing: ' How To Recogrze the Instinctive Drowning Respense " in Qin Scene: The Journal
of U. 8. Coast Guard Search and Rescue (Fall 2006) COMDTPUR P161004 available af
e aresoai e i e 30 US oo AN N aliBA N (st secessed Janvary 4, 201 1),

¥ DOJ OLC memoranda describe shackiing as fncidental to sleep deprivagion, but OMS Guidelines from 2003
and 2004 refer to shackling as a discrete interrogation technique, See OMS Guidelines (Sepi4, 2003}, st 1, 5-7;
QMS Guidelines (May 17, 2004), at 7, 12~13; OMS Guidelines {Dec. 2004), at 8, 14,
0 See, e.g, CI4 OIG Special Review {May 7, 2004), at para, 98. (“A C'TC manager ... attributed the abrasions on
Al-Washiri’s ankles to an Ageocy officer accidentally stepping on Al-Nashiri's shackles while repositioning him
it a styess position.”™).
8 Sew, e.g, QMS Guidelines (Dec. 2004), at 14~13 {of more than a page and half of text describing shackling
during interrngations, only three sentences are unredacied).
3 Standard Conditions of CLA Detention (pre-Dec. 19, 2005}, a 3, OLC Conditions of Confinement and
Common Article 3 (Aug. 31, 2006), at 11-12; OLC Conditions of Confinement and DTA4 {dug. 31, 3006}, at 6, 23«
24; Standard Conditions of Cid Detention (pre-Oct. 27, 2006), at 1, 3-4. Because deainees were held in covert
facilities where “special security measures [were] used inside the facilities to make up for the buildings’
archiiectural shortcomings,” shackling may have been more extensively used than in typical U.S. prison
sttuations. QL Conditions of Confinement and Common driicle 3 (dug. 34, 2006), at 2-3,
* The CIA O1G heard reporis of frequent use of the *hard take-down™ in which ClA personnel would physically
subdue and restrain a detainee with more thar the minbmum amount of necessary force. See generally Cl4 OFG
Special Review (May 7, 2004}, at para. 190-192. In the public version of this document, para. 190 is rodacted 1o its
entirety.
W7 OLT Conditions of Confirement and DTA (Aug. 31, 2006}, at 4 {detainee shackled to chair during forced
grooming)
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. N P . 2 . X qe . .
and security during mwrrogatxon,“{}g It is not clear how policy or practice operated in
such a tense environment and in such a variety of applications to ensure CIA officers
did not misapply or otherwise maunipulate shackles.

69.  The CIA seems to have managed the use of stress positions as authorized “enhanced
terrogation techniques™ with limited regard for differences between the actual positions
themselves. The SERE contractor/psychologists hkely understaod “stress positions™ as
encompassing “any number of uncomfortable physical positions. =3 1 2002, OLC opined the
legality of three stress positions, but recognized a variety might be used. 0 The (‘M first
agency-level guidance for interrogators did not limit approval to specific positions. 1A
medical guidance from 2003 and 2004 does not appear to offer much guidance on use of
specific stress po:xlmns. other than to {ist them amoung approved techniquesz’z and refer to
JPRA materials.”™ Even though “wall standing” was specifically approved as a stress position
by OLC and the DCI in 2002 and 2003, the CIA’s medical guidelines apparently did not
address its use until late 2004, Sxmllariv even though OLC did not address the
kneeling/leaning forward stress position in either the 2002 or 2005 memoranda, CIA listed the

W cpp o o : , : . e G it < i inee i
N SERE Contracior/Fsychologist Business Pian, at 16 {shackling “for sccurity reasons”™ while a detainee is

standing).
P IPRA Description of Physical Pressures (regarding “stress positions™ “Note: there are any number of
uncomfortable physical positions that can be used and considered in this category.™}
% In addition to “wall standing,” OLC described two stress positions among a “variety.” QLC Interrogation of of
Qaeda Cperarive (Augnsc‘ 1, 2002), at 3 (“A varicty of stress positions mw be used ... Two particular stress
positions are likely to be used o Zubaydah...”; separately approves use of ® a%! stanumg s
B Inteseogation Guidetines {Jan. 28, 2003}, at 2 (listing unspeci fw ess pasitions™ and “wall standing™
armong “enhanced techniques™).
2 Ser OMS Guidelines (Sept.4, 2003), at 2 (listing three “stress positions™: kneeling, leaning forward; kneeling,
leaning back; forehead mmrg,) QMS Gu:delmes (May 17, 2004}, at 7 (listing sane three “stress positions™);
OMS Guidelines fDee. 2004}, at § {listing four “stress *\osm(‘rr”, sarne three plus wall standing). These
documents do aot appear to discuss redical guidelines for use of these positions; however, public versions of th
OMS Guidslines are redacted, and there is a possibility this material was omtted in this public rejease.
W OME Gridelines (Dec, 2004), at 30, cites “PREAL Operating Instructions” as the reference for “medical
rationales for limitations” on “stress positions™. This probably refersto a May 7, 2002 SERE training manusal cited
in at least one 2005 OLC memorandum. See OLC interrogation Technigues and CIDT {May 30, 2005} at 14
(citing Pre-Academic Laboratory (PREALY Operating Instructions (PREAL Manual}). See also OPR Report {July
26, 20083, at 34 (referring o *a May 7, 2002 SERE vaming roacual, “Pre-4caderic Laboratory (PREAL)
Operating Insteuctions™ i (OLC's files included a copy of the PREAL Manual bat aw indication of how or
wier it was oblained.™).
14 wwalf standing” was addressed in sore nyaterials as a diserete “enhanced interrogation teehnique,” addressed
in other materials as a variation of a “stress position”, and omitted from lists of techniques in other materials. See
OLC Interrogation of al Queda Operative (August I, 2002), at 3 (discussing *wall standing™); DO {nterrogation
C uidelines {Jan. 28, 2003}, at 2 {approving “wall standing™); (04 “Legal Principles” (2003), at 3 (condoning use
of “wall standing™); OMS Gradelines (Sept.4, 2003}, at 2 (“wall standing” neither listed as technigue nor described
among “atress pD~i€le)s”)‘ OMS Guidelines (May 17, 2003} a8 7 ol stending” neither Hsted as fechnigue tor
cis;\%cri'%d among “stress posmum W OLC T evagatson ?Ivfmzques {May 10, 20 i, al 94 th‘ng “wall
standing” 3 y 2 AN ; it
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position in 2003 and 2004 medical guidancc.215

70.  The CIA publicly acknowledges that interrogators torced at least one named detainee to
kneel on the floor while leaning back at a 45-degree angle. >'® The CIA OIG investigated an
allegation that he was further abused in this position in 2002:

OIG received reports that interrogation team members emploved potentially injurious
stress positions on Al-Nashiri. Al-Nashirt was required to kneel on the floor and lean
back. On at least one occasion, an Agency officer reportedly pushed Al-Nashiri
backward while he was in this stress pe.):»;iti(m.m7

71. The CIA QIG also investigated allegations that CIA personnel suspended the same
detainee by his arms, in a position resembling the Simppaa’o:‘'8

On another occasion said he had to intercede after T
| expressed concern that Al-Nashiri’s arms might be dislocated from his
shoulders. explained that, at the time, the interrogators were attempting to
put Al-Nashiri in a standing stress position. Al-Nashiri was reportedly lifted off the
floor by his arms while his arms were bound behind his back with a belt. [multiple
redactions]219

The interviewee appeared to have understood this incident as interrogators’ misguided
A N . 220
“attempt” to vary an approved position.”™

72. In 2002, when evaluating the “legality” of using “siress positions™ as an interrogation
technigue, the DOJ OLC failed to evaluate, inter alia, how prisoners would be forced to

23 Eor example, QLC did not address kneeling/ leaning forward stress position in 2002 or 2005 memos that are
publicly available; yet this stress position is listed in three versions of OMS Guidehnes. Compare OMS
Guidelines (Sept.4, 2003}, at 2; OMS Guidelines (May 17, 2004), at 7, OMS Guidelines (Dec. 2004), at 8, with
OLC Inferrogation-of al Qaeda Operative (August 1, 2002), at 3 (describing stress positions); OLC [nterrogation
Technigues (Mayv 10, 2005}, at 9 (“There are three stress positions that may be used... {2) kneeling on the floor
while leaning back at a 45 degree angle...”). OLC did not address “forehead leaning” in 2002, vet this stress
position is described in three versions of OMS Guidelines. Compare OMS Guidelines (Sept.4, 2003, at 2; OMS
Guidelines (May 17, 2004), at 7, OMS Guidelines (Dec. 2004), at 8, with OLC [nterrogation of al Qaeda
Operative (August 1, 2002), at 3 (describing stress positions).

¥ CIA OIG Special Review (May 7, 2004), at para. 97,

27 fd. The OIG did not reach an authoritative determination of the facts of these allegations. /d., at para, 90.

% The CIA OIG did not characterize the technique as the strappado, a technique found among the “great tradition
of restraint tortures,” but the resemblance is striking. See generally DARIUS REJALL TORTURE AND DIEMOCRACY
(2007), at 295-296.

29C14 OIG Special Review (May 7, 2004), at para. 97. The CIA OIG did not reach an authoritative determination
of the facts of these allegations. C14 OIG Special Review (May 7, 2004), a1 paea. 90.

e [redacted] explained that, at the time, the interrogators were attempting to put Al-Nashiri in a
standing stress pasition.” (14 OIG- ! Review (May 7, 2004), at para. 97.

o Page 76
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maintain stress positions, specifically whether detainess would be shackled, threatened, or
beaten by the interrogators.”' Based on this and other faitings, the DOJ OPR subsequently
determined the DOJ OLC’s conclusion that the use of stress positions would not result in
severe physical pain or suffering was “not based on thorough, objective, and candid analysis of
the issues.”

73, ClA officers maintained that stress positions that did not invelve contortion would not
cause physical discomfort more severe than musele fatigue, and that a detainee in the RDI
program would “fall out” of a stress position from muscle fatigue before he experienced severe
pain or suffering.”” DOJ OLC accepted the CIA’s emphasis on this as the key limiting factor
in the use of stress position interrogation technigues.™

74. These assumptions, however, belie the CIA s own practice. Detainees were physically
unable to “fall out” of a position when bound, such as for sleep deprivation. Furthermore, the
CIA routinely used the threat of walling to induce detainees to hold stress positions;

{Hnterrogators would tell an HVD in a stress position that he (HVD) is going back to
the walling wall (for walling) if he fails to hold the stress position until told otherwise
v the {interrogator]. This places additional stress en the HVD who typically will ry
hold the stress position for as Jong as possible to avoid the walling wall. T

—

[redacted] interrogators will remind the HVD that he
responsible for this treatment and can stop it at any time by cooperating with the
REN

interrogators.™

75.  An historical understanding of the power of positional abuse is described in publicly-
available CIA research from the Cold War.

Another [form of pressurel which is widely used [by the Soviet KGB during

2 See generally OLC Intervogation of al Qaeda Operative (August 1, 2002,

ZEOPR Report (July 29, 2009), at 236-7.

14 Background Paper on Combined Technigues (2004), al 8 {“Stress positions ... are usually seif-limiting in
that temporary muscie fatigue usually leads to the HVD being unable to maintain the stress position afier a period
of time.™). 1t is not clear whether “{alling out™ describes a detatnee who relaxes his nuscles to shift position (Gf
uahound) or who falls unconssious.

25 1d. See, e.g, OLC Interragation Technigues {May 10, 2003), at 34:

As with wall standing we understand that duration of the technique is seff-limited by the individual
dedainea’s ability to susiain the position; thus, the short duration of the discomiort means that this
technigue would not be expected © cause, and could not reasonably be considered specifically intended
1o cause, severe physical suffering,

228

r an Combined Technigues {01

Page 77

Attachmant N
Page 77 of 142
Filed with TJ Appeliate Exhibit 013G (AAA)

18 May 2012 UNCLASSIFIED/FOR PUBLIC RELEASE Page 195 ¢ 312



UNCLASSIFIED//FOR PUBLIC RELEASE

interrogations] is that of regquiring the prisoner to stand throughout the interrogation
session or to maintain some other physical position which becomes painful. This, like
of features of the KGR procedure, is a form of physical torture, in spite of the fact that
the prisoners and KGB officers alike do not ordinarily percetve it as such. Any fixed
position which is maintained over a long gnnod of time ultimately produces
excruciating pain. (emphasis in original)®

In addition to the physiclogical effects, this type of torture creates a psychological
contlict. When the prisoner is required to stand in one position, there is often
engendered within him an nitial determination to “stick it out™, [sic] This internal act
of resistance provides a feeling of moral superiority, at first. As time passes and the
pain mounts, the individual becomes aware that, to some degree, it is his own original
determination to resist that is causing the continuance of pain. There develops a conflict
within the individual between his moral determination and his desire to collapse and
discontinue the pain. It is this extra internal confliet, in addition to the conflict over
whether or not to give in to the demands made of him, that tends to make this method
of torture so effective in the breakdown of the individual.™’

76.  The CIA recognized the psychological impact of “self-induced” pain and suffering on
someone who “chooses” ta hold a position rather than face a supposed punishment, as well as
the power of the abuse to serve as a threat:

| Wihereas pain inflicted on a person from outside himself may actually focus or
intensify his will to resist, his resistance is likelier to be sapped by pain which he seems
1o inflict on himself... The imroediate source of pain is not the interrogator but the

ictint himself, .. As long as the subject remains standing, he 1s attributing to his captor
the power to do somethma worse 10 him, but there is actually no showdown of the
interrogator to do 50.°

This understanding was consistent with the use of stress positions in SERE training to
“demonstrate self-imposed pressure.”™>

26 1957 Communist Control Technigues, at 37-38. The CIA commissioned this report in the 1950s to deseribe
technigues used by the Soviet KGR during interrogations.

B rd, 4t 37-38. See also Rraimwashing {1958) at 75 (*The prisaner may he tortured by being foreed to stand in
one spot for several hours or assume saeme other pain-indacing position...”™). This 1956 CIA study was forwarded
by then~-CIA Director Alien Dulles to FBI Director 1. Edgar Hoover, DCI Dulles wrote, “1 fee! you will find {this
study] well worth your personal attention. It represents the thinking of feading psychologists, psychiatrists and
mtei-‘g,em.e specialists... 1 believe the study reflects a synthesis of majority expert opinien.” Id., at cover Jetter.
P KUBARK, al 94 citing Biderman, Albert ., “Communist attempts to Elicit False Confession from Adr Force
Prisorers of War™, Bull letin of the Nt‘s York i\cadpmy of Medicing, September 1957, Veol. 33.

s
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According to medical experts:

Stress positions result in a number of physical effects that can be long lasting or even
permanent, such as nerve, joint and circulatory damage. These effects are relevant 1o
the determination of whether such positions constitute “torture” or “cruel or inhuman
treatment.”. .. [Plrolonged standing may result in blood clots in the legs (deep vein
thrombosis) which may subsequently travel to the lungs as pulmonary embolism.
Pulmonary embolism can be fatal, and the risk is increased when immobility follows
blunt trauma... In addition to circulatory effects, prolonged standing can result in
musculoskeletal (muscle and joint) foot and back pain, and can result in damage to
peripheral nerves. Such nerve damage can result in decreased motor sensation, and
decregse tho ability of an mdividual to feel warmth, cold, or vibrations. {citations
csmmed)

Iselation and “Disappearance”

' i &y 3 - § 23
78. Detainees were “isolated from the outside world and from one another.”"’

79. Detainees were held in “solitary confinement in which they [were] unable to see or talk
with other detainees.”®* Typical confinement was described thus by OLC in 2006, at which
point several detainees had been held by the CIA for as long as four years before their transfer
to Guantdnamo:

The detainee is iselated from companions of his choosing, confined to his cell for much
of each day, under constant surveillance, and is never pemnm:d a moment 1o rest in the
darkness and privacy that most people seek during sleep.™

274
34

80.  Isolation was a “standard interrogation technique,” ** one of the “ pressures” used by
the CIA “in a comprehensive, systematic, and cumulative manner” to “create a state of fearned

29 physicians for Human Rights and Human Rights First, Leave No Marks: Enhanced Interrogation Technigues

and the Risk of Criminality (August 2 007) avaz ai;!e a

gndobesiaiandebunrnishisnmibog

1l

BV OLC Conditions of Confinement and Common Article 3 (Aug. 31, 2006), at 7, 9. See afse OLC Conditions of

Confinemeni and DT4 {dug. 31, 2006}, at 4-5.

232 jd

3 OLC Conditions of Confinement and Commaon drticle 3 (dug. 31, 2006}, at 13. A detainse may of xay not

have been held in hisown cell during periods of interrogation. See, e.g., T4 GIG Special Review (May 7, 2004},

af para. 191 {referring to"the sleep deprivation o™,

BYDCH Interrogation Guideiines (Jan. 28, 3003, &t 1y SERE Contractor/Pyychologist Business Plan, at 13; Cls
uevm Prrm,,p'z s 20037, OMS Guidelines (Sept 4. 2003}, at 1, QMS Guidelines (May 17, 2004}, at 7; OMS

3

yosnceuksandi {accessed 18 January 2011), at

PRGN N
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helplessness and dependence” in detainees.”’

place to regulate the use or overuse of isolation in the CIA program. Open source materials do
not show that DOJ OLC evaluated iselation as an interrogation technique, nor what its effect
might be when used in conjunction with cther interrogation techniques.”® OMS medical
guidelines listed isoiatmn as a “standard interrogation technique” thh what arpears to be litile

It is not clear what limits or safegoards were in

to no discussion,””’ and described medical limitations on isolation as “none.’ 3

gl. As fate as mid-2003, an awompanymo “standard interrogation technique” was
“deprivation of reading material.” 2% Sucha deprivation would almost certainly have
significantly enhanced *isolation” as a tool for inducing learned heipiessmesq and dependence,
and accelerated the debilitating effects of a denial of intellectual stimulation.™ By mid-2003,
CIA did not include “dc:p*waimn of reading matcrml as a discrete entry on a list of
interrogation techniques given to medical persennel. ™' In 2006, DOJ OLC described the
provision of reading material and other forms of intellectual stimulation to detainees as a
positive effort on the part of the CIA to mitigate the debilitating effects of their isolation.” #2
82.  In addition to a “standard interrogation technique,” isolation used as a standard
condition of confinement. In 2005, the ClA asked DOJ QLC to evaloate the lawfulness of
isolation as a Sldnddrd condition of confinement, used to prevent “the coordination of attacks
on facility personnel or false stories among co-conspirators.”** When DOJ OLC determined
this use of isolation complied with Common Article 3 of the Geneva Conventions and the
Detainee Treatment Act of 2005 as used in 2006, NOT attorneys took special note of two

35 O Backg/o rind Paper an Combined Technigues (2004}, at 1. Discussed supr

B See e generaltly OLC {nterrogation of al Qaeda Operative (fugust 1, 2002); OLC Iaterrogation Technigues
(May 10, 2063}, QLC Intesrogation Technigues Combined (3ay 180, 20051 OLC Interrogation Techrugues and
CIOT (May 30, 2003).

BT OMS Guidelines (Seprd, 2003}, at 1, QMS Guidelines (May I7, 2004), at 7; OMS Guidelinex (Dec. 2004}, at 8.
h I possible {solation was discussed in text redacted from the puwch/ released documents.

Y OMS Guidelines (Dec. 2004}, av 28, “Rationale for Hmitation™ was “methodology used in SERE, prisoa
settings.” /d. These guidelines cite an additional reference for use by medical personnel, but the titde is redacted.
i
B pet Interrogation Guidelines (Jan. 28, 2003), at 1; SERE Contractor/Psychologisi Business Plan, at 15; CI4
“Legal Principles " (2003), '

#01n 2006, DO OLC describes the provision of reading material and other forms of inteliectual stimuiation io
detainees as a positive effort on the part of the CIA to rnitig,au: the debilitating effects of their isolation. See QLC

Conditions of Confinement and Common Article 3 (dug 31, 2000), at 7, OLC Conditions of Confinement and

DT4 (Aug. 31, 2006}, at 5. “The CIA takes reasonable steps to mitigate the psychological strain of isolation
through  {redacted] and other diversions in the form of books, musie, videos, and games, short of

interactions with their co-combatants.” OLC Coaditions of Cenfinement and Cammaon Article 3 (dug. 31, 2006), at
§3-14,
yf OMS Guidelines (Sprd, 2003), at |, QMS Guidelines {May 17, 2004), at 7 OMS Guidelinex (Dec. 2004), &t 8.
M2 Seq QLT Conditions of € r)zj:,'me.rnen{ and Common Ariicle 3 (4ug. 31, 2006}, at 7, OLC Conditions of
Confinament and RTA (dug. 3, 2008}, at 5.
23 OLL Lorm’r ivns of Confinement war! (‘ omimen Arie [c ? 4:{3, 5’ 1 006;‘ at 9. See wlso OLC Conditions of

- > o0 19‘ 7
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factors: detainges were allowed intéllectual stimulation in the form of books, music, movies,
. . 234 y . . . R ep it .

and other diversions; © and that this particular use of isolation was “tailored to security and

intelligence purposes —that is, preventing the coordination of attacks on facility personnel or

2245

false stories among eo-conspirators.” These factors distingnish CIA’s use of isolation as a

condition of confinement in 2008 from isolation as a standard interrogation technigue in 2002,
1 246

2003, and beyond. "™

“special secunty measures [were] used

£ 2' 7
* 7 Insofar as
248

83. Detainees were held i covert facilities where
inside the facilities to make up for the buildings’ architectural shortcomings.
detention conditions were not required to conform to “11.S. prison or other standards,
isolation as a general condition of confinement likely exceeded than found in U.S. prison
situations. It is possible that a detainee was held in isolation for years in CIA custody.

84. Detainees were also apparently subjected to constant surveillance over years of |
detention. “[Elach detention cell has full-time closed-circuit video monitoring...”. A
detainee may have gone years without any privacy. “By keeping the facilities under constant
tHumination and closed-circuit surveillance, the CIA is attempting to do with technology what

. v agees . .. 250
other detention facilities do with architecture or manpower,”"

83, Isolation without the inteliectual stimulation of peer-to-peer interaction can be
extremely debilitating, with long-term consequences. According to Physicians for Human
Rights:

Studies have identified anxiety, depression, higher measures of anger, and low self-
esteem as significant negative consequences of isolation among patients in clinical
settings. For persons in prolonged and profound solitary confinement in a prison

284 oy

ne CFA takes reasonable steps to mitigate the psychological strain of isolation through
[redacted] and other diversions (n the form of books, music, videos, and games, short of interactions with their eo-
combatants.”™ OLC Condiiions of Confingmeni and Common Article 3 {dug. 31, 2006), a1 13-14. OLC did not
conclude that such nieasures were necessary to satisfy common Article 3, “but they do provide significant comfort
that the CI1A s detentjon condition does not approach commen Article 3 limits.” id., at 7.
2 1d,at 8. DOJ OLC viewed this facior a3 “important.™
5 10 OLC also favorably noted other measures taken by the ClA to mitigate the long-term effects of isofation,
te include the provision of routine psychological examination. QLE Conditions of Confinement and Commaon
Articie 3 (dng. 31, 20066}, at 7. 1t is not clear how effective such examinations would have been, given the CIA’s
particular standards for detainee roedical ireatment (1.e., best interests of the patient subordinate to the
interrogation raission, as desoribed above).
B QLEC Conditions of Confinemerni and Common Article 3 {dug. 31, 2008}, at 2-3.
H The CiA Inspecior General (IG) noted this fact in 2004 1t is not slear i the 1G considered “other dandards™ to
include those for pre-trial deteation for persens charged with a crime or for priseners of war, CFI4 QG Speciat
Review (May 7, 2004), at para. 59, citing DT Confinement Gradelines (Jan. 28, 2003).
QLT Interrogation. Techrigues (May JO, 2005), 2t 7. See afsy i, at 11 (“You have assured ug [OLC] that
detainees ars constantly monttored by closed-circait elevision., ")k

' OLC Conditians of '
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environment, the symptoms associated with sensory deprivation are equally, if not
more, destructive than the symptoms exhibited by patients in clinical settings.

People who are exposed to isolation for the first time develop a group of symptoms that
include “bewilderment, anxiety, frustration, dejection, boredom, obsessive thoughts or
ruminations, depression, and, in some cases, hallucination.” Consistently, longitudinal
studies { research that follows subjects for a specific pertod of time) bave found
significantly higher risk for developing psychiatric disorders such as depression and
adjustment disorders among solitary confinement prisoners compared to non-solitary
confinement prisoners.

Prolonged isolation has been demonstrated to result in increased stress, abnormal
neuroendocrine function, changes in blood pressure and inflammatory stress responses.
Social isolation has been associated with higher risk of death from widely varvmg
causes. For example, reports indicate the suicide rates in Texas and (,ahferma prisons
are on the rise, with the majority occurring among inmates in solitary confinement.

Findings from clinical research performed by prominent psychologists such as Dr.
Stuart Grassian and Dr. Craig Haney, highlight the destructive impact of solitary
confinement. Effects include depression, anxiety, difficulties with concentration and
memory, hy per&,ensmvnv to external stimuli, hallucinations and perceptual distortions,
pamqoxm suicidal thoughts and behavior, and problems with impulse control. {citations
omittedy”’

g6. Isolation prevents detainees from bonding with equals and mutually identifying with
other abused detainees, and encourages traumatic bonding with the people responsible for their
abusive treatment (captors and interrogators).” Such bonding would have been in accordance
with the CIA’s goal of transitioning each detainee into a state of leamned helplessness and
dependence.

1 Physicians for Human Rights and Human Rights First, Leave No Marks: Enkanced Interrogation Technigues

and the Risk of Criminalicy (August 2007) available at

s nhainnsivchunandahsoinmddonmanidemaaicsventnarksad (accessed 18 January 201 1), at

32.

B2 The Istanbul Protocol, a1 29, *[Elx-prisoners recall having feit affection and Jove for their perpetrators, wha

during the period of total isclation and solitude were their only human contact. This contradiction, of having

affectionate feelings toward a person who was abusive, may be impossible to integrate into one’s value system
and vi&_w M‘ ‘r\e wo"id tcsmums amit <d)" Ph"m\,xans for Human Rights, Break Them Lown: Spstematic Use of

aifable at
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87. Cold War-era CIA officials uniderstood the effects of isolation thus:

A major aspect of [the subject’s Soviet] prison experience is isolation. Man is a social
animal; he does not live alone. From birth to death, he lives in the company of his
fellow men. His relations with other people and, especially with those closest to him,
are almost as important to him as food and drink. When a man is totally isolated, he is
removed from all of the interpersonal relationships which are so important to him and
taken out of the social role which sustains him. His internal as well as his external life
is disrupted. ...*>

[solation appears to be an unusually efficacious control pressure. Individual differences
in psychological reaction to isolation are very great. Some individuals appear to be able
to withstand prolonged periods of isolation without deleterious effect; while a relatively
short period of isolation reduces others to the verge of psychosis.... 254

88. In addition to isolation from each other, CIA detainees were isolated from the outside
world. As a subject of the CIA RDI program, detainees were held in indefinite detention in
secret locations for years before their transfer to Guantanamo. During this time, the United
States refused to disclose their whereabouts, to disclose their status — living or dead, and
whether they were in US custody — and to allow them access to family, lawyers or the
International Committee of the Red Cross.

89.  Under international law, enforced disappearances are considered among the most
serious violations of the fundamental rights of human beings.”” “Disappeared” detainees are
removed from the protection of normal legal processes, and thereby placed in a situation of
complete defenselessness. Detainees in the CIA RDI program were unable to use the protection
of the law to secure their fundamental human rights, including the right to due process and the

3 Brainwashing (1956), at 19

B 0d., at 72,

9 «any act of enforced disappearance is an offence to human dignity. [t is condemned as a dénial of the purposes

of the Charter of the United Nations and as 4 grave and flagrant violation of the human rights and fundamental

freedoms proclaimed in the Universal Declaration of Human Rights and reaffirnied and developed in internationat

inwu"nents in this field.” Declaration on the Protection of All Persons from Enforced Disappearance adopted by
he General Assembly of the United Nations in its rceo'utaon 47/ 13 : of 18 December 1992, available at

} jondivww unbchradyHanidoodstindSoo s F il vnd LCRER AT ISR B Onendocumunt (Jast accessed Sept.

30, 200‘?) “I'TThe forced cimappea.ra.me of persons is an affront to he conscience of the Hemisphere and a grave

and ahominable offense against the inherent dignity of the human being ...” Organization of American States,

Inter-American Convention on Forced Disappearance of Persons, adopted for signature June 9, 1994, entered into

force March 28, 1996, available at Bt easonduidiicoanaiinhirrasing a8 hunt (last accessed Sept. 30

2009). Pursuant to the Rome Statute of the International Criminal Court, the widespread or systematic practice of
“drsappear@nces can co'lsmute a cnme agamst humamtv Rome & aum 01’ the Intern.auonal (,nmméﬂ Coun
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right to be free from torture or other forms of cruel, inhuman or degrading treatment.

90, Indefinite detention can have serious long-term mental and physical effects. The
potential health consequences for detainees who bave been held in prolonged indefinite
detention are well-known:

Medical knowledge and experience clearly demonstrate that inde{inite detention
without charge or trial results in harmfu! mental health consequences including severe
depression and anxiety. This is above and beyond the inherent and already quite
substantial stressors of incarceration. In particular, the pervasive uncertainty of
prolonged detention results in profound feelings of despair, hopelessness, anger and
frustration. Vegetative symptoms, sleep difficulties, suicidal thoughts are common.
Profound depression and vegetative symptoms result from realizing nothing that
individuals do matters and that there is no way to end, foreshorten or even know the
duration of their suffering. >

Sleep Deprivation

91. Sleep deprivation was “a central part of the ° pmtofspicdi interrogation’.”™’ It was one
of several “conditioning techniques™ used by the CIA to “reduce” a new detainee to a
“baseline, dependant state.”**® The CIA asserted that the pnmarv purpose of sleep deprivation
as to “weaken the Sl!b_]ect and wear down his resistance.” Sleep deprivation was wmbmcd
with other technigues,”® and was thought to make other techniques “more effective. ~ 31 Sleep
deprivation and other conditioning techniques were used in combination “in almost all

X4 etter to Senator, from Allén 8. Keller, M.D., Associate Professor of Medioing, NY School of Medicing,
Dirccior, Bellevie/NY1L Program for Survivors of Torture, Director, WYL School of Medicine Center for Health
and Human Righis, Douglas A. Johnson Executive Director, The Center for Victims of Toriure, John, €.
ded haw, J.D., Washington Dircctor, Physicians for Human Rights {July 14, 2009}, availadle at
wwsanvharseBorurnersd Glesndenite Diention Modicad Conssaucovay_Talise ! (last aceessed
Sgpt 30, 2009}

()1 C Interrogation Techniques Combined (May 10, 2005), at 13,

Y ¢l Bae hground Paper on Combined Technigties (2004), at 5.
B orC ntervogation Technigues (8ay 10, 2003}, at 1}
0 The CIA relied on “the cumulative effect of these tee hmque_.. used over time and in combination with other
interrogation techniques and intelligence exploitation methods.” V4 Background Paper on Combined Technigues
/20 24), at 5, 7 (conditinning technigues used with correclive and coercive techniques).

"Seo, e.g, Waterboarding, at 2 {(noting steep deprivation “coniributes to the effectiveness of the waterboard as
an interrogation teebrigue” be< ause it " iedu ces the detainee’s will Lo regist.”). “Waterboarding”™ was known to
potentially lead a detainee to “give up™ and allow himseifto die in order to escape the treaiyoent, a condition that
cauld o:ﬂy have been exacerbaued by lower his “will t resist.” See OMS Guidelines (Sepid, 2003), at 8, OMS
Guidelines (May 17, 20043, at 18; OMS Guidelines (Dec. 20043, at 18 {“phsical fatigue™ or “paychological

resignation” caused by waterboarding may lead a subject o Ssimply give up,™ allowing alrways to 81} with water
and loss of consciousness).
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cases,” 2%

92. By late 2002, the CIA considered sleep deprivation up to 72 hours at a time a “standard
interrogation technique” for which interrogators were not required to obtain headquarters
approval. Periods greater than 72 hours were considered an “enhanced interrogation
technique”.”® The CIA generally restricted continuous sleep deprivation to 11 days “at a
time”.**" Detainees could be subjected to repeated cycles of sleep deprivation, but it is not
clear what recovery period was required between cycles.

93. By late December 2003, the CIA appears to have determinegd that sleep deprivation
incorporated more “physical or substantial psychological pressure” than the CIA had initially
anticipated.”® CIA re-designated sleep deprivation exceeding 48 hours at a time an “enhanced
interrogation technique, ™ down from 72 hours, and lowered the general limit for each cycle
of continuous sleep deprivation from 11 days to 7.5 days (180 hours). %" CIA required that the
detainee be afforded eight hours of uninterrupted sleep after 180 hours of continuous sleep
deprivation, but may have required no more than a “brief rest” for shorter periods.”® Detainees
could still be subjected to repeated cycles of sleep d(—:privation.269

94.  Foratime, “hard takedown” was part of a standard procedure for moving a detainee to
a sleep deprivation cell in at least one CIA facility.”” “It was done for shock and psychological
impact and signaled the transition to another phase of the interrogation.” 2"

262

OLC Interrogation Techniques Combined (May 10, 2005), at 12, citing CIA Background Faper on Combined
Techniques {2004), at 17. “[{]n all but one case, these detainees have been subjected to at feast some other
interrogation technique besides the sleep deprivation itself.” OLC Interrogation Technigues Combined (May 10,
2005), at 18.

3 014 OIG Special Review (May 7, 2004), at FN 43.

414, at 15, As with any limits on interrogation techniques, interrogators could request case-by-case exceptions.
5 DCI Interrogation Guidelines (Jan. 28, 2003), at 1 2. “Standard Techniques are techniques that do not
incorporate physical or substantial psychological pressure...Enhanced Techniques are techniques that do
incorporate physical or psychological pressure beyond Standard Techniques.” (emphasis in original) /d, at 1, 2.
6 CIA OIG Special Review (May 7. 2004), at FN34.

T GLC Interragation Technigues (May 10, 2005), at 12. See alse OMS Guidelines (Dec. 2004), at 15-16 (limiting
a cycle of sleep deprivation to 180 hours; mest informatien redacted). As with any limits on interrogation
techniques, interrogators could request case-by~case exceptions.

B OLC Interrogation Techniques (May 10, 2003), at 12 (eight hours of uninterrupted sleep after 180 hours of
continuous sleep deprivation); OMS Guidelines (Sept 4, 2003), ar 7 (“Examinations performed during periods of
sleep deprivation should include the current number of hours without sleep; and, if only a brief rest preceded this
peried, the specifics of the previous deprivation alse should be recorded.”).

2 OMS Guidelines (Sept.4, 2003), at 7.

I CI4 OIF Special Review {(May 7, 2004). at para. 191. See “Appendix A: Selected Forms of Mistreatment”
{(describing beating, shaking, and other forms of forcefu! physical contact).
7 C1d OIG Special Review (May 7, 2004), al para. 191.

Page IV
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95, The CIA’s "pri 1mary method” of keeping a detainee awake was shackling hlm m an
uncomfortable position.”” The detainee may also haw been kept awake by hUHéL * cold
stress, !m}udmé having cold water thrown on him: "™ loud sounds or music;” " and/or constant
light.*™ Interrogators may have heaten or otherwise used forceful physical contact on detamees
who did not comply with instructions to stay awake or maintain a physical posmon.

96.  Detainees were shackled in various stress positions for sleep deprivation. For vertical
sleep deprivation: ~

[ TThe detainee is standing and is handcutfed, and the handcuffs are atiached by length
of chain to the ceiling, The detainee’s hands are shackled in front of his body, so that
the detainee has approximately a two- to three-foot diameter of movement. The
detainee’s feet are shackled 1o a bolt in the floor. ... The detainee’s hands are generally
between the level of his heart and his chin ... All of the detainee’s weight 18 borne by
his legs and feet during standing sleep deprivation.... should the detainee begin 1o fail
asleep, he will lose his balance and awaken, either because of the sensation oflosmg
his balance or of the restraining tension of the shackles.... {citations omitted)”’

97.  Forsitting sleep deprivation:
ln lieu of standing sleep deprivation, a detainee may instead be seated on and shackled

to a small stool. The stool supports the detainee’s weight, but is too small to permiﬁ? the
subject to balance humself sutficiently to be able to go to sleep. (citations omutted)”

27

2 OLC Interrogation Technigues (May 10, 2005}, at 11, As such, the detainee’s position during sleep deprivation
must be evaluated as a siress position, which may be an abrormal human paosition, such a5 suspension or
inversion, or a norsal human position, such as sitting, standing or Iying, that a subject is forced to hold for an
abnormal period of time,
73 4 TThe CIA believes dietary manipulation makes ather technigues, such as sleep deprivation, move effective.”
OLC Interrogation Techniques (May 10, 2005), at 7. Sze alse OLC Interrogation Techniques and CIDT (May 30,
20055, at 12,
44 Additional Techniques Leter {Mearch 2, 2004}, a1 2 (CIA used water PET to keap detainees awake during
s)ef‘p dcp ‘fvalion;.

™ See "dppendix 4. Selected Forms of Mistreatmers " {desceribing aural stress).
T As early as November 2002, standafd interrogation techiniques neluded “continual use or Hght or darkness in a

ii"‘ and Joud music. (V4 OIG Special Review (May 7, 2004}, at FN 43,

intermezatort were author xzed to use “corrective techmcues”, a variety of slaps and grabs, when, for example,

“the in te*mga*or aeeds to immediately correct the detainee or provide @ consequence to & detalnge’s résponse or
non-response.” GI4 Backeround Paper on Combined Techniques (20304, at 5-6. The CIA asserted that
interrogators intervened when detainses in the vertical pasition fell asfeep and hong from thelr shackies; it is not
clear how “corrective astions™ roay have been used iy such an inteyvention.
S OLC Interragation Techniques (May 10, 2005), at 11

]
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98.  Detainess shackled ina h@r;zoma* pontton were placed prone on the floor with their
arms and legs in an outstretched podxtmn ‘in such a manner that the arms {and legs] cannot be
bent or used for balance or comfort.”*® “The position [was] sufficiently uncomfortable to
detainees to deprive them of unbroken gieeg’) while allowing their lower limbs to recover from
the effects of standing sleep deprivation.”™”

99,  Detainces sometimes experienced serious edema {swelling) i m thur lower extremities
from the long perwds of standing associated with sleep deprivation.”™ ClA ofﬁcera reported at
least three oceasions “early” in the program when detainees developed edema.™ Interrogators
could reposition detainees v@ ith edema in a horizontal position to reduce the edema and
continue sleep deprwanon " Detainees who had “sufficiently recover{e]d” from edema could
be returned to the sitting or standing posttion for continued sleep deprivation.”
100. Detainees typically wore diapers for sleep deprivation. 2% The CIA asserted that
unshackling a dctamee so he could use a bucket or {atrine “interfered with the effectivengss” of
sleep deprzwtmn. 7 In 2003, CIA asserted to OLC that “diapers are used solely for sanitary
and health reasons and not in order to humiliate the detainee.”” However, in the same
document, C1A stated that diapers were necessary because “releasing a detainee from shackles
would present a security pxob!em and would interfere with the effectiveness of the [sleep
dapnvatmn} technique.”” ? OPR reported that a diapering was specifically meant to humiliate
detainee.”™ A detainees undergoing sleep deprivation could also be fed by hand by CIA
officers in hew of releasing one or both of his hands so he might feed himself. 1

0 C14 Horizontal Sleep Deprivation.

A

OLE Interrogation Techniques (May 19, 2005), at 11
g, at FN S,

Specifically, you have informed us that on three oceasions early in the program, ihe interrogation team
and the attendant medical officers identified the potential for unacceptable edema in the lower limbs of
detainees undergoing standing sleep deprivation, and in order to permit the limbs to recover without
impairing interrogation reguirements, the subjects underwent horizontal sleep deprivation. {cilations
(.m,r..ed)

i

20 40 rare occasions, a detaines may also be restrained in a horizontal position when necessary 1 enable

recovery from edema without interrupting the course of sleep deprivation (citations omitted).” Jd, at 11,

P 1d, et 12,

M6 i a detaines is clothed, he wears an adult diaper under his pants. Detainees subject to s[mp deprivation who

are also suhject to nudity @s 3 separate interrogation technique will at times be nude and wearing a diaper.” OLC

Iy ﬂnomwm Fechnigues (May 70, 2005}, at 12.

YLOLC Interrogation Techniques and CIDT {May 30, 2005, at 13,

OPR Repart (July 29, 2009, at 36 (“The subject is forced 1o wear adull diapers and is denled avcess to {onilet
famht iex for an e\tendu‘l pc,nod in order to humiliale hi im.” )

T
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101.  Legitimate questions include whether a detaines in the midst of an enhanced
interrogation regimen would be physically capable of feeding himself or using a latrine
unassisted without some period of rest or recuperation, which would arguably “interfere” with
the technique; and if CIA interrogators faced a choice between unshackling a detainee while
subject to an environmental condition which might “present a security problem”, such as
darkness or flashing lights, and alleviating the environmental condition so he might be more
safely unshackied {another “interferefnce]” with the process).

102, In 2002, when evaluating the “legality” of sleep deprivation, the DOJ OLC did not
inquire about or consider the effects of thu means by which the detamec was kept awake,
limiting legal analysis to the physical effects of the lack of sleep.”* Based on this and other
failings, the DOJ OPR subsequently determined the DOJ OLC’s conclusion that the use of

sleep deprivation would vot result in severe physical pam or suffering was “not based on
thorough, objective, and candid analysis of the issues. m 293

103, The CIA animpaxd that detainees might experience sub«tamzai physical distress™ from
sleep deprivation, increasing throughout the period of deprivation.” * Such distress could
include, inter alia, physical weakness, impairment to coordinated body movement, difficuity
with speech, nauaea blurred vision, and unpleasant physical sensations from drop in body
temperature;* and degraded cognitive performance, visual disturbances, and acute reduction
in immune competence.”® The CIA knew extended sleep deprivation may be associated with a
decline in body temperature and increased food consumptton and with reduced tolerance for heat
pain, cold pain, and mechanical or pressure pain. ¥ “Water dousing and dietary manipulation
and perhaps even nudity may thus raise dangers of enhanced susceptibility to hypothermia or
other medical conditions for a detainee undergoing sleep deprivation.” ™ Nevertheless, these
technigues were approved for use in conjunction with sleep deprivation.

104. It was also acknowledged that some individuals subject to sleep deprivation may
experience “hallucinations that could fairly be characterized as a ‘profound’ disruption of the

P2 an OLEC attorney kater asserted that OLC did not know in 2002 about diapering and shackling associated with
sleep deprivation. “{Ijt had not been known in 2002 that detainees were kept in diapers, potentially for days ata
tine. It had also not been known that detainees were kept awake by shiackling their hands to the ceiling... = OPR
Report (fede 29, 2008), at 140 guoting Written Response Patrick Philbin

BOPRR Report (July 2‘1 2802), ar 236,

B oLC lmenoyatxo;? of al (asda Operative (dugust 1, 2002}, at 5, GLC Interrogation Technigues (May {6,
2005}, at 37.

B OLC Inier rogation Techrigues (May 10, 2005}, at 37, 38.

8 OMS Guidedines (May 17, 2004}, at 24; OMS Guidelines (Dec. 2004), a1 29 (“Sleep deprivation does degrade
cogmtl»e performance, may induce visual disturbances, may reduce immune competence. asutely. ™).

¥ See QL Intervogation Technigues (May 10, 2005), at fn 44; QLC Interrogation Technigues Combined (May
10,2005}, at 13-14,

9% - D m . “
P8 GLC Intesrogation Techniques Com

aecd (May 10, 2005), at 13, 7
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subject’s senses.” % The CIA knew these hallucinations might continue undetected by
observers until the detainee was allowed to sleep, for periods lasting hours or days.300 In 2002,
the DOJ OLC assumed that detainees subject to sleep deprivation would be allowed to sleep
before haltucinations set in.”*! Nevertheless, the CIA later acknowled ged that by 2005 at least
some detainees had, in fact, experienced hallucinations.’®

105.  U.S. military guidelines listed “abnormal” sleep deprivation among acts of “physical
and mental torture.”*”

106. A “host of negative psychological effects™ can apPear after one night of total sleep
deprivation, or after only a few night of sieep restriction.”

Sleep deprivation ... causes significant cognitive impairments including deficits in
memory, learning, logical reasoning, complex verbal processing, and decision-making;
sleep appears to play an important role in processes such as memory and insight
formation. Sleep deprivation may also result in decreases in psychomotor performance
as well as alterations in mood.

In recent years, a growing body of research has emerged that points to the complex and
bidirectional relationships between sleep disturbance and psychiatric disorders. For
example, evidence suggests that sleep disturbance i1s not only a symptom of major
depression but it also independently affects the clinical outcome and the course of the
disorder. Moreover, sleep disturbance seems to be associated with an independent
increase in the risk of suicidal ideation and actions.

P9 OLC Interrogation of al Qaeda Operative (August 1, 2002), at 3, 6 (“hallucinations or other profound
disruptions of the senses™); OLC Interrogation Technigues (May 10, 2005), at 39 (hallucinations possible but
acceptable; intervene upon evidence of hallucinations). See also OLC Interrogation Technigues Combined (May
10, 2005), at 17.

R OLC Interrogation Technigues (May 10, 2005), at 40 (acknowledging hallueinations may oceur undetected by
observers).

L OLC Inferrogation of al Qaeda Operative (August 1, 2002), at 14,

3240 2005, OLC noted that “OMS has informed us, based ori the scientific literature and on its own experience
with detainees who have been sleep deprived, that any such hallucinatory effects would not be prolonged.”
{emphasis added) OLC Inferrogation Techniques {May 10, 2005), at 40. See also OLC Interrogation Techniques .
and WCA, DTA, and Common Article 3 {July. 20, 2007},at 9 (“Extended sleep deprivation may cause diminished
coghitive functioning and, in a few isolated cases, has caused the detainee to experience hallucinations.”).

0%« A5 prohibited acts of physical and mental torture, the Field Manual lists “[flood deprivation” and “[ajbnormal
sleep deprivation™ respectively.” OLC Inferrogation Techriques and CIDT (May 30, 2005), at 35, citing AFM 34-
52 (1992), at 1-8.

* Physicians for Human Rights, Break Them Down: Systematic Use of Psychological Torture by US Forces
(May 2005} available at iy siibrviicsne vt besa i thendotahe sty
at 69,
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Even sleep restriction of four hours per night for less than a week can resalt in physical
harm, including hypertension, cardiovascular discase, altered glucose tolerance and
insulin resistance. Sleep deprivation can impair immune function and result in
increased risk of infectious diseases. Further, chronic pain syndromes are associated

with alterations in sleep continuity and sleep patterns. {citations omitted)’®

107.  The former Israeli Prime Minister, Menachem Begin, described his experiences with
sleep deprivation while being held in a Soviet prison thus:

In the head of the interrogated prisoner a haze begins to form. His spirit is wearied to
death, his legs are unsteady, and he has one sole desire: to sleep, to sleep just a little,
not to get up, to lie, to rest, to forget ... Anyone who has experienced this desire knows
that not even hunger or thirst are comparable with it ... I came across prisoners who
signed what they were ordered 1o sign, only to get what the interrogator promised them.
He did not promise them their liberty. He promised them — if they signed —
uninterrapted sleep!™®

Suffocation by Water, or “*Waterboarding”

108,  “Waterboarding” is a form of controfled drowning, in which a restrained subject is
made to feel suffocation and panic by his inability to breathe through a wet cloth and/or
pouring water.

109.
The appiication of the waterboard technigue involves binding the detainee to a bench
with his feet elevated above his head. The detainee’s head is immobilized and an
interrogator places a cloth over the detainee’s mouth and nose while pouring water onto
the cloth in a controlled manner. Airflow is restricted for 20 to 40 seconds and the
technique produces the sensation of drowning and suffocation... .Y

This causes ap increase in carbon dioxide Jevel in the individual’s blood. This increase
in the carbon dioxide level stimulates increased effort to breathe. This effort plus the
cloth produces the perception of “suffocation and incipient panic,” Le., the perception
of drowning.... You have orally informed us that this procedure triggers an automatic
physiological sensation of drowning that the individual cannot control even though he
may be aware that he is in fact not drowning.*™

% Jd., 8t 22-23.
3 Duoted by Tom Malinowski, W ashington Post, The Logic of Torture {June 27, 2004),
07 Sy 3 g X -

Cl4 OIG | j 15,

“Page 90
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R . . ~ . v 308
110, In 2002, OLC recognized waterboarding as a threat of imminent death,*™

From the vantage point of any reasonable person undergoing this procedure in such
circumstances, he would feel as if he is drowning at very moment of the procedure due
to the uncontroliable physiological sensation he is experiencing. Thus, this procedure
cannot be viewed as too uncertain o satxsl‘v the imminence requirement. Accordingly,
it constitutes a threat of imminent death.... '

Nevertheless, DQJ OLC deemed the CIA’s of the waterboard in detainge interrogations
was lawful, on the prenuse that it would not ‘al\eiy cause detainees “prolonged mental
harm.”*!!

111, CIA received authorization to waterbeard detainees in July of 2002, and began using
the iechmquc without delay.”' The CIA later reported waterboarding three detainees in 2002
and 2003.°7 The CIA requested and received authorization to waterboard at least one more
detainee, in 20048 OLC determined the requested use was lawful,** but it appears the ClA

" . Lo 31
did not waterboard the detainee, ™

F12. 1n 2002, OLC determined that CIA plans for waterboarding were lawful based largely
in part upon a memorandumn stating that that the “proposed interrogation methods have been

used and contmue to be used in SERE training” without “any negative long-term mental health
consequences.”” However, the author of thc memorandum later testitied o Congressional

0 1d, at 15 {"We find that the use of the waterboard constinses & threat of imminent death.™).

31 id

! The memo comtinued thus: “Although the waterboard oo

harm must nanetheless result to viclate the statutory prohibi

suffering....”. Id

M2 See generally Rockefeller Letter (April 22, 2009). “Interrogators appiied the waterboard to Abu Zubaydah at

least 83 times during August 2002.” CI4 OIG Special Review (May 7, 2004), at para. 223,

Y eLet me make it very clear and to state so officially in fromafthxs Compmities that waterboards ing has been

used on only three detainees. {t was used on Khalid .\Em kb Mahammed. It was used on Abu Zubaydah. And it

was used on Nashitl.” Hayden Testimony (2008), at 71~72. See also Ci4 OIG Special Review (May 7, 2004), at

para. 223,225,

7 Letter to John A. Rizzo, Acting General Counsel, Central Intelligence Agency, from Daniel B. Levin, Acting

Assistant Attorney General, Offtce of Legal Counsel, Dcp art m(‘ni of Justice ('\ ug 6, 2004) (released Aug. 24,

2009} available ar {ity aolug oriurefon (U {IdoleTapdt (last accessed

16 May 2011).

333 i

M Havden Testimony (2008), at 72 (“1t was used on Khalid Shaykh Mohararoed. 1t was used on Abu Zubaydah.

And it was used on Nashirl. / The CIA has not used waterboarding for almest § years.™).

3 OPR Report {July 29, 2009}, at 235, citing OLC Interrogation of al Qmeda Operative {(Augusi [, 2002}, at 17,

In 2005, despite acknowledging “the substantial differences between SERE training and the use of [Menhanced

intgrrogation techuiques”] by the CLA, [OLC] nevertheless cited data obtained from the SERE program to supportt

the cmciusi\'m tha:t thc: [Fenhanced interrogation Lecbmques”] L.ndr:. consideration were lawful as inp dlemented by

: DO O what appears to have been a memnd
Page 91

nstitutes a threat of buminent death, prolonged mental
tions on infliction of severe, mental pain or
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committee staff that “the conclusions in his memo were not applicable to the offensive use of
SERE techniques against real world detainees and he would not stand by the conclusions in his

memo if they were applied to the use of SERE resistance training technigques on detainees.” '

113, The CIA used the waterboard far more aggressively than contemplated by OLC or as
used in the Navy SERE school:

OIG’s review of the videotapes revealed that the waterboard technique employed at
redacted] was different from the technique as described in the Dol epinion
and used in the SERE wraining. The difference was in the manner in which the
detainee’s breathing was obstructed. At the SERE School and in the Dol opinion, the
subject’s airflow is disrupted by the firm application of a damp cloth over the air
passages; the interrogator applies a small amount of water to the cloth in g controlled
manner, By contrast the Agency Interrogator {redacted] continuously
applied large volumes of water to a cloth that covered the detainee’s mouth and nose.
CUne of the psychologists/interrogators acknowledged that the Agency’s use of the
technique differed from that used in SERE training and explained that the Agency’s
technique 1s different because it is “for resl” and is more poignant and convincing.”

f——

!
bR+

i3

114, In 2(}04 the CIA OIG issued findings regarding the CIA’s previous use of the
waterboard.*® The finding noted the “lack of training, improper administration,
nmrepresentatwn of expertise, and divergence from the SERE model in the CIA interrogation
prograr.”

115, Navy SERE school instructors were directed to waterboard students thus: “Two canteen
cups {one pint each) of water may be stowly poured directly onto the student’s face from a
height of about twelve inches thronghout the interrogation. No attempt will be made to direct

written by Dr. Jerald Ogrisseg, former Chief of Psychology Services at the U.S. Air Force SERE school, This
memo coneluded that fasting psychological effects of SERE training on U8, military students were minimal, and
waterboarding did not pose “a real and secious physical danger” to swdents. See July 24, 2002 Memoranduwm from
Chief of Psyehology Services at the 336" Training Support Squadvon, Surgeon General Flight 1o JPRA C!‘ie/ of
Staff, atteched to JPRA Memorandum of July 26, 2002, Tab 4 of S4S5C Detaines Report Documents (fune 17,
2008} at 10-11; SASC Detainee Report (November 20, 2008}, at 31, 34 (JPRA sent materials that included
Ogrisseg memo to Dal3 General Counsel, and sent copy of same information (o an attorney for another agency,
name redacted); S4SC Detainee Report (November 20, 2008), a1 31, 34-35 (describing indications that JPRA
input was part of the factual basts for the Administration’s determxrmtmn that the C1A could use enhanced
interrngation echniquesy;.

M S4SC Detainee Report (November 20. 20083, at 3¢. Sex alvo Siatement of Dr. Jerald Ogrisseg before the
\cna:( Caommittee an Armed Services {37 June ? 0%‘\ avaifoble af Jigpsseneds

: ovistalonnt NN anedOntisw - P08 ol

T CIA QG Special Review (May 7, 2004, at para. ?‘)
0 See generally Cld ()1'6 épecmikawew (May 7. 2004).

TS R ursye: Page 92
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the stream of water into the student’s nostrils or mouth,™%

116, ClA interrogators waterboarded detainees thus: “[Tlhe Agency interrogator
iredacted] Lonimuousi}, applied large volumes of water 1o a ¢loth that covered the detai
mouth and nose.* CIA medical personnel who later reviewsd the SERE
contractor/psychologists use of © c:nhanued’ interrogation techniques observed the SERE
experience with waterboarding was “so difterent from the subsequent Agency usage as {o
make it almost irrelevant. ™

nee

117, In 2002, OLC determined that CIA plans for wale;bmrdmé were lawiul bdsed in part
upon CIA assurances that “these acts will not be used with substantial repetition.”™** However,

336

in 2002 and 2003, two detainees were waterboarded for 83 and 183 times respectively.™

118, In September of 2003, OMS wamed of the risks of using an “aggressive program” of
waterboarding beyond a 3-5 day period.*”” However, the CIA had already waterboarded two
detainees dozens of times over the course of several weeks. ™

119, In 2002, the DOJ OLC relied on the CIA’s assertion that their “on-site psychologists
have extensive experience with the use of the waterboard in Navy training...” and
also indicated that he had observed the use of the waterboard in Navy training some ten or
twelve times.” ™ But neither of the two psychologists “who had SERE experience”
and who “developed a list of new and more avgresmve [“enhanced” interrogation techniques]
that they recommended for use in interrogation” are described as having served in the Navy
SERE school, the ane U S, service SERE school that incorporated waterboarding into its
advanced training regime.” However, OMS medical personnel later told the CIA IG that “the
expertise of the SERE psvehologist/interrogators on the waterboard was probably
misrepresented at the time, as the SERE waterboard experience is so different from the

2 FASO Detachment Rrunswick Instruetion 3305.C, p. E-5 {(January |, 1998) (emphasis in original) quoted in
S4SC Detainee Report (November 20, 2008) (November 20, 2008), at fin. 710,
14 OIG u.)(?(lﬁz | Review (May 7, 2004), at para, 79
32 Qee id, at v
nf OLC M!ermgafrcm of tf Qaeda Gperative (August 1, 20025, at 11,
2 “nterrogators appfiui the \Aau,rbua;d to Abu /ubavdah at least 83 times during August 20027 /4 OIG
Special Review (May 7, 2004), at para, 223, “Khalid Shaykh Muhammad received 183 applications of the
waterboard in March 7003. Id., at pam 225
T OMS Guidetines (Sept 4, 2003), 4t 10. “{We believe that beyond this point continued intense waterbaard
applications may not be medically apgmpfia te. Contimied aggressive use of the waterhoard beyoud this point
should be reviewed by the ?W tear in consultation with Headnuaﬂev prior to any further use [next paragraph
redacted 1o open sdursel.”
= (*14 DIG Sprcial Review nm; 7, 2004}, at para. 223, 225,

errogation of af Qaeja {)Ur?alnr {dugust 1, 2002), 41 6

B e— Page
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subsequent Agency usage as to make it almost irrelevant.

120.  The Senate Armed Services Committee reported that JIPRA instructors trained
interrogators from a government agency other than the military on the use of physical pressures
in SERE training, to include waterboarding, but the JPRA instructors were neither experienced
with waterboarding, nor familiar with SERE limitations on waterboarding.””*

121, ltappears as though the ClA indentified a number of risks associated with interrogation
waterboarding gffer the technique was first approved by OLC in 2002.7" It is possible that
OMS learned of these risks as a result of waterboarding sessions conducted on detainees in
2003 and/or 2002,

122, By 2004, the CIA had identified certain “potentially significant medical problems™
associated with waterboarding:

e By 2004, OMS identified “cumulative effects” as a “potential concern,” and established
additional controls after a certain time limit,””

By days 3-3 of an aggressive program, curmulative effects become a potential
concern. Without any hard data to quantify either this risk or the advantages of
this technigue, we believe that beyond this point continued intense waterboard
apphications may not be medically appropriate. Continued aggressive use of the
waterboard beyond this point should be reviewed by the HVT team in

Pk, at fn. 26,
2 SASC Detainee Report (November 20, 2008) iNovember 20, 2008}, at 93 (“None of the JPRA personnel at
training had performed waterboarding or were gualified to teach others how to perform the technique. In
fact, Mr. Wiiseh, who described the technique t the training, testified that he did not recall all of the
safety Himitations associated with waterboarding.™ {citations omitted)}.
¥ These risks and precautions are noted in OMS medical guidetines from 20032004 andior OLC guidance from
2008, See generally OMS Guidslines (Sepr.4, 2003), at 8-10; OMS Guidelines (May 17, 2004}, at 14-17, OMS
Ciuidelines (Dec. 2004), at 1720; OLC Interrogation Technigues (May 10, 2003), at 14 (referring to “potentially
significant medical problems™), However, they are not described in the OLC Iaterrogation of al (aeda Operaiive
{August §, 20621, which purported to assess the wotality of the circumstances associated with waterboarding and
other “enhanced” techniques, including medicat risks and the accompanying safeguards. See gengsally OLC
Interrogation of al Qaeda Operative (August 3, 2002,
P4 OMS Guidelines are worded 1o suggest these risks and safeguards were based on the OMS persoornel’s
knowiedge of previous use of waterboarding nutside of the SERE program. “The historical context here was
limnited knowledge of the use of the waterboard in SERE training... In our limited experience, extensive sustained
use of the waterboard can introduce new risks. .. The following general guidelines are based on very limited
knowiedge, drawn from very few subjects whoae experience and response was quite varied.™ OME Guidelines
{Sepi.4, 2003), «t 8, 9. See alsa OMS Guidelines (May 17, 2004); at 13, 16; OMS Guidelines {Dec. 2004, at 18,
19.
D OMS Guidelines (Sept.4, 2003), at 10; OMS Guidelines (May 17, 2004), at 7; OMS Guidelines (Dec. 2004), at
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consultation with Headquarters prior to any further aggressive use. [remainder

336

of paragraph redacted]

In 2002 and 2003, two detainees were waterboarded over periods of time that almost
certainly execeded this 3-3 day timeframe, perhaps as long as a month. ™

= CIA mCdlbdi personnel realized that a detainee might vomit and then breathe in the
emesis.”® DOJ OLC was told in 2005 that any detainee who was to be waterboarded
would first be placed on a Hquid diet to reduce this risk.™ OMS considered a liquid
diet appropriate of any detainee undergoing enhanced techniques and mandatory for
those who would be waterboarded. ™

» (CIA medical personnel realized that a detainee muight develop hyponatremia, i.e., water
intoxication, from substantial repetition of the progcedure. ClA officers reasoned thata
detainee might try to defeat the effects of the waterboard (ie., implement a

“countermeasure”) by “drmkmg‘ the water that “enter(ed)” and “accumulate(ed)” in his
mouth and nasal cavity, “possibly in significant quantities.”*" In 2005, DOJ OLC was
told detainees would be waterboarded with a potable >ai ne solution rather than plain
water to “reduce the possibility” of water intoxication.™

e (IA medical personnel realized that a detainee who breathed liguid into his lungs
3
during waterboarding might get pneuronia.™ DOJ OLC was told detainees would be
waterboarded with a potable saline solution to reduce this risk of this complication, ™

P QMS Guidelines (Sept.4, 2003), at 10; OMS Guidelines {May 17, 2004), at 17; OMS Guidelines (Dec. 2004), at
19,
7 “Interrogators applied the waterboard ic Abu Zubaydah at least §3 times during August 2002.” Cid QIG
Special Review (Muay 7, 2004), ¢t para. 223, “Khalid Shaykh Muhammad received 183 appiications of the
waterhboard in March ’ﬂOB * fd., at para. 225,
S OMS Guidelines (May 17, 2004), at 11; OMS Guidelines (Dec. 2004), at 14,

L. L Interragation ]ecrmﬂues {May 1 0 2003}, at 14,
0 S Guidelings {May 17, 2004, at 11; OMS Guidelines (Dec. 2004), at 14

" GLC Interr ogatinn Techniques {May 1 (3, 2005}, at 13 {detainee might driok the vater that “enter(sy” and
“accunulate(sy” in his mouth and nasal cavity as a “countermeasure,” “possibly in significant quantities,”
therefore 2 potable saline solution should be used to “reduce the possibility of hyponatremia®™).
(el i el Intervogution Technigues (May 10, 2005}, at 13. However, OMS guidelines on waterboarding do not
appear to require saline. See generally OMS Guidelines {Sep! 4, 2003}, OMS Guidelines (May 17, 2004), OMS
Guidelines {Dec. 2004} {no references to saling, water intoxication, or pneumonia); see afso O MS Guidelings
{Dec. 2004}, at 30 (“medical hm;taisons for \katesbaaxdmgnu ude “potable water source...” withaut specifyving
saline). It is possible this information was redacted from the public versions of these documents prior o their
release,
S OLC Iuterragation Techniques (May 10, 2005}, at 14 {detainee might aspirate some of the liquid).

" 1d {use potable sating solution i reduce risk {\p prsumoniz in case of aspiration). Towever, QMS guidelines
on waterboarding do not appearto resquite saling, See penerally QMS Guidefines (S's-p | 3003}, OMS Guidelines
(May 17, 2004), OMS ijelnza {Dec 2004} {no refererices 1o aline. water B onia)
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e CIA medical personnel realized that a detainee could suffer spasms of the larynx that
would prevent him from breathing even when the application of water was stopped and
the detainee was returned to an upright position. 5 This phenomenon was unknow in
SERE training.”* OMS guidelines state that in the event of such spasms, a qua}med
physician should immediately intervene, and, if necessary, perform a tracheotormy.™
OMS guidelines required the presence of a physician with the necessary emergency
medical equiprient during any application of the waterboard.™® In 2002, DOJ OLC
noted that “a medical expert with SERE experience will be presen nt” durmg
waterboarding, but did not require the presence of a physician.”

»  CIA medical personnel realized, “from ... Hmited experience”, that a detainee may
simply give up, “allowing excessive filling of the airways and loss of
consciousness.” " “An unresponsive subject should be righted immediately, and the
interrogator should deliver a sub-xyphoid thrust 1o expel the water. If this fails to

$1
restore normal breathing, aggressive medical intervention is required.”™

« By May 2004, ClA guidelines for medical oftmers noted “Risks [of waterbo&rd ing]
include ... hypothermia from water exposure,” i.e., severe cold stress.”

123. By at least September 2003, OMS medical personnel were given detailed instructions

to “thoroughly document[}” every application of the waterboard “in order to best inform future
: M - ‘!73. :\ < - .

medical judgments and recommendations. 3 Commentators contend that these instructions,

OMS Guidelines (Dec. 2004), a1 30 (“medical [imitations” for waterboarding include *potable water source..”
without specifying saline). It is poasible this inforpation was redacted front the public versions of these
documents prior to their release.
Mone Intervogation Technigues (May 10, 2003},
i (d {(“it apparentiy has never ocourred in thousan m (,f instanices of SERE training ™\
Id., citing OMS Guidelines {Dec. 2004), at V1-20. This section is redacted from the publicly released version of
the GMS Guidelines (Dec. 2004, and is either redacted or did not appear in carlier version of the OMS guidelines.
3384 f(f
OLC Interrngation of al Qaeda Operative (August 1, 2002), at 4.
0 3848 Guidetines (May 17, 2004), al 16; OMS Guidelires (Dec. 2004), &t 18. OMS linked this phenomenon to
physical fatigue or psyshological resignation arising from excessive use of the waterboard, i, but it is possible a
detainee who had not been “excessiveiy” waterboarded would experience the sapwe conditions, particularly after
an extended interrogation with other “enhanced” techniques.
B OMS Guidelines (Dec. 2004). at 9.
B2 OMS Guidelines (May 17, 2004), 2t 23.
38 OMS Gridelines fS'e‘r)t 4, 2003}, at 10; OMS Guidelines {May 17, 2004}, at 17 OMS Guidelings (Rec. 2004), at
3 Doctors were instracted o document:
~how long each application (and the entire procedure) lasted, how much water was used in the process
{reafizing that much splashes off), how exactly the water was applied., if a seal was achieved, if the naso-
orosopharynx was filled, what sort of volume was expelled, how long was the break between
plications arzd how Lne subject lnoked between e b treat

349
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coupled with the evident changes to waterboard procedures implemented after the CIA first
used the technique, indicate CIA health professionals conducted unlawful human research and
experimentation on prisoners,”™

124, CIA OIG raised serious concemns about the CIA's use of waterboarding in the program:

This Review identified concerns about the use of the waterboard, specifically whether
the risks of its use were justified by the results, whether it has been unnecessarily used
in some instances, and whether the fact that it is being applied in &8 manner different
from its use in SERE trammg brings into guestion the continued applicability of the
Dol opinion 1o its use. 35

125, By 2003, OMS was not certain that its medical guidelines for waterboarding would
sufficiently guard against the infliction of torture:

The following general medical guidelines are based on very limited knowledge drawn
from very few subjects whose experience and response was quite varied. These
represent only the medical guidelines; legal guidelines also are operative and may be
more restrictive. {emphasis added)”™®

126, Medical experts have identified additional risks from waterboarding:

During “simulated” drowning, hypoxia (shortage of oxygen in the body} caused by
deprivation of adequate oxygen can and probably does occur. At the same time, a
dramatic physiologic stress response, with tachycardia (rapid heartbeat),
hyperventilation {rapid respiratory rate) and labored breathing (airway obstruction and
breathiessness) is almost unavoidable. The stress resulting frony this technique could

id

154
Health profegsionals working for and on behalf of the CIA monitored the interrogations of detainees,
collected and analyzed the resulis of those interrogations, and sought to derive generalizable inferences
1 be applied to subsequent interrogations. Such acts may be seen as the conduet of research and
experimentation by health professionals on prisoners, which could violate accepted standacds of medical
ethics, as well as domestic and international faw, These practices could, in sorne cases, constitute war
crimes and crimes against humanity.

Physicians for Human Rights, Experiments in Torture: Evidesice of Fuman Subject Revearch and
Experimentation in the “Enhanced” f.w{errogalion Frogram {(June 2010), available ar
i reforhumantisheoradibiany v 0G07 hind (access 17 May 2011}, at 3.

TIA 1 Special Review (May 7. 20043, at para. 220,
P OMS Guidelines {Sept 4, 2003), at 9, See also OMS Guidelines (May 17, 2004), at 16; OMS Guidelines (Dec.
2004), at 18, The sarne J(\Vumemb cite elsewhere 1o OLC guidance. QS Guidelines (Sepi 4, 2003), a 2; 088
Guidelines (May 17, 2004), ai 8, OMS Gu 'r.zelums (Dec. 2004}, at 4.
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imduce the obstruction of blood flow to the heart {cardiac ischemia) or irregular heart
beat (arrhythmia) in vulnerable individuals. Brief oxygen deprivation can cause
neurological damage.

Complications of near asphyxiation include bleeding into the skin (known as
petechiae), nosebleeds, bleeding from the ears, congestion of the face, infections of the
mouth, and acute or chronic respiratory problems. Studies show that even more than a
decade after the event, survivors of suffocation torture continue to suffer from pain in
the back and head. Breathing fluid into the Jungs can result in aspiration pneamonia
which ¢an be fatal.

Studies indicate that simulated drowning — calculated as it is to “disrupt profoundly
the senses’™— can also cause severe psychological harm.... The experience of near-
suffocation is also associated with the development of predominantly respiratory panic
attacks, high levels of depressive symptoms, and prolonged posttraumatic stress
disorder, ... [Cliinicians who treat torture survivors at the Bellevue/NYU Program for
Survivors of Torture have observed that survivors of water torture and other forms of
neas-asphyxiation suffer from long-lasting trauma... (citations omitted)™

*7 Physicians for Human Rights and Human Rights First, Leave No Marks: Enhanced Interrogation Technigues
and the Risk of Criminafity (August 2007) available «f
Rlgdphysiviy
i8,
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APPENDIX B: TIMELINE OF USG APPROVAL OF INTERROGATION TECHNIQUES
AND CONDITIONS OF CONFINEMENT

Electronic versions of this document can be manipulated by “text sort” function to oteanize data by column titfes.
fec)

Filed with TJ
16 May 2012

R

UNCLASSIFIED//FOR PUBLIC RELEASE

AR

Date Whe Type Technigue Source Notes
3 apprv’d
Abdominal slap Note this technique was not
discussed in OLC Interrogation of al
Qaeda Operative (dugusi 1, 2002)
2003.0 | CIA Interropation | Abdomunal slap | DCI Interrogation Guidelines (Jan. | Enhanced
1.28 appd 28, 2003}, at 2
Lon
L 2003.0 | CIA Interrogation | Abdominal slap | SERE Contractor/Psychologise Enhanced
3.02 Business Plan, at 17
20030 { OLC Intervogation | Abdominal slap | Cld “Legal Principles” (2003)
6.00 appd? 7 7
2003.0 | CIA Interrogation | Abdominal slap | QMY Guidelines (Sept. 4, 2003),at 2 | Enhanced
94 medical
guide
20040 | ClA Interrogation | Abdominal slap | CLd Background Paper on Combined
- 0.00 appd Techniques (2004), at &
before
2004.0 | CIA Interrogation | Abdominal slap | ClA Additional Techniques Letter
3.02 appd (March 2, 2004), at 2
before | and
OLC
appd
> orally
2004.0 | CIA Interrogation | Abdominal slap 7, 2004), at 7 | Enhanced
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Date Who Type Technigue Source Netes
apprv’d
5.17 medical
- guide
20041 { CIA Interrogation | Abdominal slap | OMS Guidelines (Dec. 2004), at 8
2.00 medical
guide
2005.0 | OLC Interrogation | Abdominal slap | OLC Interrogation Techniques (May
5.10 appd in 10, 2005), at 8-9, 33
writing
QLC Interrogation Technigques
Combined (May 10, 2005), at 5, 11,
i4
OLC Interrogation Techrigues and
CIDT (May 30, 2005}, at 13-14 \
Attention grasp Attention grasp or grab
20020 1 OLC Interrogation © Attention grasp | OLC Interrogation of al Quaeda
801 | appdin : Operative (Auguest 1, 2002), at 2, 10,
on Writing 12
L 2003.0 | CIA Interrogation | Attention grasp | DCT Interrogation Guidelines (Jan. | Enhanced
1.28 appd 28, 2003}, at 2
on
L 2003.0 | CIA Interrogation | Attention grasp | SERE Contractor/Psvcholagist Enhanced
302 Business Plan, at 17 ’
2003.0 | OLC Interrogation | Attention grasp | CI4 “Legal Principles " (2003)
P 6.00 appd?
2003.0 | CIA Interropation | Attention grasp | OMS Guidelines (Sept 4, 2003), at 1 | Enhanced
9.4 medical
guide
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Date Who Type Technigue Source Notes
apprv’d
2004.0 | ClA Interrogation | Attention grasp | CI4 Background Paper on Combined
(.00 appd ‘echunigues (2004), at 6
before
2004.0 | CIA Interrogation | Attention grasp | OMS Guidelines (May 17, 2004}, at 7 | Enhanced
517 medical
: guide
2004.0 Interrogation | Attention grasp | Cl4 Memorandum jor John Bellinger | “The authorized techiigues are those
7.02 (July 2, 2004) previously approved for use with
Abu Zubaydah (with the exception of
the waterboard) and the 24 approved
by the Secretary of Defense on 16
April 2003 for use by the Department
i of Defense.”
20041 | ClA Interrogation | Attention grasp | OMS Guidelines {Dec. 2004}, at 8
2.00 medical
guide
20050 { OLC interrogation | Attention grasp | OLC lnterrogation Techniques (May
5.10 appd in i0, 2005), at 8,32
writing
OLC Interrogation Technigues
Combined (May 10, 2005}, at §
OLC Interrogation Techniques and
CIDT (May 30, 2005), at 13-14
Blindfelding Blindfolding or hooding
2003.0 | ClA interrogation | Blindfolding OMS Guidelines {Sept.4, 2003), at 1 | Standard “hooding”
9.4 medical
guide
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Date Whe Type Technique Source Notes
apprv'd
2004.0 | ClA Confinement | Blindfolding Cl4 Background Paper on Combined | “Deprived of sight and sound
0.00¢ appd Techniques (2004) through the use of blindfolds,
before earmufls, and hoods.” During flight
to black site
L 2004.0 | CIA Interrogation | Blindfolding OMS Guidelines (May 17, 2004), at 7 | Standard “Hooding”
517 | medical 3
guide
20041 | CIA Interrogation | Blindfolding L OMS Guidefines (Dec. 2004), at § “hooding”
2.00 | medical |
guide
L 2005.1 | CIA Confinement | Blindfolding Standard Conditions of CI4 | “Hoodin | [redacted]”
2.19 appd Detention (pre-Dec. 19, 2005), at |
hetfore
L 2006.0 | OLC Confinement | Blindfolding OLC Conditions of Confinement and
831 appd in Common Article 3 (Aug. 31, 2006),
writing at 7
2006.0 | OLC Confinement | Blindfolding OLC Conditions of Confinement and
8.31 appd in DTA (Aug. 31, 2006), at 4, 14
writing
2006.1 1 CIA Confinement | Blindfolding (7) | Standard Conditions of Cld
0.27 appd Detention {pre-Oct. 27, 2006), at |
before |
Cool a form of cold stress, as was water
environment dousing, water PFT, cold showers,
. and possibly waterboarding
2003.0  ClA Interrogation | Cool OMS Guidelines (Sept.4, 2003}, at 1, | Standard “uncomfortably cool
9.4 medical environment 4-5 environment™
guides
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Date | Whe Type Technique Source Notes

apprv’d

20040 | CLA Interrogation | Cool OMS Guidelines {(Mey 17, 20045, at | Standard “uncomfortably cool

5.17 medical environment 7,9-10 environment”

guide )
2004.1 | CIA Interrogation | Cool OMS Guidelines (Dec. 2004), at §, “uncomfortably cool environment”
2.00 medicgl environment 10-11

guide

Cramped Reportedly only used on AZ
confinement
2002.0 | OLC Interrogation | Cramped QLC Interrogation of al Qaeda
8.01 appd in confinement Operative (August 1, 2002), at 2, 10,
on writing i3
2003.0 | CIA Interrogation | Cramped DCI Interrogation Guidelines (Jan. Enhanced
1.28 appr confinement 28 2003}, a2
on :
2003.0 | CIA Interrogation | Cramped SERE Contractar/Psychologist Enhanced
3.02 confinement Business Plan, at 17
2003.0 | OLC Interrogation | Cramped Ci4 “Legal Principles” (2003}
6.00 appd? confinement
2003.0 | CIA [nterrogation | Cramped OMS Guidelines (Sept.4, 2003}, at 2, | Enhanced
9.4 medical confinement 7
; guide

20040 | CIA Interrogation | Cramped ClA Background Paper on Combined
0.09 appd confinement Techniques (2004}, at 8-9
before '
2004.0  CIA [nterrogation | Cramped OMS Guidelines (May 17, 2004}, at | Enhanced
517 medical confinement 7,14

guide

' John Belling
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Date | Whe Type Technigue Source | Notes
apprv’d |
L 702 confinement (Julv 2, 2004) those previously approved for use
with Abu Zubavdah (with the
exception of the waterboard) and the
24 approved by the Secretary of
Defense on 16 April 2003 for use by
; the Department of Defense.”
2004.1 | ClA Interrogation | Cramped OMS Guidelines {Dec. 2004}, at 8,
2.00 meddical confinement le-17
guide
2005.0 | OLC Interrogation | Cramped OLC laterrogation Technigques (May
5.10 appd in confinement 10, 2005}, at 9, 33
writing
OLC Interrogation Techniques
Combined (May 10, 2003}, at 11
OLC Interrogation Technigues and
CIDT {May 30, 2005), at 15
Darkness Constant or continucus. Note
“constant light” and “constant
darkness” typically addressed as
variations of same treatment, until
- “constant darkness”™ was dropped
from lists of techniques, possibly
when primary justification shifted to
security
2002.1 | Cla Interrogation | Darkness Cld OIG Special Review (May 7, Standard
1 used 2004}, at para. 89
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Date Whe Type Technigue Seurce Notes
apprv’d
2003.0 | ClA interrogation | Darkness OMS Guidelines (Sept 4, 2003), at 1 | Standard
94 medical
guide
2004.0 { CIA Interrogation | Darkness OMS Guidelines (May 17, 2004), at 7 | Standard “continuous light or
317 medical darkness”
guide
2064.1 { CIA Interrogation | Darkness OMS Guidelines (Dec. 2004), at § | “continuous light or darkness”
2.00 medical
guide
Deprivation of Later, OLC cites provision of reading
reading material as a factor alleviating the
material cffects of isolation
2003.0 | ClA Interrogation | Deprivation of DY Intervogation Guidelines (Jan. Standard
1.28 appd reading material | 28, 2003), at |
on
2003.0 | CIA Interrogation | Deprivation of SERE Contractor/Psychologist Standard
3.02 : reading material | Busineys Plan, at 15
2003.0 { OLC Interrogation | Deprivation of Ci4 "Legal Principles” (2003)
6.00 appd? reading material
Diapering Incidental to sleep deprivation, but
also listed as a separate technigue;
note also “unhygienic conditions”
2003.0 { CIA Interrogation | Diapering DCI Interrogation Guidelines (Jan. | Standard “generally not to exceed 72
1.28 appd 28, 2003}, at 1 hours, § {redacted]”
on )
2003.0 | CIA Interrogation | Diapering DCIH Intervagation Guidelines (Jan. | Standard “the use of diapers for
1.28 appd 28, 2003), at 2 limited periods {generally not to

i
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Date | Whe Type Technigque Seurce MNotes

apprv’d

{redacted})”

2003.0 | CIA Interrogation | Diapering SERE Contractor/Psychologist Standard “the use of *diapers’ for
3.02 Business Plan, at 16 timited periods [redacted])”
2003.0 | ClAa Interrogation | Diapering SERE Contractor/Psychologist Enhanced. “use of diapers for
3.02 Business Plan, at 17 prolonged periods™
2003.0 | OLC Interrogation | Diapering CI4 “Legal Principles” (2003) “the use of diapers”
6.00 appd?
2003.0 | CIA Interrogation | Diapering QMS Guidelines (Sepr. 4, 2003), at | | Standard “generally for periods not
9.4 medical iater than 72 hours”

guide
2003.0 | CIA Interrogation | Diapering OMS Guidelines (Sept4, 2003), at 2 | Enhanced “prolonged diapering”
g4 medical

guide
20040 | CIA Interrogation | Diapering (14 Background Paper on Combined | Incidental to sleep deprivation
0.00 appd Technigues {2004), at 5
before
2004.0 | ClA Interrogation | Diapering OMS Guidelines {May 17, 2004}, at 7 | Enhanced “prolonged diapering”
5,17 medical deleted from OMS Guidelines (Dec.

guide 2004)
2004.0 | ClA laterrogation | Diapering OMS Guidelines (May 17, 2004), at 7 | Standard “generally for periods not
517 medical greater than 72 hours™

guide

OLC Intervogation | Diapering OLC Interrogation Techniques (May | Discussed incidental to sleep

16, 2005)

OLC Interrogation Technigues
Combined (Mav 10, 200353, at S

deprivation
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Date Whe Type Technigue Source Notes
apprv’d
OLC Interrogation Techniques and
) CIDT (May 30, 2005), at 13
Diet . Reduced caloric intake: bland diet;
- liguid diet used as safeguard against
ingestion of emesis during
: i waterboarding
2003.0 | CIA Interrogation | Diet DCI Inierrogation Guidelines (Jan. Standard “reduced caloric intake (50
1.28 appd 28, 2003}, at | long as amount is calculated to
on maintain the general heaith of the
detainee}”
2003.0 1 ClA Interrogation | Diet SERE Contractor/Psychologist Standard “reduced caloric intake {so
3.02 Business Plan, at 15 long as amount is caleulated to
maintain the general health of the
detainee)”
2003.0 | OLC Interrogation | Diet CIA ““Legal Principles” (2003) “reduced caloric intake (so long as
6.00 appd? the amount.,.”
2003.0 | ClA Interrogation | Diet QMS Guidelines (Sept. 4, 2003), at 1 | Standard “restricted diet, including
9.4 medical reduced caloric intake”
guidse
2004.0 { CIA Interrogation | Diet Cl4 Background Paper an Combined | Liguid diet, reduced caloric intake
0.00 appd Techniques (2004), at 5
before
2004.0 | ClA Interrogation | Diet OMS Guidelines (May 17, 2004), at | Standard “restricted diet, including
517 medical 7,49, 10 reduced caloric intake {sufficient to
guide maintain general health)”
20041 | CIA Interrogation | Diet OMS Guidelines {(Dec. 2004}, at 8, “dietary manipulation (sufficient to
2.00 medical P1-12 maintain health)”
guide
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Date Whe Type Technigue Source Notes
apprv’d
L 2005.0 | CIA Interrogation | Diet Waierboarding Describes use of dietary
422 |appd manipulation and sleep dep in
before conjunction with waterboarding
2005.0 | OLC Interrogation | Diet QLC Interrogation Technigues (May | “dietary manipulation”
5.10 appd in 10, 2005), at 7, 31
writing
OLC interrogation Technigues
Combined (May 10, 2005), at 5, 12,
12,16
(LC Interrogation Techrigues and
CIDT (May 30, 2003), at 12
Facial hold
2002.0 | OLC Interrogation | Facial hold OLC Interrogation of al Qaeda
8.01 appd in Operative (August 1, 2002), at 2, 10,
on writing 12
2003.0 { ClA Interrogation | Facial hold DO Interrogation Guidelines (Jan. Enhanced
1.28 appd 28, 2003), at 2
' on
L 2003.0 | ClA Interrogation | Facial hold SERE Contractor/Psychalagist Enhanced
3.02 Business Plan, at 17
2003.0 | OLC Interrogation | Pacial hold Cl4 “Legal Principles” {2003)
6.00 appd?
2003.0 | ClA Interrogation | Facial hold OMS Guidelines (Sept.4, 2003), at 1 | Enhanced
9.4 medical
guide
2004.0 | CIA Interrogation | Facial hold Cl4 Background Paper on Combined
0 appd Techniques (2004}, a1 6
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Date | Whe Type Technique Seurce MNotes
apprv'd
before
2004.0 | CIA Interrogation | Facial hold OMS Guidelines (May 17, 2004), at 7 | Enhanced
317 medical
guide
2004.0 Interrogation | Facial hold Cl4 Memorandum for John Bellinger | “The authorized technigues are
7.02 July 2, 2004) those previously approved for use
with Abu Zubaydah (with the
exception of the waterboard} and the
24 approved by the Secretary of
Defense on 16 April 2003 for use by
é | the Department of Defense.”
2004.1 | ClA Interrogation | Facial hold OMS Guidelines (Dec. 2004), at §
2.00 medical
guide
2005.0 | OLC Interrogation | Facial hold OLC Interrogation Technigues (Muay
5.10 appd in 10, 2005), at §, 32-33
writing
OLC Interrogation Technigues
Combined {May 10, 2005), at 5
OLC Interragation Technigues and
CIDT (May 30, 2005}, at 13-14
Facial slap Facial slap or insult slap
2002.0 { QLC Interrogation | Facial slap OLC Interrogation of al Qaeda
8.01 appd in Cperative {dugust 1, 2002}, at 2, 11,
o1 writing 12
20030 | ClA Interrogation | Facial slap DCT hterrogation Guidelines (Jan. | Enbanced
1,28 appd
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Date | Who Type Technique Source Notes
apprv’d
on
2003.0 | CIA Interrogation | Facial slap SERE Contractor/Psychologist Enbhanced
P 302 Business Plan, at 17
20030 | OLC Interrogation | Facial slap Cld "Legal Principles” (2003} “facial slap (insult slap)”
6.00 appd?
2003.0 | CIA Interrogation | Facial slap QMS Guidelines {Sept.4, 2003}, at 1 | Epbanced “Insult/facial slap”
8.4 medical
guide
2004.0 | ClA Interrogation | Facial slap CI4 Background Paper on Combined | “insult slap”
0.00 appd Technigues (2004), at 5-6
before
2004.0 | CIA Interrogation | Facial slap OMS Guidelines (May 17, 2004), at 7 | Enhanced “insult (facial) slap”
517 medical
guide
2004.0 Interrogation | Facial slap Cld Memoranchan for John Bellinger | “The authorized techuiques are
7.02 (July 2, 2004) those previously approved for use
with Abu Zubaydah (with the
exception of the waterboard) and the
24 approved by the Secretary of
Detense on 16 April 2003 for use by
the Department of Defense,”
2004.1 | CIA Interrogation | Facial slap OMS Guidelines (Dec. 2004), at 8 “insult (facial) slap”
2.00 medical
guide
2005.0 | OLC Interrogation | Facial slap OLC Interrogation Technigues (May | Facial slap or insult glap
310 appd in 10, 2005), at 8, 33
writing
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Date Whe Type Technigue Source Notes
apprv’d
Combined (May 10, 2005), at 5, 11,
14
OLC Interrogation Technigues and
CIDT {May 30, 2005), at 13-14
Insects
2002.0 | OLC Interrogation | Insects OLC Interrogation of al Qaeda placed in confinement box
8.01 appd in Operative (August 1, 2002),at 2, 3,
on writing 10, 14
2003.0 | CIA Interrogation | Insects DCI Interrogation Guidelines (Jan. Enhanced “harmless”
1.28 approve 28, 2003), at 2.
on d
2003.0 | CIA Interrogation | lnsects SERE Contractor/Psychologist Enhanced *“‘use of harmless insects”
3.02 Business Plan, at 17 ,
2003.0 | OLC Interrogation | Insects CI4 “Legal Principles” (2003) “the use of harmless insects”
6.00 appd?
2004.0 Interrogation | Insects CI4 Memarandum for John Bellinger { “The authorized techniques are
7.02 (July 2, 2004) those previously approved for use
with Abu Zubaydah (with the
exception of the waterboard) and the
24 approved by the Secretary of
Defense on 16 April 2003 for use by
the Department of Defense”
2005.0 Interrogation | Insects OLC Interrogation Techniques (May | “CIA never used that technique and
5.10 10, 2005), at fu. 13 has removed it from the list of
authorized interrogation technigues”
Isolation Farly considered a standard
interrogation technique, later
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Date | Whe Type Technigue Seurce Notes
apprv’d
categorized as condition of
confinement
2003.0 | CIA Interrogation | Isolation DCI tnterrogation Guidelines (Jan.  Standard
128 appd 28, 2043), at ]
on
2003.0 | CIA Interrogation | Isolation SERE Coniractor/Psychalogist Standard
3.02 Business Plan, at 15
2003.0 | QLC Interrogation | Isolation CI4 “Legal Principles” {2003)
6.00 appd”? )
2003.0 | CIA Interrogation | Isolation OMS Guidelines (Sepr. 4, 2003), at 1| Standard
94 medical
guide
2004.0 | CIA Interrogation | Isolation OMS Guidelines (May 17, 2004), at 7 | Standard
5.7 medical
guide
2004.1 | ClA Interrogation | [solation OMS Guidelines (Dec. 2004), at R
- 2.00 medical
f guide :
2005.1 | CIA Confinement | Isolation Standard Conditions of Cl4 fisted as condition of confinement in
2.19 appd Detention (pre-Dec. 19, 2005}, at | OLC Conditions of Confinement and
i before Common Article 3 (dug. 31, 2006)
and OLC Conditions of Confinement
and DUA (Aug. 31, 2006)
2006.0 | OLC Confinement | Isolation OLC Conditions of Confinement and
8.31 appd in Common Article 3 {dug, 31, 2006),
writing at 79, 13
2006.0 | OLC Confinernent | Isolation OLC Coaditions of Confinement and
8.3 appd in DTA (Aug 31, 2006}, a

Attachment N
FPage 112 of 142

Appeliale Exhibit 013G (AAA)

15 Moy 2012 UNCLASSIFIED//FOR PUBLIC RELEASE Page 300 of 312



UNCLASSIFIED//FOR PUBLIC RELEASE

Date | Whe Type Technigue Source Notes
apprv’d
writing
Law
enforcement
interrogation
technigues
2003.0 | CIA Interrogation | Law | DCI Intervogation Guidelines (Jan. | Standard “all lawful forms of
1.28 appd enforcement 28, 2003), at 1 questioning employed by U.S. {aw
on interrogation enforcement and military
technigques interrogation personnel”
2003.0 { TIA Interrogation | Law SERE Centractor/Psvchologist - Standard “all lawful forms of
3.02 enforcement Business Plaa, at 15 questioning employed by U.S. law
interrogation enforcement and military
technigues interrogation personnel”
Light Constant or continuous Note
“constant light” and “constant
darkness™ typically addressed as
vartations of same treatment, until
“constant darkness” was dropped
from lists of techniques, possibly
when primary justification shifted to
security
2002.1 [ CIA Interrogation | Light Cia OIG Special Review (May 7, Standard
o used 2004}, at para. 89
before
2003.0 ¢ ClA Interrogation | Light OMS Guidelines (Sept.4, 2003), at 1 | Standard
9.4 medical
( guide
2004.0 | CIA Confinement | Light CIA Background Paper on Combined | “constant light during portions of the
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Date Who Type Technigque Source Notes
apprv’d
0.00 appd Techniques (2004), at 4 interrogation process”
before
Detention conditions *may be a
factor in interrogations. .. Detention
conditions are not interrogation
techniques, but they have an impact
of the detainee undergoing
interregation. .. these factors provide
additional operational security...”
{(pd)
2004.0 1 C1A Interrogation | Light OMS Guidelines (May 17, 2004}, at 7 Standard “continuous light or
547 medical - darkness”
guide |
20041 { CIA Interrogation | Light OMS Guidelines (Dec. 2004}, at & - “continuous light or darkness”
2.00 medical
guide
2005.0 | Cl1A Confinement | Light GLC Combined Techniques Memeo “constant light during portions of the |
5.10 used (May i0, 2005}, at fn. 3 interrogation process”
2005,1 { CIA Confinement | Light - Standard Conditions of CI4 “constant light”
2.19 appd Detention (pre-Dzc. 19, 2005}, at 1,
before 2-3
2006.0 | OLC Confinerient | Light OLC Conditions of Confinement and
8.31 appd in Common Article 3 (Aug. 31, 2006),
writing at 10-11
2006.0 | OLC Confinement | Light OLC Conditions of Confinement and
€.31 appd in DTA (Aug. 31, 2006}, at 5-6, 21-23
writing

2006.1

CI{A

i Confineraen

3

ndard Conditions of Cl4

h”

“constant lig

~~~~~~~~~~~~~~~~~~~~~~~~ S LU
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apprv’d
027 | appd Detention (pre-Oct, 27, 2008), at 1, 3
before
Loud music - Note “white noise” and “loud music”
typically addressed as variations of
same treatment, until “loud music™
‘ was dropped from lists of techniques
2002.1 | CIA Interrogation | Loud music CIA OIG Special Review (May 7, Standard
{ ased 2004}, at para. 89
before
2003.0 | ClA interrogation | Loud music DCI Interrogation Guidelines (Jan. | Standard
i.28 appd 28,2003}, at |
on
L 20030 1 OLC Interrogation | Loud music 14 CLegal Principles” (20013) “foud music or white noise {(at a
6.00 appd? decibel level calculated to avoid
damage to the detainces’ hearing)”
2003.0 | ClA Interrogation | Loud music OMS Guidelines (Sept. 4, 2003), at 1 | Standard
94 medical
cuide
2004.0 | CIA faterrogation | Loud music OMS Guidelines (May 17, 2004), at | Standard “white noise or loud music
5.17 medical 7,12 (at 4 decibel level that will not
guide | damage hearing)”
2004.1 | ClA Interrogation | Loud music OMS Guidelines (Dec. 2004), at §, “White noise or loud music (at a
2.00 | medical ‘ 13 decibel level that will not damage
guide hearing)”
2005.1 | CIA Confinement | Loud music Standard Conditions of CIA4 “use of loud musie or white noise (at
2,19 appd Detention (pre-Dec. 19, 2005), at 1, | a decibel level <79db — calculated to
before 2 - avoid damage to detainees” hearing)”

Filed with T
18 May 2012

UNCLASSIFIED//FOR PUBLIC RELEASE

Altachmeni N
Page 115 of 142

“Joud music”

deleted from Standard

ae 115

Appeliate Exhibil 013G (AARY
Page 203 of 312




UNCLASSIFIED//FOR PUBLIC RELEASE

Date | Whoe Type Technigue Source Neotes
apprv’d
Conditions of ClA Detention (pre-
Oct. 27, 2006)
2004.0 | ClA Confinement | Loud music (7) | CI4 Background Paper on Combined | “white noise/loud sounds (not to
0.00 appd Technigues (2004), at 4 exceed 79 decibels)”; doesn’t say
before music, but does say “loud sounds,”
and other documents dated before
and after this one refer to music
Detention conditions “may be a
facior in interrogations. .. Detention
conditions are not interrogation
techniques, but they have an impact
of the detainee undergoing
interrogation. .. these factors provide
additional operational security...”
{p-4)
Military
interrogation
techuiques
3G03.0 | CIA Interrogation | Military DCl interrogation Guidelines (Jan. Standard “all lawful forms of
128  appd interrogation 28 2003}, at | questioning employed by U.8, law
on technigues - enforcement and military
| interrogation personne!”
2003.0 1 ClA Interrogation | Military SERE Comtractor/Psychologist Standard “all lawful forms of
P 302 interrogation Business Plan, at 15 questioning employed by U8, law
techniques enforcernent and military
interrogation personnel”
2004.0 Interrogation | Military A Memorandum jor Joha Bellinger | “The authorized techniques are
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Date | Whe Type Technigue Source Notes
VVVVVVV apprv’d
7.02 interrogation (July 2. 2004) those previously approved for use
techniques with Abu Zubaydah (with the
f exception of the waterboard) and the
24 approved by the Secretary of
Defense on 16 April 2003 for use by
: the Department of Defense.™
Noise Note “white noise” and “loud music™
typically addressed as variations of
same treatment, until “loud music”
. was dropped from lists of techniques
20021 § ClA Interrogation | Noise CI4 OIG Special Review (May 7, Standard “white noise”
! used 2004}, at para. 8%
before
2003.0 | CIA Intervogation | Noise DT Interrogation Guidelines {Jan. Standard “white noise”
1.28 appd 28, 2003), at 1
on
- 2003.0 | ClA Interrogation | Noise SERE Contractor/Psvchalagist Standard “use of loud noise (not
L 3.02 Rusiness Plan, at 15-18 damaging)”
2003.,0 | OLC Interrogation | Noise CIA “Legal Principles” (2003) “loud music or white noise (at a
6.00 appd? decibel level calculated to avoid
‘ damage to the detainees’ hearing)”
20030 | ClA Interrogation | Noise OMS Guidelines (Sept 4, 2003), at 1, | Standard “white noise™
9.4 medical 5
guide :
20040 | CIA Confinement | Noise Cl4 Background Paper on Combined | “white noise/loud sounds (not to
0.00 appd Techniques (2004), at 4 exceed 79 decibels)”

Detention conditions “may be a
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Date Whe Type Technigue Seurce Notes
apprv’d
factor in interrogations. .. Detention
conditions are not interrogation
techniques, hut they have an impact
of the detainee undergoing
interrogation... these factors provide
additional operational security.. .
(p.4)
2004.0 { CIA Interrogation | Noise OMS Guidelines (May 17, 2004), at | Standard “white noise or loud music
547 medical 7,12 (at a decibe! level that will not
guide damage hearing)”

20041 | CIA Interrogation | Noise OMS Guidelines (Dec. 2004}, at 8, | “White noise or loud music (at &
2.00 medical 13 decibel level that wiil not damage

guide hearing)”

20050 | CIA Confinement | Noise QLC Combined Technigues Memo “white noise/loud sounds (not to
5.10 used {May 10, 2005), at fn. 3 exceed 79 decibels)”

120051 | ClA : Confinemient | Noise Standard Conditions of CIA “use of loud music or white noise (at
2.19 appd Detention {pre-Dec. 19, 2005), at 1, | a decibel level <79db — calculated o
before 2 avoid damage to detainees’ hearing)”

F2006.0 L OLC i Confinement | Noise OLC Conditions of Confinement and | “white noise”

831 appd in Common Article 3 (dug. 31, 2006),
writing at 10
2006.0 | OLC Confinement | Noise OLC Conditions of Confinement and | “white npise”
8.31 appd in DTA (Aug. 31, 2006), at 5, 19-20
writing A
2006.1 | CIA Confinement | Noise Standard Conditions of CIA “use of white noise”
0.27 appd Detention (pre-Oct. 27, 2006), at 1, Note that Standard Conditions of
before 2-3 - CIA Detention {pre-Dec. 19, 2005),
at 1, 2 also listed “loud music”, but
el Page 118
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Date Who Type Technique Sauree Notes
apprv’d
“loud music” is deleted from
Standard Corditions of CI4
Detention (pre-Qct. 27, 2006).
Nudity Stripping or nudity.
2003.0 { CIA Interrogation | Nudity OMS Guidelines (Sept. 4, 2003), at 1. | “Stripping” Standard technigue.
94 medical -
guide
20040 | ClA Confinement | Nudity Cl4 Background Paper on Combined | Photographs taken while nude
- 0.00 appd Techniques (2004), at 3
- before i
2004.0 | ClA Interrogation | Nudity Cl4 Background Paper on Combined - Nudity is “conditioning technique”
0.00 appd Techniques (2004), at § “HVIDYs clothes are taken and he
before remains nude until the interrogators
| provide clothes to him”
2004.0 | ClAa Interrogation | Nudity OMS Guidelines (May 17, 2004), at 7 | Standard technique “Stripping”
547 medical
guide ; s
20041 | ClA Interrogation | Nudity OMS Guidelines (Dec. 2004}, at 8 “Stripping”
2.00 medical
guide
2005.0 | OLC Interrogation | Nudity OLC Interrogation Technigues (May | Discussed alongside “enhanced”
5.10 appdt in 16, 2005), at 7-8, 31-32 techniques.
writing

QLC Intervogation Techniques
Combined (May 10, 2005), at 3, 12,
13
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Date Whe Type Technique Source Notes
apprv’d
CIDT (May 30, 2005), at 12
Psychological Don’t know what this specifically
pressure entailed; as “standard” technique,
was not meant to “incorporate
physical or substantial psychological
i pressure...” DO Interrogation
| Guidelines (Jan. 28, 2003), at |
Interrogation | Psychological DCl Intervogation Guidelines (Jan. | CIA OIG Special Review (May 7,
pressure 28 2003}, at 1 2004), at para. 63
20030 | CIA Interrogation | Psychological CIA OIG Special Review (May 7. “moderate”
L 1.28 appd pressure 2004}, at para. 63, citing DCI
| Interrogation Guidelines (Jan. 28,
2003

2003.0 | ClA interrogation | Psychological SERE Conractor/Psvchologist Standard “moderate psychological

3.02 pressure Business Plan, at 16 pressure”

' Shackling Incidental to sleep deprivation; as
separate technique; for security
reasons

2003.0 | CIA Interrogation | Shackling SERE Contractor/Psychologist “for security reasons while a detainee

3.02 Business Plan, at 16 is standing” {description of sleep
deprivation)

2003.0 | ClA Interrogation | Shackling OMS Guidelines (Sepr.4, 2003), at |, | Standard “in upright, sitting, or

9.4 medical 537 horizontal position™; technique listed

guide separately from sleep deprivation
20040 | CIA Confinement | Shackling CI4 Background Paper on Combined | During flight to back site
0.00 appd Technigues (2004)
before ;
20040 | ClA Interrogation | Shackling OMS Guidelines (May 17, 2004}, at | Standard “in upright, sitting, or
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Sha

Date Whe Type Technigue Source Notes
apprv’d
517 medical 7,12-13 horizontal position”; technique listed
guide separately from sleep deprivation;
“shackling and prolonged standing”
(20041 | CIA Interrogation | Shackling QMY Guidelines (Dec. 2004}, at &, “in upright sitting or horizontal
2.00 medical t4 position” listed separately from sleep
puide deprivation
2005.0 | OLC Interrogation | Shackling OLC Interrogation Technigues (May | Discussed incidental to sleep
310 10, 2005) deprivation
OLC Interrogation Technigues
Combined (May 10, 2005}, at §, 16
OLC Interrogution Techniques and
CIDT (May 30, 2005)
2005.1 | ClA Confinement | Shackling Standard Conditions of 14
2.19 appd Detention (pre-Dec. 19, 2005), at 1,
before 3
2006.0 | OLC Confinement | Shackling OLC Conditions of Confinement and
8.31 appd in Common Article 3 (Aug. 31, 2008),
writing at 11-12
20060 1 OLE Confinement | Shackhing QLC Conditions of Confinement and
8.31 appd DTA (dug. 31, 2006), at 6, 23-24
writing
2006.1 | CIA Confinement | Shackling Standard Conditions of Cid
0.27 appd Detention (pre-Oct. 27, 2006), at 1,
betore 34
Shaving A form of forced grooming
o
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apprv’d

a4 medical
guide i}

20040 1 ClA - Confinement | Shaving CIA Background Paper on Combined | “reception procedures include. ..
0.00 appd Techniques {2004), at 2 detainee’s head and face are shaved” |
before '

20604.0 | CIA [nterrogation | Shaving OMS Guidelines (May 17, 2004), at 7 | Standard

517 medical

guide .
2004.1 { CIA Interrogation | Shaving OMS Guidelines (Dec. 2004), at R
2.00 medical

guide ;
20051 | ClA Confinement | Shaving Standard Conditions of Cl4
2.19 appd Dgtention (pre-Dec. 19, 2005), at |
before ;
2006.0 | OLC Confinement | Shaving OLC Conditions of Confinement and
8.31 appsd in Common Article 3 (Aug. 31, 2006),

writing | at §2-13
20060 | OLC Confinement | Shaving OLC Conditions of Confinement and | Says shaving is for the purposes of
&3] appd in DT4 (dug. 31, 2006), at 4, 14-16 hygiene and security, but also

writing compares the witial shaving to

; g interrogation technigues.
20061 | CIA Confinement | Shaving Standard Conditions of CiA
027 appd Detention {pre-Oct. 27, 2006), at 1, 2
hefore
Sleep
deprivation

2002.0 | OLC Interrogation | Sleep OLC Interrogation of al Qaeda Enhanced.
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Date Who Type Technigue Source Notes
apprv’d
L on writing 10, 14-15
2002.0 | ClA Interrogation | Sleep OLC interrogation of ol Qaeda AZ kept awake for 72 hours
8.01 used deprivation Operative (August I, 2002), at 3
before )
2002.1 { CIA Interrogation | Sleep CI4 OGIG Special Review (May 7, Standard less than 72 hours
P used deprivation 2004}, at para. 8§9.
before
2003.0 | ClA Interrogation | Sleep DT Interrogation Guidelines {(Jan. | Standard less than 72 hours
1.28 appd deprivation 28, 2003), at 1
on
2003.0 | CIA Interrogation | Sleep DCI Interrogation Guidelines (Jan. | Enhanced more than 72 hours
1.28 appd deprivation 28, 2003}, at 2
on
2003.0 | CIA interrogation | Slkeep SERE Contractor/Psychologist Standard “not to exceed 48 hours”™
3.02 deprivation Business Plan, at 15, 16, 17. {p. 15) "beyond 48 hours™ (p. 17) but |

“non-enhanced sleep deprivation™ is
“shorter than 72 hours” (p. 16)

L 2003.0 | CIA Interrogation | Sleep SERE Contractosr/Psvchologist Enhanced “heyond 48 hours”
3.02 deprivation Buginess Plan, at 17
2003.0 | OLC Interrogation | Sleep Cl4 “Legal Principles” 2003} unspecified
6.00 appd? deprivation
2003.0 | CIA Interrogation | Sleep OMS Guidelines (Sept4, 2003), at 1, { Standard (up to 72 hours)
9.04 medical deprivation 7
guide
2003.0 | CIA interrogation | Sleep OMS Guidelines (Sepi 4, 2003}, at 2. | Enbanced “over 72 hours”
9.4 medical deprivation
guide

Inters Enhanced P

R e NSRS " <o - 3 - A L LS A LU

or

nhanced
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Date Who Type Technigue Source Notes
apprv’d
2 appd deprivation 2004), at fn. 34 reduced from 72 to 48 hours
(late
Dec)
2003.1 | CIA Interrogation | Sleep ClA OIG Special Review (May 7, Standard Period for enhanced
2.00 appud deprivation 2004), at fn. 34 reduced from 72 to 48 hours
{late
Dec)
2004.0 { CIA Interrogation | Sleep Cl4 Background Paper on Combined
0.00 appd deprivation Technigues (2004), at 5
before
2004.0 | ClA Interrogation | Sleep OMS Guidelines (May 17, 2004), at 7 | Enhanced “over 48 hours”
5.17 medical deprivation
guide
2004.0 | ClA Interrogation | Sleep OMS Guidelines (May 17, 2004}, at | Standard “up 1o 48 hours”
.47 medical deprivation 7,14
5 guide
20041 { CIA Interrogation | Sleep OMS Guidelines (Dec. 2004}, at § Fover 48 hours”
2.00 medical deprivation
cuids
2004.1 | CIA interrogation | Sleep QMS Guidelines (Bec. 2004), at 8, “up to 48 hours”
2.00 medical deprivation {5-16
guide
2005.0 | ClA Interrogation | Sleep Horizontal Steep Deprivation “three occasions sarly in the
4.22 used deprivation program” where dets had sigoiticant
betore edema; descriptions of horiz sleep
dep position
20050 | ClA Interrogation | Sleep Waterboarding Describes use of dietary
4.22 appd deprivation manipulation and sleep dep in
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apprv’d
before conjunction with waterboarding
2005.0 | OLC Interrogation | Sleep OLC Interrogation Technigues (May | Enhanced “more than 48 hours”
5.10 appd in deprivation 10, 2005), at 11-13, 35-40
writing
OLC Interrogation Technigues
Combined (May 10, 2005), at 5, 9,
11, 12, 13-14, 15-16, 16, 18
OLC Intervogation Technigues and
CIDT (May 30, 2005}, at 12-13
Stress positions
2002.0 | OLC Interrogation | Stress positions | OLC Interrogation of al Qaeda Including but not himited to:
§.01 appd in Operative (August 1, 2002), at 2,3, | —sitting, legs extended and arms up
on writing 10, 13 ~—Kkneeling, while leaning back at 45
degree angle
2003.0 | ClA Interrogation | Stress positions | DCY [nterrogation Guidelines (Jan. Enbanced unspecified
1.28 appd 28 2003;, at 2
on
2003.0 | CIA Interrogation | Stress positions | SERE Contractor/Psychologist Enhanced onspecified
3.02 Bausiness Plan, at 17
2003.0 { OLC Interrogation | Stress positions | CI4 “Legal Principles” (2003) unspecified
6.00 appd?
2003.0 § ClA Interrogation | Stress positions | OMS Guidelines (Sept 4, 2003), at 2 | Enbanced Specified:
Q.4 medical —kneeling, body slanted forward or
guide backward
—leaning with forehead on wall
2004.0 | ClA Interrogation | Stress positions | CIL4 Background Paper on Combined | Technigue separate from “wall
0.00 appd Techniques (2004), at 7, § standing”
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apprv’d
before
2004.0 | CIA Interrogation | Stress positions | C14 Additional Technigues Letter 2 more unspecified:
3.02 appd (March 2, 2004), at 2 ~ynknown standing
before { | b L e standing, probably forehead
leaning
2004.0 | CIA Interrogation | Stress positions | OMS Guidelines (May 17, 2004), at 7 | Enhanced Specified:
5.17 medical —0n knees, body slanted forward or
guide backward
leaning with forehead on wall
2004.0 Interrogation | Stress positions | CI4 Memorandum for John Bellinger | “The authorized techniques are
7.02 (July 2, 2004} those previously approved for use
with Abu Zubaydah (with the
exception of the waterboard} and the
24 approved by the Secretary of
Defense on 18 April 2003 for use by
the Department of Defense.”
2004.1 { CIA Interrogation | Stress posttions | OMS Guidelines (Dec. 2004}, at & Specified positions:
2.00 medical —kneeling, body slanted forward or
guide backward ‘
~forehead leaning
—wall standing, not labeled as such,
but described
Guidelines also refer to “shackling
and prolonged standing” p. 14
2005.0 { OLC Interrogation | Stress positions | OLC Interrogation Techniques (May | Specific (p. 9)
5.10 appd in 10,2005}, at9, 34 e sitting
writing —kneeling, leaning back

OLC Inferrogation Techniques

—forehead leaning
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Date | Whe Type Technigue Source Notes
apprv’d
Cembined (May 10, 2005}, at 5, 6, Analysis equated to the one for wall |
1, fn §, 14 standing {p343
QLC Intervogation Technigues and
DT My 30, 2005}, &t ib
Unhygienie
conditions
2003.0 | CIA Confinement | Unhygienic D Confinement Guidelines (Jan, “The CIA believed using “buckets
1.28 appd conditions 28, 2003), at 1, queoted in for the relief of personal wastes”
on Memorandum of Law in Support of | satisfied a requirement that “due
Defendant Ahmed Khalfan provision...be taken to protect the
Chailani’s Muotion to Dismiss - health and safety of alt ClA
Indictment Due to the Denial of His | Detainees.”
Constitutiona! Rights to & Speedy |
Trial (Dec 1, 2009, S v Hage, &
"'; inchucde. Ghadicn i, 1:98-cr-01023~
LAK ‘\SB\‘Y} avatfable at
wfecfovalancomisanydloc il
*Rii\’ at \‘x arm’ U‘ WE PIG
7. 2004}, at
Unknown Look at source to see if reference is
s other{s) 10 she ot more than one technigue
2003.0 | CIA Interrogation | Unknown DO Interrogation Guidelines Jan. Hist iy this doc is not exclusive
L1238 appd othet{s} 38, 2003 ar “Unless otherwise approvesd,,
Lon
20030 | CIA Interrogation | Unknown DT Interrogution Guidelines {lan. Standard ""Among standard
1.28 appd other(s) 28, 4(?1 ,atl, 2 techniques are,,.” “buch othe
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apprv’d
on techniques as may be approved...”
2003.0 | CIA Interrogation | Unknown SERE Contractor/Psychologist Enhanced redacted
3.02 other(s) Business Plan, at 17
2003.0 { OLC Interrogation | Unknown Cl4 “Legal Principles™ (2003) Open-ended “and of comparable
6.00 appd? other(s) approved techniques...”
2004.0 | ClA Interrogation | Unknown ClA4 Additional Technigues Letter Another technique, which probably
3.02 appd other(s) (March 2, 2004), at 2 involved use of physical force,
before | and insofar as ClA says comparable to
OLC attn grasp, walling, and facial slap,
appd and used in SERE
orally
20060 { CIA Confinement | Unknown DCI Confinement Guidelines (2006)
0.06 appd other(s)
on
Wall standing a form of stress position but
addressed as separate technique
2002.0 | QLC Interrogation | Wall standing QLC Imerrogation of al Qaeda
8.01 appd in Operative (August I, 2002), at 2, 3,
on writing 10, 13
2003.0 | CIA Interrogation | Wall standing DCF Interrogation Guidelines (Jan. Enhanced
£.28 appd 28, 2003), at 2
Oon
20030 | OLC Interrogation | Wall standing Cld “Legal Principles” (2003) Listed sep from stress positions
6.00 appd? '
2004.0 | ClA Interrogation | Wall standing CIA Background Paper on Combined | Technique separate from “Stress
0.00 appd Technigues {2004),at 7, 8 positions”
before
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apprv'd
2003.0 | CIA Interrogation | Walling OMS Guidelines (Sept.4, 2003}, at 2 | Enhanced
9.4 medical
guide
2004.0 | CIA Interrogation | Walling Cl4 Background Paper on Combined
0.00 appd Technigues (2004), at 7
before
20040 | CIA Interrogation | Walling OMS Guidelines {May 17, 2004), at 7 | Enhanced
517 medical
guide
20040 Interrogation | Walling CI4 Memorandum for John Bellinger | “The authorized techniques are
7.02 (July 2, 2004) those previously approved for use
with Abu Zubaydah (with the
exception of the waterboard) and the
24 approved by the Secretary of
Defense on 16 April 2003 for use by
the Department of Defense.”
20041 | CIA Interrogation | Walling OMS Guidelines (Dec. 2004), at 8
2.00 medical
guide
2005.0 | OLC interrogation | Walling OLC Interrogation Techniques {May
5.10 appd in 10, 2005}, at 8, 32
writing
OLC Interrogation Techniques
Combined (Mav 10, 2005), at 6, 12,
i4
OLC Interrogation Techmigues and
CIDT {May 30, 2005), at 14
b Page 130
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Water dousing a form of cold stress
20030 | ClA interrogation | Water dousing QOMS Guidelines {Sepi 4, 2003}, at 1 | Standard
9.4 medical
guide
20040 1 ClA Interrogation | Water dousing Ci4 Background Paper on Combined
0,00 | appd Technigues (2004), at 7-8
before
2004.0 | ClAa Interrogation | Water dousing CIA Additional Techniques Letter “use of water has proven effective”
3.02 appd {March 2, 2004}, at 2 doesn’t specify which use of water
before | and
maybe
used
2004.0 | ClA Interrogation | Water dousing OMS Guidelines (May 17, 2004), at | Enhanced In OMS Sept 2003, this
SA7 medical 7, 11-12 i was a standard technique.
puide
Compaye CI4 OIG Special Review
(May 7, 20604), at para. 188, citing
CTC cable {“the air temperature
st exceed 05 degrees if the
detainee will not be dried
immediately™); with OMS Guidelines
(May 17, 2004), at App. A, 24
{medical limitgtion for “water
dousing” requires mintmum ambient
air temperature of 64°F).
2004.1 | ClA Interrogation | Water dousing OMS Guidelines (Dec. 2004}, at 8, “water dousing and tossing” one
2.00 medical 12-13 technique
guide
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Date Whe Type Technigue Seurce Notes
apprv’d
2005.0 { OLC Interrogation | Water dousing OLC Interrogation Technigues (May
5.190 appd in 10, 2005), at 9-10, 34-35
writing
OLC Intervogation Technigues
Combined (May 10, 2003}, a1 5, 6,
11,12, 14
OLC Interrogation Techniques and
 CIDT (May 30, 2003), at 14-15
Water PET
2004.0 | CIA interrogation | Water PET Cl4 Additional Technigues Letier “use of water has proven effective”
3.02 appd (March 2, 2004), at 2 doesn’t specify which uses of water
before | and bad been already used; does specify
maybe CIA considered water PFT and water
used dousing approved by OLC
2004.1 | CIA Interrogation | Water PFT OMS Guidelines (Dec. 2604}, at 8 Water PFT not listed, but “water
2.00 medical dousing and tossing” listed as one
guide technique, Water PFT not listed in
: May 2004 OMS Guidelines.
206050 | OLC Interrogation | Water PFT OLC Inrervogation Technigues {(May | Only reference is to “flicking™ in
5.10 appd in ' 10, 2005, at 10-11, 35 section on water dousing. Water PFT
writing not a separate technique - treated as

form of water dousing

Waterboard

| CIA reportedly last used WR in

March 2003. DOJ withdrew approval
for WB between May 2004 and May
2005. DOJ approved use of WBon a
specific detainee in August 2004, but
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Pate Who Type Technigue Source Notes
appryv’d
it appears WB was not used.
20020 { OLC Interrogation | Waterboard OLC Inferrogation of ol Qaeda
8.01 appd in Operative {August 1, 2002), at 2, 3-4,
on writing 1,15
2003.0 | ClA Interrogation | Waterboard DT Interrogation Guidelines (Jan. Enhanced
1.28 appd 28, 2003), at 2
on
2003.0 | CiA Interrogation | Waterboard Waterboarding ClA last used waterboarding in
3.00 used March 2003,
2003.0 { CIA Interrogation | Waterboard SERE Contractor/Psychologist Enhanced
3.02 Business Plan, at 17
2003.0 | OLC Interrogation | Waterboard ClA “Legal Principles™ (2003) “the use of harmless insects”
6.00 appd?
2003.0 | OLC Interrogation | Waterboard ClA OIG Special Review {(May 7, Enhanced “Certain deviations” from
7.29 appd 2004}, at para. 10 projected use of technique as
orally otiginally described to Dol
2003.0 | CIA Interrogation | Waterboard (A OIG Special Review (May 7, Used on two detainees with “certain
7.29 used 2004}, at para. 1Q deviations” from projected use of
before technigue as originally deseribed to
Dol
2003.0 | CIA Interrogation | Waterboard OMS Guidelines (Sept.4, 2003), at 2, | Enhanced
94 medical 8-10
guide
2804.0 { ClA Intervogation | Waterboard OMS Guidelines (May 17, 2004, at | Enhanced
5.17 medical 7, 14-17
guide 7 7
20041 Interrogation | Waterboard OMS Guidelines {(Dec. 2004}, at §,

200
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Date | Whe Type Technigue Source Notes
apprv’d
guide

200506 | OLC {nterrogation | Waterboard OLC Interrogation Technigues (May

5.10 appd in 10, 20035), at 1315, 41-45
writing

QLC Imterrogation Technigues
Combined (May 10, 2005}, at 8-9,
11,16, 17-18, 18-19

OLC Interrogation Techaigues and
CIDT (May 30, 2005), at 5-7, 15
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APPENDIX C: CITATIONS TO OPEN SOURCES

AFM 34-52 (1992). Headquarters, Department of the Army, Field Manual 34-52: Intelligence
Interrogation (28 September 1992} available af

hgndwww dog govnd Moy, Law/pdfingl_interrrogriion_sept 198 pdf (hereinafier
CAFM 34-52 {1992)7).

Bush Statement {Sept. 6, 2006). Office of the Press Sceretary, The White House, President
Discusses Creation of | .‘Aalzﬁar} (,om»m;stom le) 7 7y Suspecma ! err orzsts (Stptcmber (w 2006}

J.html (ast accessed Dec. 22, 2009} (hurmnaﬁer Pzesk bzazemem (Se;z;z. 204”}{:_,)”).

CiA Additionad Technigues Letter (March 2, 2004}, Letter from Scott W. Muller, General
Counsel, Central Intelligence Agency, to Jack L. Goldsmith I, Assistant Attorney General,
Office of Legal Counsel at 1, 2 {March 2, 2004) (redacted) (released Ang. 24, 2009) available
af Bt wwee ash o filesforirsiniarelsased QA nlvremand 20040l 33 naf (fast visited
Jaun 10, 2011} (hereinafter “CL4 Additional Technigues Letter (March 2, 2004)7).

ClA Background Paper on Combined Technigues (2004), Background Paper on CIA’s
Combined Use of Interrogation Techniques (undated) (redacted), Fax from

[redacted], Central Intelligence Agency, to Dan Levin, Office of
Lpgai Counsel, Department of Tustice {Dec. 30, 2004) (released Aug, 24, 2009) available ai
SitndSeww sl eredindtonundoiadmloassdd (}‘324(39.5(% semad M eeS 7 pdf (last accessed
Aprid 11, 2010) (hereinafter “Cl4 Background Paper on Combined Technigues (2004)™).

CI4 Horizontal Sleep Deprivation, Horizontal Sleep Deprivation {undated), Fax from
[redacted], Office of General Counsel, Central Intelligence Agency,
to Steve Bradbury, Acting Assistant, Attorney General, Office of Legal Counsel, Department
of Justice (April 22, 2005) {released 24 Aug 2009), at 2, avarlable at

Tmddewow asliaorgisinnunion lonsed O824 0% cloremand 30040 17 i (last accessed
11 Apr 2010) (hereinatter “Horizontal Sleep Deprivation™).

CIA “Legal Principles” {2003). Legal Principles Applicable to CIA Detention and
Interrogation of ("apmred Al-Qa’ida Personpel”™ (undated) {redacted) (released 24 Aug 2009)
avedtable ar ipddvws asivors Blentcenae iy SedeanadOR240W oloremand 200 ale 1R pdf
(last accessed 8 Apr 2010) (hereinafter “Cld “Legal Principles” (2003)7).

CIA Memorandum for John Bellinger {Fuly 2, 2004). Memorandum for John Bellinger,
Senior Associate Counsel to the President and Legal Adviser to the National Security Council,
from Scott W. Mutler, General Counsel, Central Intelligence Agency (July 2, 2004), Fax from
Office of the General Counsel, Central imcllmence Agency, to lames B. Comey, Deputy
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A ttnmvv General, Department of Justice, Subject: Memo (transmitted July 2, 2004) {released
24 Aug 2009) qvailable at
A;tm,.,“ wwachiorg/ flestontursioit released AR 240N v remandd00doked A psdt (ia«t accessed

April 19, 2010) (hereinafter “C24 Memorandum for John Bellinger (July 2, 2004

CIA OIG Special Review (May 7, 2004). Office of the Inspector General, Central Intelligence
Agency, CI4 OFG Special Review of C o;mfprterrorism Detention and Interrogation
Activities (September 2001 - Qctober 2003} (May 7, 2004) (redacted) {released 24 Aug 2009}

vailable af itpdSnonsdisaunedessaitieneteche §is Reportpdf (last accessed Qctober 4,
20;0) {heremnatter “Cl4 OIG Special Review (May 7, 2004)7).

CIA4 Organization Chart. CI4 Organization Chart (last updated Feb 20, 2009) available at
Mipsddeww cingoviabatcinieadennhin 7o 0- 8L U-an0-0P A pdf pdf (last accessed 8
Apr2010).

Communist Control Technigues (1957}, Conmunist Control Techniques: An Analvsis of the
Methods Used by Communists State Police in the Arrest, Interrogation, and Indoctrination of
Persons Regarded as “Enemies of the State” (2 April 1936} available at

it vy amersantorirs somddocnmsntsisold warGLpdf (Jast accessed 1 Oct 2009)
(hereinafter “Communist Contral Technigues (1957)7).

DCT Confinement Guidelines {(Jan. 28, 2003). George 1. Tenet, Director of Cemral
Intelligence, Guidelines on Corfinement Conditions for CIA Delainees (Jan. 28, 2003)
Appendix D of Cid GIG Special Review (May 7, 2004) (hereinafter “DCI C (mnrzemen{
Guidelines (Jan. 28, 2003)7).

DCI Confinement Guidelines (2006). Updated Guidelines on Confinement Conditions jfor Cl4
Detainees, Attachment B to Memorandum for Director of Central Intelligence Agency, from
Chief, redacted], CIA Counterterrorism Center, Re: Updated Guidelines on
Confinement Conditions for Cl4 Detainees (Oct. 27, 2006) (all four pages redacted except for
DCl signature block) (released 24 Aug 2009) available ar pp. 15-18 (DOC 28) of
hitpfeeshustive, z”sm-"“’.,m*’*”msﬂwf‘s"{i"’d So0A009%20CTAN2 0D IR e logse 2020 0es 2l
SN 0% 08 T4 pd! (last accessed 8 Apr 2010) Chereinatier “DCT Confinement Guidelines
(2006)"‘

DCT Interrogation Guidelines (Fan. 28, 2003}, George J. Tenet, Director of Central
Intefligence, Guidelines on Interrogations Conducted Pursuant to the

: {redacted] (Jan. 28, 2003) Appendix E of Cl4 OIG
ew (Mm.f 7, 2004) (hereinafter “DCI Interrogation Guidelines (Jan. 28, 2003)7).
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DoD Interrogation Working Group Report (4 April 2003). Department of Defense, Working
Group Report: Detainee Interrogations in the Global War on Terrorism: Assessment of Legal,
Historical, Policy, and Operational Considerations (April 4, 2003) available at

Aty did govipuindoidatainees'detines_nerrogations.himd (hereinafter “DoD

Interrogation Working Group Report (4 April 2003)™).

DoJ OIG FBI & Detainee Interrogations (rev 2009). Office of the Inspector General, U.S.
Department of Justice, 4 Review of the FBI's Involvement in and Observations of Detainee
Interrogations in Guantanumo Bay, Afghanislcm and Irag (May 2008, rev. Oct 2009)
(redacted) available at hitpSvww fustics govioigdaneciplisi@ 1l (hereinafter “DoJ OIG
FBI & Detainee Interrogations (rev 2009) )

Haydewn Testimony (2008). Testimony of Michael V. Hayden, Director, Central Intelligence
Agency, Current and Projected National Security Threats, Senate Select Committee on
Enteiligence 110th Cong. (February 5, 2008) available at

hitpdineilisence sepate. sov/paiyd 1 HO834 ndf (accessed 16 May 2011) (hereinafter “Hayden
Testimony (2008)™).

Istanbul Protocol (2004). Office of the UN High Commissioner for Human Rights,
Professional Training Series No. 8/Rev.1, Istanbul Protocol: Manual on Effective Investigation
and Documentation of Torture and Ill Treatment (2004) HR/P/PT/&/Rev. 1, available at
hipdivvas ohehrorgDesuments PubliontionsraininaSRev fon pdf (last accessed 30 Sept
2009} (hereinafter “Istanbul Protocol (2004)™). The Istanbul Protocol contains international
guidelines on the assessment of individuals who allege torture and ill treatment, the
investigation of cases of alleged torture, and on reporting the findings of such investigations to
the judiciary and any other bodies. The Istanbul Protocol became a United Nations official
document in 1999 and is published by the Office of the UN High Commissioner for Human
Rights in its Professional Training Series.

JPRA Description of Physical Pressures. Extracts of July 25, 2002 Memorandum from Joint
Personnel Recovery Agency, Chief of Staff, for Office of the Secretary of Defense General
Counsel, Subject: Exploitation, at Tab 3 of SASC Detainee Report Documents (June 17, 2008)
(last accessed April 8, 2010) (hereinafter “JPRA Description of Physical Pressures”™).

KUBARK. CIA, KUBARK Co untermtelllgence Interrogatzon (Juiv 1963) available at

Mt www ewieeda 37 Ensarchivy Rk AL Ohubark3nd (}iz mii
Httpdhwwow gvaedan e T nsarchiy §
and hipddsoww awnedH e EnsarchiviNg Al BE& NS \i R}:aws&..-i.-’ﬁ

O abarkdadie i1 1 ndf
20K uhar L.,.:-:a,.{‘ 113

138.pdf (last accessed 30 Sept 2009) (hereinafter “KUBARK™).
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ODNI Biographies of HVDs. Office of the Director of National Intelligence, Biographies of
High Value Terrorist Detainees Transferred to the US Naval Base, at Guantanamo Bay
(September 6, 2006) available at

hitpsovw dol eoviamorneemants'eontent Detainge Blogmphigs pdf (last accessed Dec. 22,

2009) (heremnafter “ODNI Biographies of HVDs”).

ODNI Sammary of HVD Program. Office of the Director of National Intelligence, Summary
of the High Value Terrorist Detainee Program, undated available at

bt fwwew defenselinkamil mifthehighvalisdstaineaecuramd pdf (last accessed Sept. 29,
2009) (hereinafter “ODNI Summary of HVD Program’).

OLC Conditions of Confinement and Common Article 3 (Aug. 31, 2006). Letter to John A.
Rizzo, Acting General Counsel, Central Intelligence Agency, from Steven G. Bradbury, Acting
Assistant Attorney General, Office of Legal Counsel, Department of Justice (August 31, 2006)
(released Aug. 24, 2009 with redactions) available at

bt weavacluorgodareinidroleased 083400/010 083 1 30065520 L atterhad e te R 0R Izan a2t
from e OLC o pdf (last accessed Dec. 21, 2010) (hereinafter “OLC Conditions of Confi remerzt
and Common Article 3 (Aug. 31, 20067 ).

OQLC Conditions of Confinement and DTA (4ng. 31, 2006). Memorandum for John A. Rizzo,
Acting General Counsel, Central Intelligence Agency, from Steven G. Bradbury, Acting
Assistant Attorney General, Office of Legal Counsel, Department of Justice, Re: Application of
the Detainee Treatment Act to Conditions of Confinement at Central Intelligence Agency
Detention Facilities (Aug. 31, 2006) (released Aug. 24, 2009) available at

bipdfwww aclu orgfiles/torturefoln relosead /0823090 e 083 1 2006 M ennmndumbadieds
20RIzzo.pdl (last accessed February 1, 2011) (hereinafter “OLC Conditions of Confinement
and DTA (Aug. 31, 2006)).

OLC Disowns “Legal Principals” (June 18, 2004). Letter from Jack Goldsmith 111, Assistant
Attorney General, Office of Legal Counsel, Department of Justice, to John Helgerson,
Inspector General, Central Intelligence agency Re: “Special Review: Counterterrorism
Detention and Interrogation Activities” (June 18, 2004) (released 24 August 2009) available at
bt A achsong flavirnusitinreleased/ R HS oloremand 280l 3 6. pdf) (last accessed

February 19, "010) (hereinafter “OLC Disowns “Legal Principals” (June 18, 2004)7).

OLC Interrogation of al Qaeda Operative (Augast I, 2002}, Memorandum for John A. Rizzo,
Acting General Counsel of the Central lutelligence Agency, from Jay S. Bybee, Assistant
Attorney General, Office of Legal Counsel, Re: Interrogation of al Qaeda Operative {August
1, 2002) available at http:fwww justive govinde/docy memn-bybee 2002 pdf (last accessed

January 7, 2011) (hereinafter “OLC Interrogation of al Quedu Operative {August 1, 2002)7).
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OLC Interrogation Technigues (May 10, 2005), Memorandum for John A, Rizzo, Senior
Deputy General Counsel, Central Intelligence Agency, from Steven G. Bradbury, Principal
Deputy Assistant Attorney General, Office of Legal Counsel, Re: dpplication of 18 US.C. §§
234023404 10 Certgin Techniques That May Be Used in the Interrogation of o High Value of
Qaeda Detainee (May 10, 2003y avadlable ar Htlpedivoxw Justics govinleiduesimemae.

bracdbary 20083 pdf (last accessed Janoary 7, 201 1) (heremafter “OLC fnterrogation
Technigues (May 16, 2005)™).

OLC Interrogation Technigues and CIDT (May 30, 2605). Memorandum for John A, Riuzzo,
Senior Deputy General Counsel, Central Intelligence Agency, from Steven G. Bradbury,
Principal Deputy Assistant Attorney General, Office of Legal Counsel, Re: Application of
United Statey Obligations Under Avticle 16 of the Convention Against Torture to Certain
Technigues thar May Be Used in the Diterrogation of High Value al Qaeda Detainees (May 30,
2005) available at itpdeww Justice govioiclele-folnd hitm (last accessed Janaary 7, 2011)
(hereinafter “OLC Interrogation Technigues and CIDT (May 30, 2005)7).

OLC Interrogarion Fechnigues and WCA, DT 4, and Common Avticle 3 (July 20, 2007).
Memorandum for John A. Rizzo, Acting General Counsel, Central Intelligence Agency, from
Steven G. Bradbury, Principal Deputy Assistant Attorney General, Office of Legal Counsel,
Re: Application of the War Crimes Act, the Detainee Treatmeny Act, and Common Article 3 of
the Geneva Conventions to Certain Technigues that May Be Used by the Cl4 in the
Dbuerrogarion of High Value al Qaeda Detainees (July 20, 2007) available ar

hitpofwww dustive sovilidassinemoswarerimssact il (last accessed January 7, 201 1)
(heremnafier “OLC Interragation Techniques and WCA, DTA, and Common Article 3 (July 20,
200717,

QL Interrogation Yechrigues Combined {(May 10, 2005). Memorandum for John A. Rizzo,
Senior Deputy General Counsel, Central Intelligence Agency, from Steven G, Bradbury,
Principal Deputy Assistant Attorney General, Office of Legal Counsel, Re: dpplication of I8
US.C. §§ 2340-23404 o the Combined Use of Certain Technigues in the Interrogesion of
High Value al Qaeda Detainees (May 10, 2005} available ot

httpsfwwew Josticepoviolfdoesiemo-bradbuny 052 (pdi (Jast accessed January 7, 201 1)
(hereinafter “OLC terrogarion Techniques Combined (May 10, 260357},

QLC Legal Standards for Interrogation (August I, 2602). Memorandum for Alberto R.
Gonzales, Counsel to the President, from Office of Legal Counsel, US Department of Justice,
Re: Standards of Canduct for Interrogation under I8 U.S.C. §§ 234023404 (August 1, 2002)
available af i eorsasdepasiiadoos menmponaaies-sued 002 pif (last accessed Sept.

30, 2009) (hereinafter “OLC Legal Standards for Intervogation (August 1, 20027,
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OLC Legal Standards for Interrogation (December 30, 2004). Memorandum for James B.
Comey, Deputy Attorney General, Department of Justice, from Daniel Levin, Acting Assistant
Attorney General, Office of Legal Counsel, Department of Justice, Legal Standards Applicable
under 18 U.S.C. §§ 2340-23404 (December 30, 2004), available al

Bipdfwoww it govioly 1 8usea 3403 340u3 him (last accessed Sept. 30, 2009) (hereinafter
“OLC Legal Standards jor Interrogation (December 30, 2004)7).

OMS Guidelines (Sept. 4, 2003). Office of Medical Services (OMS), Central Intelligence
Agency, Draft OMS Guidelines on Medical and Psychological Support to Detainee Rendition,
Inmterrogation, and Detention (Sept. 4, 2003) (redacted, released 24 August 2004, redacted),
Appendix F of 2004 Cid OIG Special Review (hereinafter “OMS Guidelines (Sept.4, 2003)”).

OMS Guidelines (May 17, 2004). Office of Medical Services (OMS), Central Intelligence
Agency, QMS Guidelines an Medical and Psychelogical Support to Detainee Rendition,
Interrogation, and Detention (17 May 2004) (redacted, released Oct. 30, 2009) available at
bttpdtwoww acls orgdtortureininreleassd IR0 sia-ole 2 pdf (hereinafter “OMS Guidelines
(May 17, 2004)).

OMS Guidelines (Dec. 2004). Office of Medical Services (OMS), Central Intelligence
Agency, OMS Guidelines on Medical and Psychological Support to Detainee Rendition,
Interrogation, and Detention (December 2004) (redacted, released 24 August 2009) available

(heréiﬁafrer “QMS Guidelines (Dec. 2004)”).

OPR Report (July 29, 2009). Office of Professional Responsibility, Department of Justice,
Investigation into the Office of Legal Counsel’s Memoranda Concerning Issues Relating to the
Central Intelligence Agency’s Use of “Enhanced Interrogation Techniques”™ on Suspected
Terrorisis (July 29, 2009) (redacted, released February 19, 2010) available at
htpSudicwny housesovhearings pdFORR Final BepontOS0729 pndf (Jlast accessed March 15,
2010) (hereinafter “OPR Report (July 29, 2009)™).

Rockefeller Letter (April 22, 2009). Senator John D. Rockefeller [V, Release of Declassified
Narrative Describing the Department of Justice Office of Legal Counsel’s Opinions on the
Cl4’s Detention and Interrogation Program (April 22, 2009) available at

https e llineance senate. povipdfsialoopinion.mil (last accessed 16 May 2011) (hereinafter
“Rockefetler Letter {April 22, 2009)7).

SASC Detainee Report (November 28, 20068). Committee on Armed Services, United States
Senate, Inquiry into the Treatment of Detainees in U.S. Custody (November 20, 2008)

(released April 22, 2009, redacted) available at
{
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(hereinatter “SASC Detainee Report (November 20, 2008},

SASC Detainee Report Documents (June 17, 2008}, Documents accompanying Hearing of the
L8, Senate Committee on Armed Services, The Origins of Aggressive Interrogation
Technigues: Fart I of the Commitiee s Inguiry into the Treaiment of Detainges into US.
Custody (June 17, 2008), available at
RyvinsapiReosnewsroamisuaing 2008 Docu
“SASC Detainee Report Documents (June 17, 2008).

818

s SASC 61708 pdf (hereinafter

SASC Detainee Report Documents (September 27, 2008). Documents accompanying Hearing
of the L1.S. Senate Committee on Armed Services, The Origins of dggressive Interrogation
Technigues: Part 1l of the Committee s Inguiry into the Trearment of Detainees into U5,
Custody (September 27, 2008), available ar

e v i SONRIR. SOV RO W SIOOIY ST G 200 S A ST donnnants 092 308 pdf (heretnafier
“SASC Detainee Report Documenss (September 27, 200871,

SECDEF Approval (2 Dec 2002), Memorandum from William J. Haynes 11, General Counsel,
Department of Defense, to Donald Rumsfeld, Secretary of Defense, Subject: Counter-
Resistance Technigues (27 November 2002) (approved 2 December 2002), available at

hitpd o donuringderoorsey orfdnounente 2002 112 - Lpdt (hereinafter “SECDEF
Approval {2 Dec 2002)).

SECDEF Memorandum (15 Jan 2003). Memorandum for James T. Hill, Commander, U.S.
Southern Command, trom Donald Rumsfeld, Secratary of Defense, Subject: Counser-
Resistance Technigues (15 January 2003), available at

Mtpdeww ortuanedempersey orgidoctmems 00301 1 S Land! (hereinalter “SECDEF
Memorandum (15 Jan 2003)7).

SECDEF Memorandum (16 April 2003). Memorandum for James T. Hill, Commander, U.S.
Southern Command, from Donald Rumsteld, Secretary of Defense, Subject: Counter-
Resistance Technigues in the War on Tervorism (16 April 2003), available at

htpdfwoww tonturingdsmostasy oraddosumenty/ 200304 16, pdl (heremnalter “SECDEF
Memorandim (16 Aprii 20037,

Standard Condivions of CIA Detention (pre-Dec. 18, 2005). Standard Conditions of CIA
Detention (undated), enclosure with Letter to Steve Bradbury, Acting Assistant Attorney
General, Office of Legal Counsel, Department of Justice, from John A, Rizzo, Senior Deputy
General Counsel, Central Intelligence Agency (19 December 2005) (released Aug. 24, 2009
with redactions) availabie at pp. 99-103 (DQC 93) of
hitpdceniustiveorg e sd A ugust® 2024 56203 009% 200 IA2 20 D0 M2 MR e lease 230 Ruea 2l

1203 203 T il (last accessed Sept. 30, 2009) (hereinafter “Standard Conditions of CIA
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Detention (pre-Dec. 19, 200513

Standard Conditions of U4 Betention (pre-Oct. 27, 2068). Standord Conditions of CIA4
Detention, undated, Attachment A to Memorandum for Director of Central Intelligence
Agency, from Chief, redacted], CIA Connterterrorism Center, Re: Updated Guidelines
on Confinement Conditions for Cl4 Detainees (Qct. 27, 2006) {released Aug, 24, 2009}
avaifabie at pp. 11-14 (DOC 28) of

Htpdosniustics crp s AupnsBadtid 330200953 00 1A RO R IR slouse 2o 20 sl
1303202 M pdf (last accessed Sept. 30, 2009) {(hereinafter “Standard Conditions of Cid
Detention {(pre~-Oct. 27, 2006)7).

Waterboarding. [Untitled] (Apr. 22, 20035), Fax from | [redacted],
Office of General Counsel, Central Intelligence Agency, to Steve Bradbury, Acting Assistant,
Attorney General, Office of Legal Counsel, Department of Justice (April 22, 2003), (released
24 August 2009), at 3-4, available of

hgpdfwonacluorgfletorturefola veleased 082409 nleramand 004 0de 107 pdf (last accessed
April 11, 2010) (hereinafter “Waterboarding™).
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Case 1:06-cv-01690-RBW Document 6-1  Filed 10/26/06 Page 2of 8

UNITED STATES DISTRICT COURT

DISTRICT OF COLUMBIA
MAJID KHAN, et al, 'y
: )
Petitioners } )
\'A 3 Civil Action No. 06-CV-1690 (RBW)
)
GEORGE W.BUSH, )]
Fresident of the United Safes S T
stal, Sy
. )
Respoadents. )
= )]

B)ﬁCLARAT‘E@N GF MAR}L‘YN & ﬁ@ﬁN

1, MARILYN &, DORN, hereby declare and say:
1. 1am the Information Review Officer (IRO) for the Nations! Clandestine

Service (NCS) of the Central Intelligence Agency (CIA), After serving one and & half

years as Associate WCSARO, Twas appoinied 10wy cwrent position on 1 Augest 2003,

2. The NCS is the organization within the CIA réspami&ls for conducting the
Cla's fareign intelligence and mmmsei}igeﬁm_aeﬁﬁﬁés; conducting covert action;
conducting laison w:ih f:‘erei@é mmixgmw md sammy sm’sm, serving s the
repository for fnreigﬁ émmtainmiﬁgmsé information; supporting clandestine technical
collection; and coercfmmg CIA suppor’ o the Depmmt af Defsnse. Sperifically, the
NCS is responsible for the conduct of fmwgn znteihgsnce sollsstion Swough the

clandestine uze of human sovrces.

Atiachment O
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3. The IRO is responsible for the review of records meintained by offices in the
NCS that may be responsive to taquests from the Department of Justice {n criminal and
civil litigation, As part of my official duties, | ensure that determinations such as the
release or withholding of information related to the CIA are proper and do not jeopardize
CIA interssts, personnel, or faﬁiliﬁ& and, on behalf of the Director of the CI4, do not
jeopardize CIA intelligence activities, sources, or methods.

- 4, Asa s.-en.;wrcm official an,d uﬁdcr & written éé!sgaﬁoﬂ of authority paesaant to '
section 1.3(¢) of Executive @d& 1 2953, as amended,' 1 hold origingl Slussificetion
an’tharity at the TC}F BECRET iévﬁi Téxmfma I am &zﬁharimd to conduct classification
reviews ax}si to make ongmal 9/}335§ﬁ%h@ﬁ @xd éeci&ssiﬁean&a decisions.

5. Tirough the exercise of oy ofﬁms} dtmes i am geoscally famiar with this
case. 1make the fmiowmg statdments based :zpan my persm& knowledge and
information made ava&iab}ﬁ to. me inmy oiﬁcml capacazy ‘

e of this Declaration

6 \ti;?ﬁfdﬁr'stari@ that g?ﬁﬁfﬁﬁﬁfé? Wn* of Habeas Chrpis has Geen Hl&d G Dakaly
of Majid Kahn and that patitione%’é com;sélﬁas requested that the Court enter a standard
proteéﬁve; order used in a nussber of previous cases involving detainess at the United
States Naval Base iriéuanm;slﬁéy, Cubs. Such protective orders are entered 10
establish the pmec&;r;es that must be followed by ptitioner's counsel and vauious other
individuals who receive acoess to pmam:aﬂy cissmﬁad mationa! secusity information is

;omécﬁan with these cases, The purpose of this deslaration ie to inform the Court that

* {UY Bxecutive Opder 12958 way amersied by Executive Order 13292, Son Brec. Order No. 13292, 63
Fed.stg 18318 (vfae 25,0003), Al citatonie 1 Bes, Order Vo, 12858 sveto the Order sy sunapded by
Bxgo, Order Mo, 13203, Saw Bxer. CrderNo. 12,958, 3 CFR. 333 (1008), reprinted ns amanded iy SO
USCA §435note a 130 (Wcstﬁupp 1506}

Attachment O
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the classified national security infoomation likely to axise in thic case is different and
more sensitive than any of the previous cases involving detsinees st Guantanamo Bay.
Therefore, the standsrd protective arder used in previous cases is insufficient to protect

that information.

7. On September 6§, 2008, ?-Mémt George W, Bush deliversd a speech in which
he disclosed the existence of 2 secret CIA program to capture, detain, and interyouste key -
terrorist lsaders and operstives in order to help prevent terrorist artacks. President Bush
also disclosed tha£ faurt@en individuals fcrméxlf in CIA custody as part of the seret CIA
prééré;n had been wansferred to De;samngnt of Defense (DOD} custody at Guanianamo
Bay. Pestitioner was one of the founee:zi iﬁdividﬁﬁsis faﬁncriy in the secret C14 program,
now detained by DOD at Guantanamo Bay.

8. Wil the President publicly disclased that the fourteen individuals wers

detained and questiqpéd outside the United States in & program opexsted by the CIA, he

30 explicidy S iy SpReies o The progam, Tniluding Where the deiaimess
imd been held, the‘degai}s of their mﬁ&ﬁ?@mﬁ the amyioyﬁxmt of alternative
interrogation methods, and other apemtxma% da&aﬁs eould not be divalged and would

. remain classified. In fact, such details constitute and invelve TOP SECRET, Sensitive
Compartmented Information (SC). ‘ |

$. Under Rxecutive Order 12958, 25 amended, the ga&cipated severity of the

damag‘éxto hatim:gl smry resulting from di#glnsm é‘etex:mm% v;zhich of three
classification levels is spplied fo the infmtiné; Thus, if an upauthorized disc}osmg of

mformation reasonably could be expested 10 cause damage to the national security, that

Attachmaent G
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infotmation may be classified as CONFIDENTIAL; serious damage roay be classified as
SECRET and ex»cep{iomiz}y grave damnge msy be classified ss TOP SECRET.
Executive Qrder 12?58, section 4.3, provides that specified officials miay crests special
20TESS Progrms u;i;);-x a finding that the vulnerability of, or threst to, specific information
is cxc;:p:ioﬁai, and the normal critexia for determining eligibility for acoess applivable to
information classified at the same level are not deemed sufficient to protect the
information from unautiorized disgclosare. This sention further movides that the Divector 05
of the CIA is responsible for eatablishing and maintaizding special aceess programs
relating to intelligence activities, sources, and methods, These special access progeams
relatingltd }nteUigmce are called Sensitive Compsxmmtad Information (SCI) programs.

10. Information relaﬁngité thes CIA tervorist detention prograr has been plased in
2 TOP SECRET/SCI program to enhance protection from vmsuthorized disclosure,
Becauye Majid Kﬂf»m was dmme& by CIA o this program, he may have dome intd
possession of infori;n‘a‘tion., including i@&ﬁiﬁm of detention, conditions of detention, and

alternative interogation techniques, that is classified at the TOP SECRET/SCI level.

11. The Pregident madééi.eg-r in }:us spwchﬁm operation of the secret CIA
detention progracn will continue. Tn order to flly appreciate the risk to the national
security that disclusﬁré of the operational tiﬁts&is of the pmgrm would poge, the Court
wust first understand the importance of the progras to the national secupity. Infismation
qbt";sinﬁd ﬁo{n the progran: has providéé the US Government with one of the most
usefisl wols in combating tmcmst threats o ths: patiogal secunity. It has shed light on

probable targets and likely methods for attacks on the United States, and has led to the

Altachment O
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disruption of terrorist plots against the United States and its allies. Information obtgined
from the program has also played & role in the caprure and questioning of additional
senior & Qaeda og,aémtives. '

12. One oif the most critical tools in the war aiga‘imt al Qacda and its affiliates is
thé close intelligence felaﬁonshiﬁpé that the United States maintaing with alliss around the
world. Many countries take great risks in order to ass:’ié‘: the United States, and they do so
with the-explicit agreemem tha,t the paturs of their sss:stance will resain secret. Should
operational details abovt the program be xmpmpady disclosed, such as the locations of
CIA detention f&ciilities, it would put our allies at isk of terrorist retaliation and betray
relatinnships tha.t are buili on trﬁst and ans vital tm pur afforty against terrorismm.

13, impmper disclosure of dat.a.&ls regm:mg the condmans of detention and
specific altemative mtexrogatma pmwdxesrmald also cause exceptionally grave
eonsequences. Many tervarist operstives are specifically trained in sotinter-interrogstion
techniques. If speciﬁ:c alternative sgc}m{ques were dischoged, it would permil teororist
organizations fo adapt their training to counter the mcncs that ClA can employ in
mterro gations. If detainees in the CIA program are more fully prcpaxed 1o resist
interrogation, it could prevent the CIA ﬁm obtsining vitel intelligence that conld dizrupt

futore planned attacks,

14. The very purpgse of 2 protective orderis to esmbiish the procedures that are
to be followed by peutwnar’s coumsel, translators for the parues and various other
mdmduals whe:a will mem maesss to pc;ta;maily clasgified pational security information. !

The proteciive order that pstiticmer re@msts the Courtto adopt contenplates that the

Attachmeant ©
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national security information at issus wéu‘ix:i be cléssiﬁed at the SECRET leve], rather
than at the TOP SECRET//SCIlevel as it is here. As such, the standard protective order
used in previous detainee habeas cases fails, on its face, to adexquately protect fhe national v
security inforraation that may arise in this case.

= 15. By way of specific example, the protective order proposed by petitioner
requires petitioners’ counsel to hold a valid United States security clearance at only the

SECRET Jevel, Similarly, it does not raqmm other individuals who may have secess to

potentially classified information pmvxde;d by 8 detainee, such as ranslatoes, o posssss .

cleacunces sbovs the SECRET jsvel. To adeguately protect TOP SECRETHRCT

information potentially provided by a dataines, acesss to sech information would havats
be rastncteé o individuals with TOP SECRE’IW SCI security clearances who have

regeived briefings regavding the smmty pmcmiures, s:,gzed & pon-disclovine sgresment,

and betn determined techave a nﬁedute-}mawz_ fhe information st issue. In addition, the
protective order proposed by petitioner pecmits procedures for handling snd controlling
potentially classified iéﬁmnaﬁnn that may be Wéibie for SECRET information, but ’
is axpmssl? prohibited for TOR SECRET#SCIL For example, information classified at -
the SECW level may be wansmitted via centified mall, 2 procedure that is prohibited

for our nstion's most guarded seorets at the TOP SBCRET/ECT level. Simlarly,

than information at the TOP SECRETASC] level. & protective order that allows
mdmduam without the HeNessary security clearances access to TOP SECRET/SC]

mfovmahan. or po rmts the use of mueém not appropriate for TOP SECRET/ECT

? Executive Order 12958, a8 smended, defines ' m-whmw” 25 3 “eterntination by sw anthorieed boldee L
of clansifad dedormation dat & prospestve reciplent requiees atess w0 claaified infhrmstion in onlir to o
perform o naaist in » lewfid and suhoriesd geoarnreental Amcticn”
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information, cannot possibly be@n to adequataly protest such information from
unauthorized disclogure. Morsover, such procedures would explicitly violate the
safeguarding requirements presoribed to mrotect classified information in Executive Order

12958, Part 4, as amended.

Cénelmg’-cn
1 6. 1 have detesmined that Mﬁjld Ka}m n:z;_y have come into possession of
national seczitity information that is classified at the TOP SECRETY 8C1 level, have
also determined that handling of such infonmation under the standard protective ordex
used in previous cases poses su unsceeptable risk of disclosure, which reasonably could

be expected to cause extremely grave damage 1o the national security.

1 declare under penalty of pequxy that the foregoing is true and correct.
264y
Executed thisg?¥ _ day of October, 2006.

/1

 Matilyn A. Dom
Information Review Officer
Nations! Clandestine Service
Central Intelligence Agency
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UNITED STATES DISTRICT COURT
SOUTHERN DISTRICT OF NEW YORK

AMERICAN CIVIL LIBERTIES UNION,
et al.,

‘Plaintiffs, 04 Civ. 4151 {(AXH)
.
DEPARTMENT OF DEFENSE, et al.,

Defendants.

DECLARSTION OF LEON E. PANETTA,
DIRECTOR, CENTRAL INTELLIGENCE AGENCY

I, LBON E. PANEBTTA, hereby declare and state:

I. INTRODUCTION

1. I am ﬁhe Director of the Central intelligence Agency
{CIA). In wy capacity ag Director, I lead the CIA and manage
the Intelligence Community’s human intelligence and open seufca
collection programs on behalf of the Diresctor of Nationél
Ihtelligemce {D¥I}. I have held thisg position since 13 Pebruary

 2@09. I have held a number of positionas in the executive and
legislative hranches, including serving as President Qlinton‘s
Chief of étaff from 1394 to 1987, Director of the Office of
Management and Budget (OMB) from 1§93 to 1834, and congressional
representative to California‘s 18th {now 17th) Coﬁgreasienal

Digtrict from 1977 to 1893,

Attaenment £
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2. I make the following statements based upon my personal
knowledge and information made availahkle te me in my official
capacity. The judgments expressed in this declavation are my

OWId .

3. Through the exercise of my official duties, I have been
adviged of this litigation and I am familiaxr with the CIA
documents and information currently at issue in this case. I
underatand that the Plaintiffs filed this sult on June 2, 2004,
under the Freedom of Information Aét {FOIA} seeking, among other
things, CIA records relating te the treatment of detainees in
ﬁ.s. oustody. I also understand that on May 7, 2008, the Court
ordered tﬁe Government to complle a list of documents related to
the contents of 22 destroved videotapes of detainee
interrogations that occurrved between 2pril and December 2002;
and that pursuant teo the Court’s Order, the CIA has identified
580 documents. 1 furthex understand that, pursuant to the
Court's Order, a samgle of 65 documents was selected for review
for potential release.

4. The purpose of this declaration and accompanying Vaughn
index {attached and hereby incorporated)-is-to degoribe, to the
greatest extent possible on the public record my determination,
that the 65 documents currently at issue wmust be withheld in
their entirety from public disclosure. I am also submitting a

clagsified in camera. ex parte declaration to provide additional

Attachmeni P
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details that cannot be discussed on the public record. Part II
of this declaration describes the CIA documents and information
at isgue; and Part III desoribes the FOIA exemptions upon which

the CIA relies.

II. CIA DOCUMENTS AND INFORMATION AT TSSUK

5. fh& matority of the documents currently at issue are
TOP SECRET commumications to CIA Headquartefs from a covert
‘overseas CIA facility where interrogations were being conducted.
Thege TOP SECRET communications congist primarily of sensitive
intelligence and operational information concerning
interrogations of Abu Zubaydah. Drafted during the timefvame
the interrogations were being conducted, these communications
are the most contemporanecus documents the CIA possegses
concerning these interrogations. In additian to these TOP
SECRET cogmunications, there are also a small number of
migcellanecus documents, which iﬁplud@ notes of CIA employeeé
who reviewed the 92 videotapes before théy were dest?oyed,
logbooks containing detaila of the interrogations, and a
photograpﬁ. These wmiscellanscous documents, like the opsrational
communications, contain TOP SECRET gperational information
concerning the interrogations, and were drafted either
contenmporanecugly with the interrogations or with a viewing of

the now-destroyed videctapes,

ARachment P
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6. I want to emphasize to the Court that the operational
documents currently at issue contain detailed intelligencs
information, to include: intelligence provided by captured
terroriété; intelligence requirements that CIA prioritized at
specific points in time; what the intelligence commﬁnity did not
know aboul our enemies in certain time frames, i.e.,
intelligerce gaps; information concerning intelligence methods,
that would permit texrorists to evade guestioning; information
that could identify CIA offiéers and others engaged in
clandestine counterterrorism opefaticns; and infoarmation that
would discloss the locations of covert CIA facilities overseas
and the identities of foreign countries ﬁhat have asgisted the
CIA in collécting informatidn on terrorist organizations.

7. Much of the information in the documents is
intelligence that was being provided to the field and
intelligence that was being gathered from the intsrvrogations.
This sensitive intelligence provides important insight into what
the CIA knew--and what the CIA did not know, i.e. intelligence
gaps~-at specific points in time on gpecific matters of
intelligence interest. I have determined that the disclosure of
intelligence about ai~Qai’da reagonably could be expectéd T
result ié exceptionally grave damage to the natiomal security by
informing .our eﬁemies of what we knew about thewm, and when, and

in some instances, how we cbtained the intelligence we

4
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possesged. This intelligence information is therefore properly
exempt from digolosure under FOTA RBxemptions b{l] and b(3}.

8. Information concerning the names and titles of CIA
pergonnel, and information concerni#g CIa crganization,
functions, and filing information, has also been withheld from
the documents at issue baséd on FOIA EBxemptions b{l) and b{3}.
Names and identifying information of CIA personnel, and.CIA
contractofs and emploveeg of other federal agencies involved in
clandestine counterterrorism opérationa, also has been withheld
on the basis of FOIA Exemption b({6), as the disclosure of such
ini@rmation would constitute a clearly unwarranted invasion of
persomal privacy.' BAs I discuss below, disclesing the identities
of CIA employees and others involved in clandestine
counterterrorism operaticnas could place those individuals, as
well as'theirbfamilies and friends, at grave risk from
extremists seeking retribution.

5. The documents at issue also disclose the locations of
covert CIA facilities and the,iﬁentitieﬁ of countxriea
cooperating with the CIR in counterterrorism operations., As I
digcuss in wmy classified declaration, such information is
properly classified and exempt form disclosure under FOIA

Exemptions b1} and b{3}.

‘’As described im the sttached Vaughn index, 62 of the €% dovuments at iszsue
contain nanes or identifying inforwmation of Agency employess or personnel
involved in clandestine counterterrorism cperaticos.
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10. BAa ﬁhe Court knows, on April 1§, 2008, the President
| of the United States declassified and releassed in large part
Department of Justice, Qffice of Legal Coungel (OLC) memoranda
analyzing the legality of specific BEnhanced Interrogation
Technigques (EITs}. As the Court also knows, some of the
operational documents currently at issue contain dascripéions of
EITs being applied during specific overseas interrogations.
These descriptions, however, are of EITs as applied in actual
operations, and are of a qualitatively different nature than the
BIT descriptions in the abstract contained in the OLC memoranda.
As discussed below and in ny classified declarvation, I have
determined that information contained within the operational
documents at issue concernming application of the EITs must
continue to be classified TOP SECRET, and withheld from
disclosure in its entirvety under FOIA Exemptions b(l] and b(3).
. 11. The recently declassified OLC memoranda are legal
analyses by Department of Justice (DOJ) attormeys. Although
they discuss the legality of specific propesed intelligence
activities, they do not reveal .the type of information in the
operational documents at issue: details of actual intelligence
activities, sources, and wmethods. Even if the EITs are never
uaed agaiﬂ, the CIA will continue to bevinvclved in gquestioning
terrorists undey legally appréved guidelines. The information

in these documents would provide future terrorists with a
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guidebook on how to evade such queationiﬁg. ; glaborate further
on this point in my classified declaration.

12. Additionally, disclosure of explicit details of
gpecific interrogations where BITs were applied would provide
al~-Qat'ida with propaganda it could use to recruit and raise
funds. Al-Qa‘’ida has a very effective propaganda opsration.
When the abuge of Iragi dstainees at the Abu Ghraib prison wag
disclosed, al—Qa;ida made very efféctive use of that information
in extremist webgites that recruit jihadists and seolicit
financial support. Informatidén concerning the details of the
BiTs being applied would provide ready-made ammunitﬁon for al-
Qa‘ida propaganda. The resultant damage to the national
security Qould likely be exceptionally grave, and the
withholding of this information is therefore proper under FOIA
Exemption b(l).

13. A emall amount of information has been withheld based
on FOIA Rwemption b{S), as it is deliberative, attorney~client
commumications, or attorney work-product.? Eighﬁ of the
documents &t issue contain deliberative process information, to
include evaluationﬂ,'opiniens, and recommendationz from CIA
employees to their management concerning a future policy or

course of action; one of those deocuments also contains an Agency

* as described in ths attached Vaughn index, documents 28, 54, 56, §7, and
59-862 contain deliberative process priviieged information; and documents 59
and &0 contaln attcrney—clies;zt communications and attorney work-product.
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smployee’s noteg from a discussion Qith a CIA attorney who
reviewed the videotapes to evaluats legal and policy compliance;
and andthe: of those documents also contains that attornéy’a
analysis énd concluaiéns to CIA management concerning his legal
and policy review.

14. I have determined that ne meaningfully segregable
information can be released from the operational documents at
igaue. In some inatances, relatively innocuous words or
gentences, some of which may even have been released in other
contexts, are so inextricably intertwined with the classified
information that their release would produce only meaningless,
incomplete, fragmented, unintelligible words or sentences.
Additiona; justification for denying these documentes in full is
provided in wmy classified declaration. ; am not suggesting a
blanket CIA pelicy whereby no communications from the field, or
documents containing operational information, could ever be
released in part. The CIA has at times, in its history,
released in part such doéuments and I axéect that we will agsain,
even in this case. The documsnts at iasus, however, were
purposefully selected for review based con the sensitive
operational information they contain. Where non-operational
documents are at issue, as is the case with a portion of the
documents within the scope of the regent remand order, the CIa

will congider such documents for relsage,
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15. .Lastly, I alao want to emphasize to the Court that my
determinations expressed above, and in my classified
declaration, are in no way driven by a desire to prevent
exmbarragsment for the U.8. Govermment or the CIA, or to suppress
evidence of any unlawful conduct. My sole purpose is to prevent
the exceptionally grave damage to the national éecurity
reaaonably likely to occur,frém public disclosure of any portion
of these documente, and to protect intelligence sources and

methods.

ITYI. PFOIA REBEMPTIONS

A. POIA Ewemptiopn ki{l}

16. PFOIA Exemption h{l) provides that the FOIA does not
apply to matterg that are:
{A} specifically authorized under criteria established
by an Executive order to be kept secret in the interest of

national defense or foreign policy and

{B} are in fact properly claspified pursuant to such
Executive order. '

5 U.B8.C. § 553(b){1).
17. The authoriiy to classify information is derived from
a succession of Executive orders, the most recent of which is

Rxecutive Order 12958.° I have reviewed the documents at issue

} Rxecutive Order 12958 was amended by RExecutive Drder 132%3. See Exeo. Order
Mo. 13252 (Mar. 28, 20803). All citstions to Exeqc. Order No. 12958 are to the
Qrder as amsuded by Bxec., Qrdsxr No. 13292, See BExec. Grder Ho. 12,958, 3
C.F.R. 333 (1895}, reprianted as amended in 50 U.8.C.5. § 435 note at 193
{West. Supp. 2008).
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under the criteria established by Executive Order 123858 and have
determined that the information withheld on the basis of FOIA
Exemption b(1} is in fact properly classified pursuant to the
Order.

18. Section 6.1{(h} of the BExecutive Order defines
“plagpified national security information” or “classified
information” as “information that has been determined pursuant
to this order or any predecessor order to require protection
against unauthorized disclosure and is marked to indicate its
classified.status when in documentary form.” Sectidn §.34{y} of
the Order defines “national security” as the “national defense
or foreigﬁ relations of the United States.”

18. Section 1,1(a}’cf the Executive Order provides that
information may be originally clasgsified under the terms of this
ordexr oniy if all of the fellawing conditions are met:

{1} an original classification authority is
classifying the information; ‘

{2) the information is owned by, produced by or for,
or ig under the controel of the United States Government;

{3} the information falls within one or more of the
categories of information listed in section 1.4 of this
order; and :

{4) the original classification authority determines
that the unauthorized disclosure of the information
reasonably could be expected to result in damage to the
national security, which includes defense against
transnational terrorism, and the original classification
authority is able to identify or describe the damage.

10
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Exec. Order 12958, § 1.1{(a).

20. Original classification authority - Section 1.3{a} of
the Ewxecutive Order providas that the authority to clasgesify
information originally may be sxercised only by the President
and, in the performance of executive duties, the Vice President;
agency heads and officials designated by the President in the
Federal Register; and United States Government officials
delegated this authority pursuant to asction 1.3{¢) of the
Qrder. Section 1.3{c) {2} provides that TOP SECRET original
clagsification authority may be delegated only by the President;
in the performance of executive duties, the Vice President; or
an agency head or official desigmated pursuant to section
1‘3(ak{z)kmf the Bxecutive QOrder.

21. Im accordancé with section 1.3(a) {2}, the President
designated the Directoy of the CIA as an official who wmay
claasify infoxmatioh originally as TOP SECRET.! BSection 1.3(b)
of the Executive Order provides that original TOP SECRET
clasgification authority includes the authority to cl#ssify
information originally ag SECRET and CONFIDENTIAL, Witk respect

to the withheld information for which POIA Exemption b{i} is

* Order of President, Desiguation under Executive Qrder 12958, 70 Fed. Rag.
21,608 {(Apr. 21, 3008}, xreprinted in U.S.C.A. § 435 note at 2065 {(Wast Supp.
2008) . This order succeesded the prior Order of President, Officials
Desigunated te Classify National Security Information, 60 Fed. Rey. 33,845
{Cet. 13, 1988}, reprinted in U.5.C.A. § 435 note at 466 (West 2898}, in
which the President similarly designated the Dirsctor of the CIA as an
official who may classify information originally as TOP SECRET,

11
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asgerted, I have reviewed the documents at issue and have
determined that thsy cogtain information that is currently and
properly clasgified SECRET and TOP SECRET.

22, .S,S. Government information - Informatiom Qay be
originally classified only if the information is owned by,
produced by or for, or is under the control of the United States
Government. With respect to the withheld infermatian for which
FOIA Bxemption b{l}) is asserted, I have reviewed the documents
at issue and have determined that they are owned by the U.S.
Government, produced by the U.S, Government, and under the
comtrol of the U.S. Government.

23. Categories of classified info;mation~~ Information may
be classified only if it concerns one of the categories of
information set forth in section 1.4 of the Bxecutive Order.
With respect to the withheld information for-which FOIA
Exempticn b{l) is asserted, I have reviewed the documents at
issue and.have determined that tﬁey contain information that
concerns one or wore of the following classification categories
in the Bxecutive Order:

{a) Information concerning intelligence activities
{including special activities), or intelligence scurces or
methods [§ 1.4{e}]; angd

(b} Information concerning foreign relations or

foreign activities of the United States, including
confidential sources [§ 1.4(d4}].

i2
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24.  Damage to the national gecurity - Section 1.2(s) of
the Executive Order provides that information shall be
_classified at one of three levels if the unauthorized disclosure
of the ihgormation reasonably could be expected to cause damage
to the naticnal security, which includes defense against
cransnational terrorism, and the original clisesification
authority is able to identify or describe the dawage.
Informatién shall be classified TOP SECRET if its unauthorized
disclosure reasonably could be expected to result in
sxveptionally grave damage to the national security; SECRET if
its unauthorized disclosure reasonably could be expected to
result in serious damage to the national security; and
CONFIDENTIAL if its unautho?ized disclogure reasonably could be
expected to result in damage to the naticnal security.

25. With respect to the withheld information for which
FOIA Exemption b{1l} is asserted, T have reviewed the documents
at issue and have determined that the unauthorized digclosure of
the withheld information reasonably could be expected te result
in serious or exceptionally grave damage to the national
security, including damage to the United States’® defense against
transnatiénal terrorism and to the foreign relations of the
United States, and thus the information is c¢lassified SECRET or
TOP SECRET,; respectively. The damage to national seeﬁrity that

reasonably could be sxpected to yesult from the unauthoriged

i3
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digclosure ©f this classified information is described in the
relevant paragraphs above, and my classified declavation.

26. Proper purpose - I have reviewed the documents at
igsue and have determined that the wgthhald information hag besan
clasgified fc}:: a proper purpose and that nod information has heen
clasaified in ordexr to conceal violations of law, inefficiency,
or administrative error; prevent embarrassment Lo a person,
organization or agency; restrain competition; or prevent orx
delay ghe release of information that does not reguire
protection in the interests of national aecurity:

27. Marking - I have reviewed the documents at issue and
have detefmined that the classified versions of these documents
are properly marked in accordance with section 1.6 of the
Executiﬁe Order.® Each document bears on its face a
clasgification level; the identity, by name or personal
identifier and positian{ of the original classification
authority; the agency and office of origin, if not otherwisgs
evident; declassification instructions; and a concise reason for
classification that, at a minimum, cites the applicable

classification categories of gection 1.4,

* Many of the operational communications were originally marked as SECRET in
cur communications databass even though they ghould bave bsen marked ms TOP
SECRET, and eome of the wiscellanecus documents were not properiy marked.
While we are not sltering origimal electronic copies, this error is besing
corrected for copies printed for review in this case.

) 14
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28. Proper clasmification ~ I have reviewed the documents
at issue and ha?e determined that the information withheld
pursuant to Exemption {b) {1} has been classified in accordance
with the substantive and procedural requirements of Executive
Order 12958 and that, therefore, the withheld information is
currently and properly classified.

29. Special access program - Section 6.1{(kk} of the
Executive Order defines a ®gpecial accsss program” as ™a program
eptablished for a gpecific class of classified information that
imposes safeguarding and acceas requirements that exceed those
normally required for information at the same classification
level.” Section 4.3 of the Order specifiesz the ﬁ.s. Government
officiale who may create a special access program. This section
further provides that for special access programs gertaining to
intelligence activities {including special activities, but not
including‘military operations, strategic, and tactical
programs}, or intelligence sources or methods, this function
ehall be exercised by.the Rirector of the CIA. This section
specifies that special access programs shall be establisﬁed only
when the program ig vegquired by statute orx upon a specific
finding that the vulnerability of, or threat to, specific
information is exceptional; and the normal criteria for

determining eligibility for access applicable to information

i5
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classified at'the‘same level are not deemed sufficlent to
protecst the infor&ation from unauthorized disclosure.

30. ‘Officials of the Natiomal Security Council (NSC)
determineé that in light of the extraordinary circumstances
affecting the vital interests of the United States and the
genagitivity of the actiwvities contemplatéd in the CIA terrorist
detention and interrogation program, it was essential to limit
access to the information in the program. NSC officials
established a special access ércgrams governing accoess Lo
information relating to the CIA terrorist detention and
interrogation program. &As the executive agent For implementing
the terrorist detention and interrcgation program, the CIA is
responsib;e for limiting access to such information im
accordance with the NSC’s direction. While CIA is no longer
using EITs or operating detention facilities, certain
information relatsed to the program remaiﬁs claésified TOR
SECRET. i explain this informstion in greatex detall in my
claasified declaration.

B. FOIA Examption bi{3}

31. POIA Exemption b{(3) provides that the FOIA does not
apply to matters that arve:
gpecifically exempted from disclosure by statute {other

than section 352b of this title), provided that such
statute

¢ The anams of the special access program is itself classified SECRET.
i8
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{A} reguires that the matters be withheld from
the public in guch a manner as to leave no discretion
on the issue, or -

{B) eatablishes particular criteria for
withholding or refers to particular types of matters
to be withheld .
5 U.8.C. § 552({b}{3). I have reviewed the documents at issue
and have determined that there are two relevant withholding
statutes. - |

32. National Security Act of 1847 ~ Sectiom 102A(1i} {1} of
the National Security Act of 1847, as amended, sé U.8.C.

§ 403~1(i) {1}, provides that the DNI shall protect intelligence
gsources and methods from unavthorized diéclosure, I have
reviewed the documents at issue and have determined that they
contain information, including information that remains
classifi&d, that if disclosed would reveal intelligence sources
and methods. The CIA, therefore, relies on the National
Security Act of 1847 to withhold any information that would
raveal intelligence sources and methods.

33. In contrast to Executive Order 12958, the National
Security Act’s statutory requirement to protect intélligence
sources and methods does not regulire the CIA to identify ox
describe the damage Eo national security that reascnably could
be expected to result from their unauthcfized disclogure. In

any event, the information relating to intelligence sources and

17
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methods in the documents at issue that is covered by the
National Security Aot is the same as the information relating to
intelligence activities, sources, and methods that is covered by
the Executive Order for classified information. Therefore, the
damage to.the gational security, including damage to the United
States' defense againat transnational terroriam and Lo the
foreign relations of the United States, that reasonably could be
expected to result from the unauthorized disclosure of.such
information relating to intelligence s@urcas and methods is co-
extengive with the damage that reasonably could be expected to
result from the unasuthorized disclosure of vlassified
information, which is described above, and in my classified
declaration.

34. Central Intelligence Agency Act of 1548 -~ Section 6 of
the Central Intelligence Agency Act of 1343, as awended,
50 U.8.C. § 403g, provides thar im the interesﬁs of the security
of the foreign intelligence activities of the United States and
in order to further implement section 403«1(i) of Title 54,
which provides that the DNI shall be responsible for the
pictection of intelligence sources and methods from unauthorized
disclcsurg, the CIA shall be exempted from the provisions of any
‘law which requires the publication or disclosure of the
organization, functioms, names, official titles, salariés, or

numbers of personnel employed by the CIA. In accordance with

18
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section 403-4a{d) of the Wational Security Actlaf 1947, as
amended, 50 U.8.C. § 403-4a(d), foremost among the functions of
ﬁhe CIA ié the collection of intelligence through human sources
and by other apprepriate means.

35. I have reviewed the documents at issue and have
determined that théy contain information. including infa?matian
that remains classified, that if discloged would reveai the
organization and functions of the CIA, including the conduct of
clandestine intelligence activities to collect intelligence from
human sources using interrogation methods. In the interests of
the secufity of the foreign intelligence activities of the
United States and in order to further implement the DNI‘s.
statutory reapansibiliﬁy to protect intelligence sources and
methods from unauthorized disclosure, the CIA relies on the
Central Intelligence Agency Act of 1549 to withheld any
informatidn that would reveal the organization, functions,
names, and official titles of personnel euwployed by the CIA,
including the collection of foreign intelligence through
intelligence sources and methods~-guch as the conduct of
cl;ndestine intelligence activities to collect intelligence from
human sources using interrogation methods.

36. Again, in contrast to Executive Order 12958, the CIA
Aet’g statutory reguirement to further protect intelligence

sources and methods by protecting the organizatiom, functions,
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NaMeS énd afficial titles of peraon§ employed by the CIA, does
net reguire the CIA to identify or describe the damage to
national security that reasconably could be expected to result
from their unauthorized disclosure. In any event, the
‘information relatipg to the organization and functions of the
CIA and intelligence apurces and methods contained in the
documents at issue that is covered by the CIA Act’'s statutory
rgquirement ig the sameé ag the informatlion relating to
intelligence activities, scurces, and wmethods that is covered by
the Execitive Order for claseified information, .Therefore, the
damage to natilonal security, including damage to the United
Staﬁea‘ defense against transnational terrorism and to the
foreign relations of the United State&,'that reagonably could be
expected to ;esult from the unauthorized disclosure of the
organization and functions of the CIA and intelliéence sources
‘and methods ig co-extengive with the damage that reasénably
could be expected to result from the unauthorized disclosure of
claasified information, which is described above and in my
clasaified declaration.

€. FOIA Exemption b(5)

37. FOIA Exemption b(8) provides that the FOIA does not
apply to matters that are inter-agency or intra-agency .
memorandums or letters which would not be available by law to a

private party other than an agency in litigation with the
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Agency. I have reviewed the documents at issue and determined
that eight are intra-agency memoranda that contain information.
that is protected from disclosure under the deliberative process
privilege ﬁpré~decision&l deliberations, p;eliminary
gevaluations, opinionsg, and recommendations from CIA employees to
theiyr management concerning a future policy or courae of
action); and two of those contain information that is protected
from diséicaure ag attommey work-product and attorney-client
eonfidential communications (notes from a CIA emplovee’s
discussion with a CIA attorney aboulr the attorney’'s review, at
managemen& request, of the videotapes to evaluate legal and
policy compliance; and tﬁe CIa attorney’'s legal analysis and
conclusions to CIA management concerning his legal and policy
review}) . -Disclosurs of deliberative process information would
discourage open, frank discussions on matters of policy betwsen
subordinates and superiors. Disclogure of attorngy~client
conmunications and attorney work-product would discourage CIA
managers from sseking the advice bf CIA lawyers, and could
inhibit CIA lawyers from issuing opinions to CIA managers
concerning complex énd unsettled areas of law.

L. FOIa Exemption b{f)

38. FQOIA Exemption b(6) provides that the FOIA does not
apply to personnel and medical files and similar files the

disclosure of which would constitute a clearly unwarranted
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invasion of persconal privacy. I have reviewed the documents atbt
isgue and determined that sixty-two contain personal
information, and that the disclosure of that information would
constitute a clearly unwarranted invasion of personal privacy.
Disclosing information that could identify CIA suployees and
other personnél engaged in clandestine counterterrorism
cperationg coculd place those individﬁala, and their families and
friends, at grave risk from extremista geeking retribution.
There ig ne legitimate countervailing public benefit that could
come close to ocutweighing this paramount concern to pretect U.8.

Government employees and their associates.

IV. CONCLUSION
38. The CI& has withheld from the g5 sampied documents
information that concerns intelligence activities, sources, and
methods, and foreign relations and foreign activities of the
United States, priwarily on the bases of FOIA Exemptions b1},
and k{3) in conjunciion with the NHational Security Act of 1947
and the Céntral Intelligence Agency Bct of 1943. Relatively
small amounts of information have also been withheld pursuant to
POIA Exemptions b(5) and b{s}, az they pertain to the
deliberative process, attorney work~prbduct, and attorney-client
cémmunications; and information the disclosure of which would be

a clearly unwarranted invasion of personal privacy. With

22

Attachment P
Page 22 of 24

i ™ UNCLASSIFIED//FOR PUBLIC RELEASE  Avpsliate Exnivit 0136 (aa4)
Y Page 259 of 312



UNCLASSIFIED//FOR PUBLIC RELEASE

Cagse T-cw-04151-8KH  Docurnent 351 Filed DROR/G8 Page 23 of 24

respect to my decision that the documents at issue must remain
clasgified TOP SRCRET in their entirety,‘and that no reasonably
segregablé information can be réleased, I have duly considered
that small amounts of similar information have been released in
other contexts. Because the operational documente at igsue are
of a gqualitatively different ﬁatur&'than the déclassified QLG
memoranda and, as discussed in greater detail in wy clagsified
declaration, bacause of the exceptionally grave damage to
clandestine human intelligence collection and foreign lisison
relationships reasonably likely to cccur from releasing any
porticﬁ of them, they must continue to be classified in their

entirety.

40. The CIA’s primary mission is to gather the human
intelligence necesgsary to prevent terrorist attacks ;argeting
g.s. persqna, property, and interests. It is important to note
that the diasruption of terrorist plots is rarely the dramatic
last minute hercism displayed in popular culture, television,
-and movies. Instead, careful intelligence collection and
énaiysis is designed to identify plotters and their objectives
and neutralize them before their plans can wmaterialize. Often
thig involves identifying and focusing intelligence collection
efforts on specific individuals who are invelved in nefarious
agtivities. This targeting would be greatly diminished without

clandestine human sources, robust liaison relationships, and the
23
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cooperation of foreign countries, all of which reguire the
Agency and our Government to maintain the trust and secrecy
necessary for these velationships to exist.
* * ® e
I hereby declare under penalty of perjury that the

foregoing is true and correct.

Executed this é’ﬂ; day of June, 2008.

"~ Ledn E. Panetta
Director .
Central Intelligence Agency
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Theme Guidelines address tha conduct c:ﬁ intervogations of ‘

These Guideliness complament inkernal Divrectorate of
Operations guidance relating bo the canthct of
inkerzogations. In the event of any. inconsigtency het:wzaen
existing 20 guidance and these Gu:.aelme&, the provisions of
these Guidelinas ahall control.

( ; ' ' -1. Eamisai.hla Intmcsgatian Teamiqnus

Unlaaa othexwise approved by Headquarhe:m, CIA
. . officers and other personnel acting on bahalf of CIA may use
: : only Permissible Interrogaklion Technicues. Permissible
' Interrogation ‘Techniques consist of both (a) Standard
’I'achniqusa and {b) Emhmced TPachnigueas.

an j; igues are tachniqmms that do not |
ineorpamte physical or substantial psychelogical pressure.
These technigues includs, but are nmobt limitad to, all lawful
formg of guastioning emploved by US law enforcement and )
military interrogation personnel. Anong Standard Techaigues
are the nsg of isclatlion, sleep deprivation ot to exceed
72 hours: reduced caloric intake {so long as the amount is
caloulated to msintain the general health of the detainse),
depxrivation of reading material, use of loud mugle or white
noise (at a dacibel level calculated ko sveid ﬁmag‘a g0 tha
datainae‘& haaringh emd tha uss oﬁ digpe Fad
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Enhan gchnioues are technigues that do

‘ incszporat& physical br psychological pressure “bayond

Standaxd Technigues. The Use of each specific Enhanced
Techn;qne.must ba approved by Headgquarters in advance, and
mey be employed only by approved interrogators for use with
the specific detainee, with appropriate medical and
psychological participation in the process. Thesa tachniques

. wre, the attention grasp, walling, the faclal hold, the

facial slap (insult slapl; the shiomingl slap, cr&mpad
confinsment, wall stunding. stress positions, slesp
deprivation beyond 72 hoursg, khe ugse of fdapers for prolongad
periods, the use of harmless insegts, the water board, and
such othar technicués as may . be speclfically approved

‘pursuant to paragraph 4 below.  The use of sach Enhanced

Tachnlgue is subject to specifilc temporal, physieal, and

© xelatsd conditions, inecluding a competant evaluation of the

medical and psychological state of the detainae

2. Medicsl amd Paychniogicul Permonnel

iste

medical and nsychological personnel shall
veadily avallable for congultation and
gation site during all detainse
,int&rrogatzans axploying  Standaxd Techniques, and appropriats
madical and psychological persomnel mast ba on site during
all detaines interrogations, amploying Bnhencad Techuiques.

In sach case, the medical and paychological pasrsonnal shall
suspend the interrogation if they determine that significant
and grolonged physical or mental injury, pain, oy suffaring
is likely to result if the interrogation is not suspended.

In any . .such instance, the laterrogakion team shall
immediately report the facts to Headquarters for management

and legal xeview to. datermuna whethar the intarrogatmcn may
be rasumed

3. Interrogation Perscomsl

The Directar, Dex’ Ceunterterrorlﬁt Cant&r shall
ansurs thah all persomnel dirsctly eungaged 43
ope datained pursvant
haye been appropriatsly sorasngd
gical, and seaurity atandpoints}, hawe
ravieved these Guidelines, have recelved appropriate training

in thelr implemsptation, aud have completed tha a&tached
Acknowledgment .

Page 2 of 4
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. Guideline on Interreogations Conducted Parsuant .to the

4. Approvais Reguired

Whenever feasible, advance approval is. required for
the use of Standaz:’d Pachniques by an interzogation team., In

"all instances, thelr use shall be documented in cable

traffie, - Prior spproval in wrlting {e.g., by written
mesmarandnm or in ¢abls traffic) from the Directox, DCI

. Couniterterrorist Center, with the concurrance of the Chief,

CTC Legal Group, is required for. the use of any Enhanced
Tachnigue{s), and may be providsd oaly whera D/CTC has
determined that. (a) the specific dstainee ig bellevad to
posssss information about xisks to the citizens of the United

‘States pr other natidns, (b) the use of rhe Enbhanced

Technique(s) 'is appropriate in order to obtain that -
information, () appropriate madical and psychological

personnel have cdncluded that the uge of ths Enhanced

Tachniquai{s} is not éxpected ko produce “severs physical ox
mental pain or suffering,” and (d) the personnsl authorized’
to employ the Enhanced. Technigual{s) have completed the
attached Acknowladgment. Nothing in thasa Guidelines alters
the right te act dn self- def&nsa .

8, Rec@:&wiﬂg

In sach interrogation sassion .in which an Enbanced
Technique is employed, a contemporaneous recoxd shall be
craated setting forkk the nature and duration of each such
technique employed, the identities of those present, and a
citation to the required Headguarters approval cable. This

" information, which may be in the form of a cabhle, shall be

provided to Headquarters.

APPROVED: - : ’

B Ingelliigence
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acknowledyge that I have read and
undarstan& and will comply with the *Guld
Interrogations Conducsted Pumauant to

 ACKNOWLEDGED:

Ny : : ) ’ Date:

Attachment R
Paged of4
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Buldalines on Confinement Conditions For CIA Datalnses

szn the conditions of confinement for
T 1 £

5,

s = E 3 v u
vary from case to case and location te location. -

1. minimums *

2. Inplesenting Procedyres

Fited with TJ
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Guidelinas on Confinement Conditions for CIA Detainees

3. Raspanaihla CKA Dfﬂicar '

“The Dirsctor, DCI Countartervoerist Centar ghall
ansurs {a) thak, at all times, a specific Agency staff
amployss (the *Responsible CIA Officex*] is designated as
ragponsible for sach specific Detention Facillity. . {b) that

- each Respongibls CIA Officer has been provided with a copy of

these Guidelines and has reviewsd and signed the attached

| Acknowledgment, and [g) that each Responsible. CIA Officer and
_ @ach CIX officar paxticxpating 3. -

Subject to opsrational and sedurity considerationsa, -the
Responaible OIh Officexr shall be presenk at, or visig, sach
Datention PFacility at inhervals appropriate to the
circumgtances.,

APPROVED:

i.:;; ’ ag oo laelen

ral Intelligence Date

Altachment S
Page 2¢f 3
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< I, . v ‘s @m the-Responsible CIA Officer ﬁor the '

Detention Pacility known as . By my sgignature .

below, I acknowledges that I have read and understand and will
somply with the ‘Gu;.del.mes on Confinement COnditiom for CTIA .
, 2003.

ACKHOWLEDGED

Name : . : " Date

Aitachment &
Page 3.0f 3
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Connell, James G Il CIV QSD OMC Defense

Fronmy: Conngll, Jamas G il CIV GSD OMC Defense

Sent: Thursday, Aprl 28, 2012 4:38 PM

Tao: Chapman, Michael C Mr OSD OMC Convening Authority
Subjsct: DODSCORT -

Classification sivimieGEige
Dear Mr. Chapman,

Can you please advise on the proper procedurs for requesting declassification of a document
from the DODSC/DRT?

Sest regards,

James Connell

g vy g e g 1

Aftachment T
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Connell, James G il CIV OSD OMC Defense

From: Connell, James G Hl SV Q8D OMC Defense

Sent: Friday, Aprlt 27, 2012 1:35 PM

To: . Chapman, Michael C Mr OSD OMC Convening Authority
Subject: Guidance request 78mde

Classification: SaaESniieadine
ATTORNBEY COMMUNICATION: DO NOT MONITOR

Dear Mr. Chapman,

As you may know, I am Learned Counsel for All Abdul Aziz All, ISN 18818, As such, I am
responsible for guiding my team in compliance with applicable classification guldance. I am
writing to request a copy of any and all classification guldance relating to high-value
detainees, ITF-GTMO, the Rendition, Detention and Interrogation Program, or other mission-
specific guldance with which I am expected to comply.

I have access to the DOD guidance dated 24 Mar 2810 and three iterations of the CIA HVD RDI
guidance.

The DoD Habeas Corpus and Military Commission Legal Procesdings Security
Classifications/Declassification Guide, dtd 24 Mar 2816, states that, "This gulde does not
apply to the National Security Agency (NSA), which has established a segparate process for
supporting HC and MC proceedings.” I specifically request a copy of the document
establishing the NSA process for supporting HC and MC proceedings.

Best regards,

James G. Connell, IIX

Office of the Chief Defense Counsel
1629 Defense Pentagon

Washington, DC 2€381-162@

DERIVED FROM: Multiple Sources
DECLASSIFY ON: 11 Apr 2822

Anachment U
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—SECRET(WITH ATTACHMENT)
Connell, James G lll CI¥ 05D OMC Defense

From: Connafl, James G Hli CIV O8SD QMC Defense

Sent: Wednesday, April 25, 2012 3:20 PM

To: Chapman, Michael C Mr Q8D OMC Convening Authonty

Subject: Request for declassification review-tes-

Attachments: 2012-04-285 AEQR3 SECRET af Baluchi {All) FO01 505 Notice Attschment B.pdf

Classification: SEEREF (WITH ATTACHMENT)

Dear Mr. Chapman,

Today, I am filing a 565 notice for the attached document. I am attempting to comply with
Trial Judiciary Rule of Court 11{2)}, which provides that a "requesting party, absent exigent
circumstances, will reguest that the Original Classification Authordty {OCA) will review the
materials for declassification.®

The attached document is not actually classified, as it has never been reviewed by an OCA and
is not derived from material classified by an OCA. However, the CISO at the D.C. District
has directed me to treat it as Secret.

I have the following specific guestions:

{1} If the document is not actually classified, to what OCA shall I direct my reguest to
review the materials for declassification?

(2) The requirement of Rule 11(2) 1s only triggered "[blefore requesting a review.” Rule
11(4) states that the procedures for an ex parte motion provided in that rule "will apply in
all cases.” I am giving a 395 notice pursuant to RME S85(g){1)(8B) rather than seeking a
“review.“ Indeed, I cannot find anywhere in the text of RMC 585 that provides for a “review
rather than a “hearing” (RMC 505¢h)) or a "determination™ (RMC 585(g){1}{B)(ii)). Ia fact,
the only procedure for a “review” 1s Rule 11(4)(a), which mandates that, "Requesting party
will file an ex parte motion requesting judicial review with the Chief (lerk of the Trial
Judiciary IAN MCRE 585." Is the review discussed in Rule 11(2) & (4) the same as a hearing
under RMC $85(h)? Does RMC 11(4) require me to "file an ex parte motion requesting judicial
review” as part of a 565 Notice?

8

Best regards,

DERIVED FROM: Multiple Sources
DECLASSIFY ON: 25 Apr 2022
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