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Ref: FOIA-2014-00416

Mr. Spencer Ackerman
The Guardian

536 Broadway

6" Floor

New York, NY 10012

Dear Mr. Ackerman:

This is in response to your April 10, 2014, Freedom of Information Act (FOIA) request
for a copy of Department of Defense, Office of Inspector General Report DoDIG-2014-055. We
received your request on April 11,2014, and assigned it case number FOIA-2014-00416.

The enclosed report is responsive to your request. Colonel Joseph Davidson, Chief of
Staff, an Initial Denial Authority for the Joint Improvised Explosive Device Defeat Organization,
determined that information is exempt from release pursuant to 5 U.S.C. § 552(b)(1), which
pertains to information that is currently and properly classified in the interest of national defense
or foreign policy in accordance with Executive Order 13526, Section 1.4(c), which pertains to
intelligence activities (including covert action), intelligence sources or methods, or cryptology;
5 U.S.C. § 552(b)(6), which pertains to information, the release of which would constitute a
clearly unwarranted invasion of personal privacy; 5 U.S.C. § 552(b)(7)(A), which pertains to
records or information compiled for law enforcement purposes, the release of which could
reasonably be expected to interfere with law enforcement proceedings; and
5 U.S.C. § 552(b)(7)(C), which pertains to records or information compiled for law enforcement
purposes, the release of which could reasonably be expected to constitute an unwarranted
invasion of personal privacy. In addition, I determined that information is exempt from release
pursuant to 5 U.S.C. § 552(b)(6) and 5 U.S.C. § 552(b)(7)(C).

If you are not satisfied with this action, you may submit an administrative appeal to the
Department of Defense, Office of Inspector General, ATTN: FOIA Appellate Authority, Suite
17F18, 4800 Mark Center Drive, Alexandria, VA 22350-1500. Your appeal should be
postmarked within 30 days of the date of this letter, should cite to case number
FOIA-2014-00416, and should be clearly marked “Freedom of Information Act Appeal.”

o/l

nne Miller
Chief, Freedom of Info1mat10n and
Privacy Office

Sincerely,

Enclosure(s):
As stated
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INSPECTOR GENERAL
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MEMORANDUM FOR ACTING DEPUTY SECRETARY OF DEFENSE
DIRECTOR, JOINT IMPROVISED EXPLOSIVE DEVICE DEFEAT

ORGANIZATION

SUBIECT: (U) Investigation of Hotline Allegation of a Questionable Intelligence
Activity Concerning the Joint Improvised Explosive Device Defeat Organization
(JIEDDO), Counter-IED Operations/Intelligence Integration Center (COIC)

(U) We are providing this report for your information and action. We conducted an
investigation in response 1o an anonymous DoD IG Hotline allegation that the Joint IED Defeat
Organization (JIEDDO), Counter-IED Operations/Intelligence Integration Center (COIC)
illegally or inappropriately collected information about U.S. persons.

(U) We substantiated an allegation that JIEDDO collected U.S. person information. We
considered comments from the Acting Deputy Secretary of Defense and the Director, JIEDDO,
in preparing the final report. The Acting Deputy Secretary of Defense determined there was no
requirement fo designate JIEDDO as a Defense Intelligence Component, non-concurred with our
recommendation to suspend the JIEDDO's current intelligence collection activities pending
clarification of JIEDDO’s collection authorities, and was generally responsive to all other
recommendations. Our responses to management comments are found on pages 14-73 of the
report, We respectfully request that the Acting Deputy Secretary of Defense and the Director,
ITEDDO, pravide comments to this final report, as appropriate. See Recommendations Table at
page iv.

(U) We appreciate the courtesies extended to the staff. We look forward to evaluating the
organization in the futwe. Please direct your questions and comments to me at (703) 882 e

DSN 499 i

{7 Deputy liispector General
for Intelligence and Special
Program Assessments
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Results in Brief

Investigation of a Hotline Allegation of a Questionable
Intelligence Activity Concerning the J[IEDDO COIC (U)

(U/ [#888) We conducted an investigation in
response to a DoD Hotline allegation that the
Joint Improvised Explosive Device Defeat
Organization (JIEDDO) Counter-Improvised
Explosive Device Operations/Intelligence
Integration Center (COIC) illegally or

(U/ HeeE89 We recommend that the Deputy Secretary of Defense:

1,

(U/ /=848 Determine if IEDDO should be designated a DoD
intelligence component and incorporated into DoD 5240.1-KR and DoDD
2000, 19E;

(1J/ e84 Approve DoDD 2000.19E to reflect JIEDDO's authorized
intelligence functions, roles and responsibilities, and assign an
executive agent for [IEDDO's external intelligence oversight;

inappropriately collected information about U.S 3. (U//#eEa) Direct JIEDDO Lo participate only in tasks directly
st related to its specified counter-1ED mission;
persons.
4. (U/E8E8 Determine whether JIEDDO's mission evolution from

un |

(U/ /438489 We substantiated an allegation that
JIEDDO collected U.S. person information.

(U//5888) We found that JIEDDO:

e (U/ /8883 Leadership divected analysts
to intentionally collect open-source data on U.5.
companies violating DoD 5240,1-R;

° (U//#eE8) Collected on LS, persons to

o

“defeat the network” to “attack the network” is in accordance with
DoDD 2000.19E; and

(U/ i) Create an internal Inspector General position for JIEDDO to
oversce the organization’s intelligence oversight program,

(U//4648) We recommend that the Director, JIEDDO:

6.
7.

(U/ piedd) Cease collection activities pending 0SD authorization;

(U/ fssda) Authorize the COIC to fill the existing Deputy General
Counsel for Operations and Intelligence billet;

support hostage rescue violating DoD 5240 1-R; 8. (U//#e88 Review hardcopy and softcopy holdings for U.S. persons
= (U/ /#648) Collected on a former U.5. information, and delete or retain in accordance with DoD 5240.1-R;
Marine Reservist and legal U.5. residents 0. (U//eda) Review internal procedures and legal opinions to ensure

violating DoD 5240.1-R;

° (U/ /@) Collected telephonically from
Afghan farmers in Afghanistan using alias and
unauthorized /uncoordinated cover asa U.S.
university student violating DHE-M 3301.002
"Defense Human Intelligence (HUMINT)
Enterprise Manual;" and

o H5LANE

® (U/ /Eseua) We referred seven Issues for
appropriate action.

that collecting on U.S. persons is in accordance with Title 10 US.C, EO
12333, DoD 5240.01 series, and other applicable policies and
instructions; and

10. (U/ fddeh) Tailor JIEDDO's intelligence oversight training.

(U/Meed®) We considered comments from the Acting Deputy Secretary of
Defense and the Director, [IEDDO in preparing the final report. The Acting
Deputy Secretary of Defense determined there was no requirement to designate
JIEDDO as a Defense Intelligence Component, non-concurred with suspending
the JIEDDO’s current intelligence collection activities, but directed the Under
Secretary of Defense for Intelligence o establish guidance concerning JIEDDO's
collection authorities. The residual management comments were generally
responsive. We remain concerned about the ambiguity of JIEDDO's current
mission, authorities and compliance with DoD 5240.1-R. We look forward to
reviewing the Under Secrelary of Defense for Intelligence’s clarifving guidance
to JIEDDO.

DODIG-2014-055] iii
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Recommendations Table

Recommendations Requiring | No additional Comments

Management
Al Comment Required

Recommendations (A.1; E.1), | Recommendations A.3, A4, A5
(A2;D.0;E2)

Deputy Secretary of Defense

Recommendations AT, (AB_. é.a;
| C3)(A.10,B.4;C4.;D.4)

_IDirector, Joint IED Defeat

Organization Recommendations A.6, A.9

Where a given recommendation was made in response to more than one finding, the
multiple recommendations are listed within parentheses to designate their status as a
group.

(A.1; E.1) Recommendations A.1 and E.1 are identical.

(A.2; D.1; E.2) Recommendations A.2, D.1, and E.2 are identical.

(A.5; B.1; C.1; D.2) Recommendations A.S, B.1, C.1, and D.2 are identical.
(A.7; B.2; C.2; D.3) Recommendations A.7, B.2, C.2, and D.3 are identical,
(A.8; B.3; C.3) Recommendations A.8., B.3, and C.3 are identical.

(A.10; B.4; C.4; D.4) Recommendations A.10, B.4, C.4, and D.4 are identical.

DODIG-2014-055| iv
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Disiribution:

Dol Organizations

Deputy Secretary of Defense

Under Secretary of Defense for Intelligence
Under Secretary of Defense for Policy

Director, Defense nielligence Agency
Inspector General, Defense Intelligence Agency
Director, Joint [ED Defeat Organization

Non-LoD Organizations

Inspector GGeneral, Director of National Intelligence
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(U) Introduction

(U/ 4=848) We conducted this investigation in response to a May 2, 2012, DoD IG Hotline allegation
of unauthorized collection of information on U.S. persons by the Joint Improvised Explosive Device
Defeat Organization (JIEDDO) Counter-IED Operations/Intelligence Integration Center (COIC),
hereafter referred to as the "COIC" This investigation's objective was to determine if the COIC
followed appropriate laws, regulations, and procedures on collecting, processing, storing, and
disseminating U.S. persons information.

(U/se48) In February 2006, DoD Directive (DoDD) 2000.19E, “Joint Improvised Explosive Device
Defeat Organization (JIEDDO),” established JIEDDO as a joint entity and jointly-manned DoD
activity. Its mission was to "focus (lead, advocate, coordinate) all DoD actions in support of the
combatant commanders’ and their respective Joint Task Forces’ efforts to defeat Improvised
Explosive Devices (IED) as weapons of strategic influence.” As reported by the Government
Accountability Office (GAO), JIEDDO was directed to identify, assess, and fund initiatives that
provide specific counter-1ED solutions. The JIEDDO director was authorized to approve joint [ED
defeat initiatives valued up to $25 million per initiative and make recommendations to the Deputy
Secretary of Defense (DEPSECDEFT) for initiatives valued over $25 million. The Secretary of Defense
assigned the Secretary of the Army as the Executive Agent for [IEDDO's administration function
while maintaining JIEDDO's operational functions at the Office of the Secretary of Defense
(0OSD)-level; with the Director, ]IEDDO, reporting directly to the Deputy Secretary of Defense.

DoDD 2000.19E assigned the Director, JIEDDO, the intelligence-related task to "Establish a Joint
Common Operational Picture and Joint Common [ntelligence Picture of the IED system in the Global
War on Terrorism.”

COIC, reported that in an effort to increase the Department's and the

(U//%] NEDDO. (h)(B); (DHE)

supported combatant command’s (COCOM) awareness and understanding of the enemy networks
supporting the [ED problems, General Montgomery Meigs, U.S. Army (retired), JIEDDO's former
director, established the Counter-1ED Operational Integration Center (COI() in 2006. An

August 22, 2007, JIEDDO memorandum, subject: “Establishment of the Counter-[ED Operational
Integration Center (COIC),” COIC Response to Efficiency Study said that:

DODIG-2014-055 | 1
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the Director, Joint Improvised Explosive Device Defeat Organization (JIEDDO), in
coordination with the Deputy Secretary of Defense and Vice Chairman of the Joint
Chiefs of Staff, approved the establishment of the Counter-IED Operational
Integration Center (COIC).... on 17 March 2006. The formal activation of the COIC as
an organization was effective 1 August 2006.

In February 2011, the COIC was renamed the Counter-1ED Operations/Intelligence Integration
Center (COIC) and became JIEDDO’s sole intelligence component,

(U//£84e) The COIC was created after DoDD 2000.19E was written; therefore, it did not articulate
the COIC's authorities, roles, and responsibilities. However, JIEDDO Instruction 5240.01 stated that
the COIC's mission was to support:

. all Combatant Commands, the [IEDDO Counter-IED Operations/Intelligence
[Integration] Center (COIC) harnesses, masses, and fuses information, analysis,
technology, interagency, (sic) collaboration, and training support to enable more
precise attacks to defeat networks which employ IEDs. Be prepared to provide
analytical support and enemy network information to other Government
Organizations and Coalition partners.

(U/ 46883 The J[IEDDO Organization and Function Guide (JOFG), of January 21, 2011, gave the
following mission guidance to the COIC:

(U) COIC 1 -- In direct support of all Combatant Commanders and the JIEDDO,
support and sustain an autonomous operations integration center with analytical,
technology, and training support capabilities and sustain an integrated operations
and intelligence picture of all data resulting from the collection, analysis, and
dissemination of information related to the activities and capabilities of violent
extremist networks globally [in order to] enable tactical, operational and strategic

planning and operations.

(U) COIC 2 -- Create and sustain partnerships and leverage the capabilities of the
intelligence community and inter-agency [in order to] benefit from their intelligence
collection strategies and their exploitation, analysis, and dissemination of
information related to the activities of violent extremist networks globally.

(U//4#688) COIC leadership provided an overview brief on July 16, 2012, which stated the COIC
was not authorized to conduct intelligence collection missions. The leadership further said that the
COIC had no authority to collect information on U.S. persons and must adhere to

Executive Order 12333 and DOD Regulation 5240.1-R. In a memorandum dated, August 09, 2012,

DODIG-2014-055 | 2
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the Vice Director, JIEDDO, responded to a DoD IG data call stating that neither “JIEDDO nor the COIC
collects information on U.S. persons.”

(U/ /4888 A COIC senior leader said the COIC created the Open Source Analysis Augmentation
Center (OSAAC) to review and research newspapers and other publicly-available data to support
JIEDDO requirements. In the senior leader’s opinion, publicly-available data relating to JIEDDO’s
mission could be used, even if it were open-source data on U.S. persons. Another senior leader said
the OSAAC provided open-source support to JIEDDO’s counter-IED mission and the OSAAC created
40-50 open-source analytical products per month. Senior analysts at the OSAAC stated their open
source research did not consist of intelligence collection because it was open source and because
the OSAAC did not label its products as “intelligence.” The DoD Office of General Counsel said that
other than a JIEDDO General Counsel’s legal opinion, of December 4, 2012, the DoD Office of General
Counsel did not know of any other legal opinion about establishing the COIC's 0SAAC.

(U/ A6 Finally, JIEDDO responded to a 2012 Office of the Secretary of Defense Cost Analysis
Program Evaluation study that stated the COIC was organized into six divisions (Operations,
Net-Centric Innovation, Mission Integration, Mission Support, Training Integration, and Operations
Research/Systems Analysis) under the Command Group. The COIC required personnel strength
totaled 1,359 individuals (12 military, 46 government, and 1,301contractors.)

(U) We conducted this investigation from June 2012 to January 2013, in accordance with the
Council of the Inspectors General on Integrity and Efficiency Quality Standards for Inspection and
Evaluation. We focused on whether the COIC collected information about 11.8. personsl. Our
investigation encompassed over 40 interviews of subject-matter experts, including JIEDDO
Headquarters and COIC government and contract personnel, and officials from the Under Secretary
of Defense for Intelligence (OUSD(1)).

: {U) According to DoD 5240.1-R, the term "United States person” means:

A United States citizen; An alien known by the DoD intelligence component concerned to be a parmanent resident alien; An
unincorporated association substantially composed of United States citizens or permanent resident aliens;

A corporation incorporated in the United States, except for 3 corperation directed and controlled by a foreign government or
governments. A corporation or corporate subsidiary incorporated abroad, even if partially or wholly owned by a corporation
incorporated in the United States, is not a United States person, A person or organization outside the United States shall be
presumed not to be a United States person unless specific information to the contrary is obtained. An alien in the United States shall
be presumed not to be a United States person unless specific information to the contrary is obtained. A permanent resident alien s
a foreign national lawfully admitted into the United States for permanent residence,

DODIG-2014-055| 3
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(U) Finding A: The COIC Improperly Collected
Information on U.S. Persons

(U/ #8883 Our investigation substantiated the allegation that COIC personnel improperly collected
information about U.S. persons. At the direction of COIC and JIEDDO leadership, analysts collected
information on U.S, companies and their CEOs, U.S. hostages held by foreign extremists, and specific
U.S. persons. In addition, COIC analysts improperly collected intelligence using aliases and
uncoordinated cover. As a result, COIC leadership and analysts actions violated, or were
inconsistent with, Executive Order 12333, “United States Intelligence Activities”; DoD 5240.1-R,
“Procedures Governing the Activities of DOD Intelligence Components That Affect United States
Persons”; and DoD Joint IED Defeat Organization Instruction 5240.01, “|IEDDO Intelligence
Oversight”; as well as DoDD §-5200.37 “Management and Execution of Defense Human Intelligence
(HUMINT);"” and DHE-M 3301.002 "Defense Human Intelligence (HUMINT) Enterprise Manual,
Volume II: Collection Operations.”

(U/ /#e¥8) Contract analysts at the COIC, at the direction of ESEREE
HERDO:(DKE). (eXTIC) , JIEDDO, and other senior JIEDDO and COIC leadership, intentionally collected

open-source data on the following U.S. companies:
S R R s ——— | 1 111t

occurred from 2011 through 2012, and Sl began his endorsement not later than
August 2012. One senior government analyst expressed concerns about the collection to COIC

JIEDDO. (B)(6),

leadership and the COIC Intelligence Oversight Officer. But the analyst was told by piesss
J EDDC (BYE), (DI HC) .n! DO (BHEB), (DHT) WantEd this inforl“atiﬂn

collected and that the analyst “should do it.” When the analyst refused, [ removed him
from the FATIMA Group? project. The senior analyst said he believed he was removed to protect
him, and not as a way to retaliate against him. According to a COIC senior analyst, the Defense
Intelligence Agency conducted a deep-dive study into the FATIMA Group and found no illicit
activities. m said that as of August 2012, JIEDDO had not estahlished a terrorism nexus

JIEDDT. (BHG), (bX )

and

with the FATIMA Group. The analysts’ collection of the data, and the orders rom g
other senior leaders, violated DoD 5240.1-R because no “reasonable belief” was established that

2 (UfAFeEed The FATIMA Group isa Pakistani conglomerate based in Lahore, Pakistan, that manufactures calcium ammonium
nitrate, which is “cooked down” to Ammonium Nitrate and used by terrorists and insurgent groups in Afghanistan as an explosive
material in Improvited Explosive Cevices (IEDs). According to multiple subject matter experts at JIEDDO, up to 80% of the IEDs used
in attacks on Coalition Forces in Alghanistan were made using Ammonium Nitrale that originated as FATIMA Group calcium
ammonium nitrate fertilizer.

DODIG-2014-055 | 4
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these 1.5 entities were associated with the Counter IED threat or with terrorist-sponsored or illicit

organizations.

(U/ /#848) According to a COIC analyst from the COIC Threat Development Cell, FSSSi
directed that the COIC collect information on U.S. companies that did business with FATIMA
Fertilizer (a fertilizer subsidiary of the FATIMA Group) to determine which U.S. companies could be
-approached to request support in pressuring the FATIMA Group. Another senior COIC analyst said
pressured the COIC to collect information about U.S. companies that were affiliated
with the FATIMA Group and that the analyst felt pressure from HselCEUN to investigate these [1.S.
businesses. The analyst sent a July 13, 2012, email to the COIC's Intelligence Oversight officer
regarding the COIC’s authority to collect and retain information about U.S. businesses associated
with the FATIMA Group. According to the email chain, as of July 31, 2012, the Intelligence
Oversight officer had not responded to the question. The analyst said the Intelligence Oversight
request could not be supported due to a lack

officer later gave a verbal response that EEEEREERIES
of derogatory information associated with the U.S. entities.

told his senior staff that he wanted to examine US.

[U//% ]n August 2012' JIEDDO. (DXBY. (B)7)
companies who provided equipment or funding to the FATIMA Group. According to an August

JEDDO. (b)B), (BRTHE)

1, 2012, email response from
understood that EEEERERERIIY assignment was to research the FATIMA Group. HesesQUEEN checked
Dunn & Bradstreet? for U.S. holdings and sent a Request for [nformation to CIA for any links
between Fatima Group and 11.S. companies and any observable terrorist activity, e

senior JIEDDO officials that because JIEDDO had not established a terrorisin nexus with FATIMA,
CIA may not accept the request. St , replied to g
m that the information JIEDDO leadership sought was similar to a mergers and acquisition
analysis and represented action a company would take if it was interested in buying FATIMA. m
said that the information would give a full profile with whom the FATIMA Group conducted
business, beyond U.S, companies and interests. v said the information would obviously
contain an abundant amount of financial and investor data that would illuminate with whom
FATIMA interacted, and would, if all preceded smoothly, give JIEDDO options for potential

direct/indirect actions that could be leveraged through JIEDDO’s Whole-of-Government* partners

and [government] allies.

HEDDO (BR), 14(cy, (b)6), (b} THE)

g {U) Dunn & Bradstreet is a public company that licenses information on businesses and corporalions for use in credit decisions,
business-lo-business marketing, and supply chain management. Dunn & Bradstreet maintains information on more than 220 million

companies worldwlide.
* (U) JIEDDO maintains partrerships with govermeant agencics, non-governmental organizations, national faboratories, international
partners, and others to synchronize their counter-threat retwork capabilities and actions.
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VEDDO. (B)(1). 1 4(c), ()G}, (DX NC)

JIEDDO (b){(1), 14(c)

(U/ /Ee4e) A member of JIEDDO’s Homemade Explosives Task Force said that in about September
2012, JIEDDO began receiving information about U.S. companies which did business with the
FATIMA Group, how much stock the U.S. companies had in the FATIMA Group, and the FATIMA

Group'’s plans to expand into the United States. The member said that FEESSREEE planned to meet
with financial institutions that conducted business with the FATIMA Group, but that the
appropriate member(s) of the interagency team, with embedded support from JIEDDO liaisons, did
most engagements. The member said that, other than the biographies of those persons the JIEDDO
Director was meeting with, the Homemade Explosives Task Force did not store any data on U.S.
persons. However, we discovered a point paper that contained data regarding several U.S,
companies. The undated Homemade Explosives Task Force-produced "WHOLE of INDUSTRY"

paper stated:

The September 2012 Non-Attritable [sic] negative article on Fatima® will have some
unintended consequences. Gov't to Gov't contact about Fatima is not working, we
need to utilize corporate and industry association partnerships to gain the positive

effects on the battlefield.

The paper further stated: "All of this information can be captured on open source, husiness
information links and then converted into intelligence we can use o leverage our negotiations with
FATIMA Group and Pakistan.” Among areas to be pursued for discussion, the paper also stated:
“Identify all assets and companies, parent company, subsidiaries, joint ventures, and other
relationships, etc. Check for legitimate nature and for any connections to suspect firms, business
leaders/management, foreign partnerships (Germany, Denmark, US, UAE, KSA, etc.)." The paper

further stated:

*(U) seolESEENE nterviev sestion
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Based on CONSUL Report, Fatima reported they were ‘building on past engagement
with, Fatima continues to work on developing fertilizer formulations that
boost agricultural efficiency and are more difficult to convert into explosive use'
what do we know about efforts and work with Fatima Group? Did they
submit for the BAAS that JIEDDO published recently?

The paper added:

FATIMA has existing relationships with numerous western organizations, including
UIEDDO (DNTNA) and
(who have a long term partnership), but the [

has been assigned as 'Market Maker' for FATIMA in order to facilitate their trading

on the over-the-counter (0TC) market in the USA. The Homemade Explosives
Community of Seniors’ stated in yesterday's VTC [Video TeleConference] that
applying pressure to these partner companies is a possible course of action. By
approaching these partner companies -- and their shareholders -- and making them
aware that they are associated with a company whose product is being
misappropriated causing 10840 casualties in 2011 alone, FATIMA may be

encouraged to become more cooperative...

[n discussing Pakistani chromate® mining, the paper stated: “The majority of these deposits are
mined according to lease with the government of Pakistan and controlled primarily by a company
Cﬂllﬁd L EDDO" (BHTIA)

CDmpally Caned JIEDDO. (B)7HA)

. This company in turn is 80% owned by an American mining

(U/ /#4889 According to a COIC senior official, the COIC began using the Dunn & Bradstreet
database to examine husin‘ess connections in late 201 1. But the Dunn & Bradstreet database did

not help as much as the COIC analysts had hoped. feEEN and joesSRiil said that since
September 2012, as part of its general intelligence analysis contract with the
COIC, used a web crawler? called Halogen to mine open-source internet data to examine business
information. The business information included the names of company leadership and the types of

JIEDDO. (BXE)

services the companies provided for businesses working with the FATIMA Group. piss
the Halogen tool works much better at examining company relationships. The Halogen Team
produced an undated briefing entitled, "Fatima Group U.S. Company Associations,” which listed

S e thecore expertise,

§ {U) A JIEDDO Broad Agency Announcement (BAA) is a competitive solicitation procedure used to abtain proposals for basic and
applied research.

" U/ 048 Every six weeks, Director, IIEDDO, chairs a VIC meeting with senior leaders from the interagency members, including
Department of Commerce, Department of Treasury, Department of Justice, Intelligence Community Agencies, and athers.

’ (U) Chromate is used in the manufacture of stainless steel

* (U) A computer program that automatically and systematically reuieves welb pages for use by search engines
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involvement with Fatima, work performed, ongoing relationship, and key personnel of sl

(U/ /#8489 According to the DoD Office of General Counsel, other than a JIEDDO General Counsel
legal opinion of December 4, 2012, the DoD Office of General Counsel was unaware of any law,
policy, or legal opinion specifically regarding JIEDDO's authorities to engage and influence U.S.
persons' (as defined in DoD 5240.01-R) foreign investments or trade for the purpose of coercing a
foreign business to alter the production standard of its legitimate products sold outside the United

States.

(U/ fe@day Contract analysts and government supervisors in the COIC’s Special Operations Task
Force collected information about named U.S. persons held captive by extremists. According to
COIC officials, U.S. person data -- analyzed and amplified by Special Operations Task Force analysts -
- was used to support operations to rescue or recover the U.S. hostages. DoD 5240.1-R, paragraph
(€2.3.11, allowed information to be collected about U.S. persons held hostage by international
terrorist organizations. Paragraph C2.3 stated thata DoD intelligence component may collect the
information only if it were necessary to conduct a function assigned to the collecting component.
JIEDDO had no hostage rescue mission to collect information about these 11.S. persaons and therefore
violated DoD 5240.1-R.

(U) According to press reports, on June 17, 2011, a named U.S. person, who was a Marine Corps
Reserve lance corporal, was arrested near the Pentagon in Arlington National Cemetery while
carrying suspected bomh-making materials and pro-al Qaida literature. A COIC analyst said that on
the day of the arrest, fiFHRSIN directed the COIC to collect information about the named U.S.
person. According to the analyst, [ASSSEN said, “do not worry about any regulations, this relates
to bombs." The analyst said that a COIC law enforcement liaison had alrcady retrieved the U.S.
person’s social security number and given it to COIC analysts to be researched. This domestic

collection on U.S. persons violated DoD 5240.1-R because domestic collection fell outside JIEDDO's

jurisdiction and the foreign intelligence function assigned to the COIC.

EE r "IF) JEDDO (D)), 1 4(c)
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(U) A May 31, 2011, press report stated the following:

The FBI began to investigate Alwan in September 2009.., Alwan allegedly was part
of the insurgency from 2003 until May 2006, when he was arrested by Iraqi
authorities. Although both Alwan and Hammadi were arrested by Iraq security
forces in 2006, they were allowed to enter the United States as refugees in April and

July 2009, respectively.
(1) According to Title 10 United States Code, Section 371:

a. The Secretary of Defense may, in accordance with other applicable law, provide to
Federal, State, or local law enforcement officials any information collected during
. the normal course of military training or operations that may be relevantto a

violation of any Federal or State law within the jurisdiction of such officials.

b. The Secretary of Defense shall ensure, to the extent consistent with national
security, that intelligence information held by the DoD and relevant to drug
interdiction or other civilian law enforcement matters is provided promptly to

appropriate civilian law enforcement officials.

(U//%e46e) [IEDDO supports the DoJ and the FBI. According to Chapter 18, Title 10, U.S. Code,
JIEDDO can support civilian law enforcement, through USNORTHCOM, on matters within the
purview of The Military Cooperation with Civilian Law Enforcement Agencies Act of 1981, A
senior COIC official said that the COIC assisted law enforcement agencies normally under the
nexus of forensics for an [ED event. However, according to the COIC officials, legal reviews are
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not normally done on products provided to support law enforcement; the Intelligence Oversight
officer does the review. Additionally, products released to third-party agencies do not always go
through an 10 review and people may not understand the requirement or procedure for adding

groups to the "addressee line.”

(U/#8H6) Another senior JIEDDO official said that JIEDDO indirectly supports Law
Enforcement (LE) because the [Homemade Explosive] (HME) Task Force led a weekly VTC
roundtable, which included members of the LE community. This senior JIEDDO official said the
HME Task Force’s role was to "play matchmalker,” connecting organizations with data or
intelligence with the organizations that could best use that data or intelligence. A senior
JIEDDO official said that as an example of the HME Task Force’s "matchmaker” role, it put the
International Security Assistance Force (ISAF) in contact with organizations responsible for
border security in Afghanistan. Citing another example of "matchmaking”, this senior JIEDDO
official said that the HME 'Task Force linked British personnel, who were focused on the Taliban,
with the appropriate U.S. agency. A USD(I) representative said he was unaware of any JIEDDO
authority to assist law enforcement, and another USD(I) representative said JIEDDO is not
authorized to assist law enforcement, but USD(I) knows JIEDDO does, in fact, provide such

assistance,

(U) Regarding DoD intelligence support to civilian law enforcement agencies, JIEDDOI 5240.01
provided the following guidance:

4g. When a request for support to a civilian law enforcement agency involves the
provision of [foreign intelligence] Fl or [counterintelligence] Cl support, it is
considered an intelligence activity, subject to 10 and is processed in accordance with
Procedure 12 of [DoD Regulation 5240.1-R] and DoDD 5525.5 [DoD Cooperation
with Civilian Law Enforcement Officials]. When the requested DoD intelligence
component capability support to civilian law enforcement agencies does not involve
Flor CI, it must be processed in accordance with [DoDD 5525.5] and be approved by
the Secretary of Defense or his delegate.

(U/ [Ee489 We found thal e , @ contract el analyst at the COIC's 0SAAC
collected information hy telephone from Afghan farmers in Afghanistan by using both a notional
alias and an unauthorized and uncoordinated notional cover as an American university student.

R va s R who, in addition to working as a contract analyst for the COIC

JEDDD: [BHE), (BYTHC)

0OSAAC, also worked, and continues to worlk,
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RS, She said that in 2009 an 0SAAC co-worker, whose name she could not recall,

requested that she telephone farmers in Kandahar, Afghanistan, and ask about their crops and

JEDDO. (bYB). (bHTHC)

said the co-worker suggested

opinions on the Coalition war cffort in that country.
that she tell the farmers that she was a U.S. college student doing research for a paper.
et SN said she was uncomfortable making the phone calls, and after two days, refused to

continue. [EEENCERRIEE

B R said the co-worker no Jonger worked for
0SAAC. The uncoordinated collection, using an alias and university cover, was not consistent with
DHE-M 3301.002 “Defense Human Intelligence (HUMINT) Enterprise Manual, Volume II: Collection
Operations,” chapter 1, paragraph 2, which required that “appropriately trained and certified
individuals are the only personnel authorized to conduct HUMINT® operations beyond tactical
questioning. Therefore, the collection violated DoDD $-5200.37 “Management and Execution of

Defense Human Intelligence (HUMINT)” enclosure 2, paragraph 3 h, which stated that Defense
HUMINT Executors will “Require personnel conducting HUMINT activities to be trained in
accordance with core common tradecraft standards, established in consultation with the Defense
HUMINT Manager, USJFCOM, and the National HUMINT Manager in accordance with

[DoD Instruction 330515, "Dol) Human Intelligence (HUMINT) Training,” February 25, 2008}, and
consistent with [Director of National Intelligence, Intelligence Community Directive Number 304,
“Human Intelligence,” March 6, 2008].”

(s ‘ ‘h"'-) L EDDO: (D) 1), 1 4(c), (bI6), (b F)HE)

fsi VEDDO (LYY, 1 4(c)

* (U} Joint Publication 1-02 defines Human Intelligence or HUMINT as: “A category of intelligence derived from Information
collected and provided by human sources”
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JIEDDO: {b)(1), 1 4(c)

JIEDDO ()(1), 1.4(c), (bHB). (hH7HE)

(U/ /@889 Our investigation substantiated the allegation that the COIC improperly collected
information about U.S. persons without proper authority. In addition, COIC analysts improperly
collected intelligence using aliases and uncoordinated cover. These actions violated, or were
inconsistent with, Executive Order 12333, “United States Intelligence Activities”; DoD 5240.1-R,

“Procedures Governing the Activities of DOD Intelligence Components That Affect United States
Persons”; and DeD Joint IED Defeat Organization Instruction 5240.01, “JIEDDO Intelligence
Oversight"; as well as DoDD §-5200.37 "Management and Execution of Defense Human Intelligence
(HUMINT)"” and DHE-M 3301.002 "Defense Human Intelligence (HUMINT) Enterprise Manual,

Volume [1: Collection Operations.”
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A.1. (U//#848) Determine whether the Joint Improvised Explosive Device Defeat
Organization should be designated a DoD intelligence component, much like the
intelligence elements of the Services and the senior intelligence offices of the combatant
commands. If so designated, approve appropriate authorization for incorporation into
DoD 5240.1-R and DoDD 2000.19E within 120 days. If not designated, direct the Joint
Improvised Explosive Device Defeat Organization to cease all intelligence collection
activities.

{ (/) "J‘qu‘ilq_;' Deptty secrecaiyv of Defense Conments
(U/ A4ede3 The Acting Deputy Secretary of Defense non-concurred with this recommendation and
provided the following four-part comment:

a. "Under the authorities in 50 USC § 3038 and E.O. 12333 § 1.10 (k), SECDEF may use such
elements of the Department of Defense as may be appropriate for the execution of
intelligence functions. In DoDD 2000.19E, SECDEF assigned intelligence functions to JIEDDO
along with the authority to structure the organization to carry out those functions. Director,
JIEDDQ, in turn, assigned those authorities to COIC via internal JIEDDO policy documented
in the JIEDDO Organization and Functions Guide.”

b. “JIEDDO's COIC, a subordinate staff component, does carry out intelligence activities as
part of its mission and, as such, already meets the definition of a Defense Intelligence
Component (DIC) under paragraph DL11.8.16 of DoD 5240.1-R. Itis, therefore, already
subject to the provisions governing intelligence oversight.”

c. "[IEDDO as an organizational entity should not be designated a DIC as recommended.
JIEDDO in and of itself is not an intelligence organization and Director, JIEDDO, does not
require the additional authority granted by DoD 5240.1-R to the Head of a named DIC.”

d. "In accordance with its responsibilities articulated in DoDD 2000.19E, paragraph 6.3.1.,
USD (1) will ensure that JIEDDO understands which specific collection authorities it has
already and which will require additional approvals.”

bifi® {{as
U n 111

(U/ 8463 The Acting DEPSECDEF comments are partially responsive. However, we remain
concerned about JIEDDO’s compliance with the provisions of paragraph C1.1.1., APPLICABILITY
AND SCOPE, of DoD 5240.1-R--specifically, that a DoD intelligence component’s “[a]uthority to
employ such techniques [Procedures 1 through 10] shall be limited to that necessary to perform
functions assigned to the DoD intelligence component concerned,” pending the reissuance of DoDD
2000.19E.
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(U) In considering compliance with DoD 5240.01-R, we note that paragraph 4 of DoDD 2000.19E
describes the [IEDDO mission as follows:

“The JIEDDO shall focus (lead, advocate, coordinate) all Department of Defense
actions in support of the Combatant Commanders’ and their respective Joint
Task Forces' efforts to defeat the Improvised Explosive Devices as a weapon of
strategic influence.”

(U) In addition, paragraph 6.2 of DODD 2000.19E assigns the Director, JIEDDO, certain

responsibilities and functions including:

“Establish a Joint Common Operational Picture and Joint Common Intelligence Picture of
the IED system in the Global War on Terrorism;" (paragraph 6.2.7.)

“Collect and analyze data from the ficld to assess the effectiveness of current
intelligence support for Combatant Commanders and their staffs;" (paragraph 6.2.15.)

“[D]evelop and track responses to priority intelligence requirements;” (paragraph
6.2.15)

“[T]n coordination with the operational chain of command, develop new intelligence
support and intelligence requirements against IED threats to ensure the Combatant
Commanders' needs are met.” (paragraph 6.2.15.)

(U/#8¥8) The |IEDDO mission statement does not appear to necessitate the intentional collection
on U.S. persons using Procedures 2 through 4 of DoD 5240.1-R. We found widespread confusion
among the JIEDDO staff, including both junior and senior personnel, on its authority to collect on
U.5. persons. Most troubling was the CUI{;'sstatements in his initial formal briefing
to the DoD IG team and in subsequent communication with the DoD IG that the COIC lacked
intelligence collection authority, did not collect intelligence, and was not authorized to collect

intelligence on U.S. persons.

(U//E846) Furthermore, even if the intentional collection on U.S. persons was within JIEDDO’s and
the COIC’s mission functions, as articulated in paragraphs 4, 6.2.7, and 6.2.15,, we found that the
COIC was performing collection activities that fell outside these mission functions.

(U//#8868) We maintain that the current DoDD 2000.19E does not clearly define the intelligence
collection authorities and functions that the Secretary of Defense assigned to JIEDDO and that the
functions that the Director, |[IEDDO, delegated to the JIEDDO COIC were predicated on implied
authorities. We based our conclusion on the following:
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(U/#088) According to two USD(I) officials, in January 2010, EEEXIOIDTE
HEZREADNE) DRiNe) , expressed concerns to USD(I)

about authorities related to JIEDDO COIC's intelligence functions.

(U//#688) On July 16, 2012, the JRESEITECE. |EDDO (OIC, briefed the DoD 1G
team that “JIEDDO-COIC has no authorities to conduct intelligence collection
missions and JIEDDO has no authorities to collect on U.S, Persons and must adhere
to applicable USG and DOD Directives [EO 12333 and DoD 5240.1]."

(U/ /#8489 On August 09, 2012, the ASEERREERE | [EDDO, responded to a DoD IG
data call stating that neither "JIEDDO nor the COIC collects information on U.S.

persons.”

(U/ /#8889 A JIEDDO legal opinion, dated December 4, 2012, stated that in October
20'1 2’ th(! DO (b)G), (DITHC)

questioned the scope of JIEDDO’s mission and the JIEDDO COIC’s authority to collect
open source intelligence, and the JIEDDO COIC's authority to collect information on

1.5, persons.

(U/ /84e) Representatives of the Office of the Assistant Secretary of Defense for
Intelligence Oversight ATSD (10) maintain that DoDD 2000.19E granted JIEDDO the
authority to conduct intelligence activities (although specific tasks and authorities
could not be articulated). According to a senior ATSD (10) representative, no
charter doctrine existed for JIEDDO COIC, and JIEDDO may be operating under the
implied authority to collect intelligence. This senior ATSD (10) representative
suggested that we [DoD 1G] check with the Joint Staff and the Office of the Deputy
Secretary of Defense for JIEDDO’s [intelligence] authorities,

A senior Under Secretary of Defense for Intelligence representative explained that
the Under Secretary of Defense for [ntelligence never resolved JIEDDO's specific
intelligence collection authorities, but acknowledged that JIEDDO was conducting

intelligence activities.

Therefore, we underscore the Acting Deputy Secretary of Defense’s direction to the Under Secretary
of Defense for Intelligence to provide clarifying guidance on the scope of JIEDD('s intelligence
collection authorities pending its reorganization and the republication of DoDD 2000,19E, We
request a copy of the Under Secretary of Defense for Intelligence's guidance upon issuance.
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(U/ /PeHe) Although not required, the Director, JIEDDO, offered comments on the
Recommendation A.1, addressed to the Acting Deputy Secretary of Defense. The Director stated
that JIEDDO COIC has sufficient intelligence-related legal authorities to carry out its current mission
to "defeat the IED system," even though it is not formally designated as a Defense Intelligence
Component (DIC) under DOD 5240.1-R. However, the Director further stated that JIEDDO will
prepare a detailed mission statement for its intelligence operations as its future overall mission
changes. The Director, JIEDDO, also provided comments to Finding A. (See Appendix C for Director,
JIEDDO, comments and our response.)

(U/#6H6) The comments of the Director, JIEDDO, were not responsive, We did not find
irrefutable evidence of JIEDDO's specific collection authority to intentionally conduct human, signal,
or open source intelligence activities. At the time of the collection activities highlighted in this
report, JIEDDO COIC concluded that JIEDDO lacked the authority to collect on U.S. persons and did
not conduct collection activities. We maintain that JIEDDO’s use of non-doctrinal words such as
“harnessing” and “fusing” of information, in lieu of intelligence collection, contributed to confusion
about JIEDDO's intelligence authorities and made JIEDDDO COIC vulnerable to conducting activities
that may have violated DoDD 5240.1-R. The (orthcoming rewrite of JIEDDQ’s mission and the
Under Secretary of Defense for Intelligence's (USD(1)) clarification of JIEDDO’S intelligence
collection authorities should provide the necessary clarity on JIEDDO's intelligence authorities,
mission, and functions,

A2, (U/ FEH6) We recommend that the Deputy Secretary of Defense approve DoDD
2000.19E to reflect the Joint Improvised Explosive Device Defeat Organization Counter-IED
Operations/Intelligence Integration Center’s authorized intelligence functions, roles, and
responsibilities, and assign an executive agent for JIEDDO’s external intelli gence oversight.

(U/ /£68H8) The Acting Deputy Secretary of Defense partially concurred with this recommendation
and provided comments that DoDD 2000.19E would be updated as JIEDDO is reorganized and
transitioned per the Deputy Management Action Group’s decision memo of September 6, 2013. The
Acting Deputy Secretary of Defense recommended 180-day suspense, from concept approval, for
the update DoDD 2000.19E vice the 120 days stated in Recommendation A.1.

(U/ /eH8) The Acting Deputy Secretary of Defense’s comments were partially responsive. The
Acting Deputy Secretary of Defense concurred with updating DoDD 2000.19E, but recommended a
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suspense of 180 days from the approval of JIEDDO’s reorganization concept. We concur with the
180-day suspense. The Acting Deputy Secretary of Defense was not responsive to assigning an
executive agent for JIEDDO’S external intelligence oversight. We believe that it is critical to assign
an executive agent for intelligence to an external DoD organization capable of integrating JIEDDO's
intelligence activities into its intelligence oversight program. We respectfully request that the
Acting Deputy Secretary of Defense reconsider this part of the recommendation and provide
comments to the final report.

(11 Direct 1)

(U//484E8) Although not required, the Director, JIEDDO, offered comments on Recommendation
A.2, addressed to the Deputy Secretary of Defense. The Director stated that this recommendation
will be accomplished in the next update to DoDD 2000.19E.

The comments of the Director, JIEDDO, were responsive and require no further action.

A.3. (U/ /#669) We recommend that the Deputy Secretary of Defense direct the Joint
Improvised Explosive Device Defeat Organization to participate only in tasks directly related
to its counter-IED mission.

hace Dot i B D
(U//#648) The Acting Deputy Secretary of Defense partially concurred with this recommendation,
commenting that "this recommendation was valid for activities carried out under the current
charter,” The Acting Deputy Secretary of Defense added that the mission scope may be affected by
the issuing of an updated chartering directive, as described in Recommendation A2, regarding
JIEDDO's new mission sets for the follow-on organization.

.,Jlﬁ’i'.'\‘ '-I"
(U//#eH8) The Acting Deputy Secretary of Defense's comments were responsive in stating that
“this recommendation was valid for activities carried out under the JIEDDO's current charter” and

therefore requires no further action.

(U/ /#0486) Although not required, the Director, JIEDDO, offered comments on Recommendation
A.3, addressed to the Deputy Secretary of Defense, The Director stated that [IEDDO adheres to
activities within the scope ol its current authorities, subject to continuous oversight by senior
leadership, and the JIEDDO Office of General Counsel. The Director also stated that this will change

as JIEDDO's mission evolves.
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The comments of the Director, JIEDDO, were not responsive. We concluded that JIEDDO's current
intelligence authorities were not clearly defined in DoDD 2000.19E, the JIEDDO leadership differed
on its understanding of JIEDDO’s intelligence collection authorities, and the JIEDDO’s General
Counsel for Operations and Intelligence was not always consulted prior to fulfilling JIEDDO's
requests for support or intelligence activities. Nevertheless, we believe Recommendation A.3, will
be accomplished by the USD (1)'s clarification of JIEDDQ'S intelligence collection authorities and the
inclusion of JIEDDO’s intelligence mission, authorities, and functions in the revised DoDD 2000.19E.

A.4. (U//#688) We recommend that the Deputy Secretary of Defense determine whether the
Joint Improvised Explosive Device Defeat Organization's mission evolution from “defeat the
network” to “attack the network” is in accordance with DoDD 2000.19E.

ACING L 4 {
(U//#eHe) The Acting Deputy Secretary of Defense concurred with this recommendation and
provided comments, The Acting Deputy Secretary of Defense stated that this recommendation will
be reflected in the reissuing of a chartering directive, as described in comments to
Recommendation A2, addressing the new mission sets for the follow-on organization.

The Acting Deputy Secretary of Defense’s comments were responsive and require no further action,

(LT Director THEDIDH)

(U/ /#eH8) Although not required, the Director, JIEDDQ, offered comments on Recommendation
A4, addressed to the Deputy Secretary of Defense, The Director stated that JIEDDO’s mission
evolved fully within the scope of IEDDO's authorities under DODD 2000.19E and applicable law.
Future chartering documents will provide greater detail on specific intelligence missions. The
Director, JIEDDO, also provided comments to Finding A. (See Appendix C for Director, JIEDDO,

comments and our response.)

(U//FeH8) The comments of the Director, JIEDDO, were not responsive. We conclude that
JIEDDO’s mission has evolyed beyond its orviginal charter in conducting activities not related to its
original counter-IED mission. We base this conclusion on the fact that [IEDDO’s mission has
evolved from “defeat the network” to “attack the network,” the expanding of JIEDDQ’s counter-IED
focus from only Afghanistan to worldwide, JIEDDO's support to domestic law enforcement, and
JIEDDO's HUMINT, SIGINT, and OSINT collection activities.
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A.S5 (U/ p0H6) We recommend that the Deputy Secretary of Defense create an internal
Inspector General for JIEDDO to oversee the organization's intelligence oversight program.

i1 1
[ (1] A Tl /)

(U/ H048) The Acting Deputy Secretary of Defense concurred with this recommendation and
provided comments that reissuing the JIEDDO chartering directive will be used to clarify both the
role of a JIEDDO 1G and IG's relationship to a more senior IG in an appropriate defense component
regarding Intelligence Oversight responsibilities.

(1) Director, JHEDIDI

(U/ 4=848) Although not required, the Director, JIEDDO, offered comments to Recommendation
A.5, addressed to the Deputy Secretary of Defense. The Director stated that this recommendation
will be accomplished.

(1) Our Respan
(U/ /FeH8) The comments of the Acting Deputy Secretary of Defense and the Director, JIEDDO,
were responsive and require no further action.

A.6. (U/ /4088) We recommend that the Director, JIEDDO, cease intelligence collection
activities, pending Office of the Secretary of Defense authorization.

{U) Rirector, [1EDRDO, Commen

(U/ /&=e848) The Director, [IEDDO, non-concurred with this recommendation and commented that
such action would needlessly deprive the warfighter of critical support regarding the IED threatin
Afghanistan and elsewhere, The Director, JIEDDO, commented that JIEDDO COIC is used for foreign
intelligence activities and the COIC’s information and intelligence collection activities support
JIEDDO's key mission--to defeat the IED system.

(L) Chir Respaonse Comment

(U/F8H8) The comments of the Director, JIEDDO, were not responsive to our recommendation.
DoDD 2000.19E does not clearly define [IEDDO's intelligence collection authorities or functions that
the Office of the Secretary of Defense assigned to JIEDDO. As stated in our response to
Recommendation A.1, JIEDDO leadership continued to have conflicting opinions concerning
JIEDDO’s intelligence collection authority and activities. We believe that the Acting DEPSECDEF's
comments regarding Recommendation A,1--that the USD (I) will ensure that JIEDDO understands
its current collection authorities and limitations--will satisfy this recommendation. However, until
the USD(1) provides |IEDDO guidance on what collection authorities and limitations JIEDDO
currently has, we remain concerned about JIEDDO conducting activities that fall outside the scope

of its original charter.
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A7. (U/ #646) We recommend that the Director, JIEDDO, authorize the COIC a full time
Deputy General Counsel for Operations and Intelligence billet.

[{<{ VIt

(U/ /4646 The Director, JIEDDO, concurred with this recommendation and commented that the
position was to be filled in January 2014,

i1} ES 10

(U//#eH8) The comments of the Director, JIEDDO, were responsive and require no further action.
Based on follow-on communication from JIEDDQO, the previous General Counsel for Operations and
Intelligence did return to JIEDDO in January 2014, but is currently filling the position of the Deputy
General Counsel, JIEDDO.

A.8. (U//#888) We recomimend that the Director, JIEDDO, review hardcopy and softcopy
holdings for U.S. persons information, and delete or retain in accordance with DoD 5240.1-R,
Chapter 3.

Fill ; 5 F y "
{r1 1 EEAT] { 1len

(U/ /68467 The Director, |IEDDO, concurred with this recommendation and provided the following
comments that “this review is part of the ongoing Intelligence Oversight program. JIEDDO
published JIEDDO Instruction 5240.1 in January 2012 which reviewed our procedures and opinions
for compliance.” JIEDDO COIC is close to finalizing a SOP on intelligence oversight and handling of
information concerning US persons, led by the intelligence oversight officer and closely coordinated
with the General Counsel's office.

) Our Response
(U/ 4e48) The comments of the Director, |[EDDO, were responsive. We request ]IEDDO complete
the review no later than 30 days from the date of this report, staff its intelligence oversight SOP
through the Office of the Assistant Secretary of Defense for Intelligence Oversight, and provide the
results to the DoD IG.

A.9. (U/A8uU8) We recommend that the Director, JIEDDO, review internal procedures and
current legal opinions to ensure that collecting information about U.S. persons is in
accordance with Title 10 United States Code, Executive Order 12333, DoD Directive 5240.01,
DoD 5240.1-R, and other applicable policies and instructions.

(U/ /#6H6) The Director, JIEDDO, concurred with this recommendation and stated that [IEDDO
Instruction 5240.1, published in January 2012, provided the procedures and opinions for
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compliance. The Director also stated that JIEDDO COIC is finalizing a SOP on intelligence oversight
and handling of information concerning U.S. persons, led by the intelligence oversight officer and
closely coordinated with the General Counsel's office.

(1) Our Respanse

(U/ /#6889 The comments of the Director, [IEDDO, were partially responsive. The Director,
JIEDDO, addressed finalizing JIEDDQ's internal procedures, but did not address reviewing its
current legal opinions. As stated in this report, legal opinions in the COIC were embellished with
the organization’s history and failed the due-diligence process in addressing the intelligence
oversight activities to be conducted by the COIC analyst in responding to a request for support. As
cited in a 2011, Headquarters, U.S. Army Reserve Command 15-6 investigation, the legal opinion
that the JIEDDQ's General Counsel provided addressed the fiscal law and funding issues associated
with the support to be given, but did not address any possible issues regarding operations,
intelligence training, and intelligence oversight. We request that JIEDDO review its current legal
opinions to ensure they are current and prepared in accordance with applicable intelligence-related
governing authorities. We believe that the Acting DEPSECDEF's comment--that the USD (I) will
ensure that JIEDDO understands its current collection authorities and our response to
Recommendation A.1--will assist JIEDDO in satisfying this recommendation.

A.10. (U/ A46H8) We recommend that the Director, JIEDDO, tailor JIEDDO's intelligence
oversight training to fit the COIC's unique mission and activities.

1) M inagement ( anuments

(U/ /#e8€) The Director, [IEDDO, concurred with this recommendation and commented that
JIEDDO tailored its training as part of JIEDDO Instruction 5240.1 in January 2012 and continues to
refine the training to ensure compliance.

[ wf -;" [ ‘”H 1:‘./- Il'.."' WiSE

(U/ /H6H8) The comments of the Director, JIEDDO, were responsive and require no further action.

*These recommendations are also applicable to Finding B, “The COIC Improperly Retained
Information on U.S, Persons,” Finding C, “The COIC Improperly Disseminated Information
on U.S. Person,” or Finding D, “The COIC Lacked Effective Intelligence Oversight.”
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(U) Finding B: The COIC Improperly Retained
Information on U.S. Persons

(U/ /4#849) Our investigation revealed that the COIC improperly retained information about U.S,
persons. The COIC failed to consistently conduct collectability and retention reviews on U.S.
persons information in the COIC's holdings and U.S. persons information collected by COIC analysts
was not compartmentalized on the occasions when a collectability and retention review was
completed. The COIC did not comply with the 90-day retention timeframe because of poor
intelligence oversight reviews. Finally, the COIC also lacked a systematic means for purging U.S.
persons information that was inappropriate for retention.

(U/ 4088 As a result, COIC analysts collected and retained U.S. telephone numbers or FVEY!!
numbers within the COIC's Palantir'2 database. In addition, COIC analysts collected and retained
information on U.S. persons in support of law enforcement activities. Requests for U.S. persons
information and intelligence products that contained U.S. persons information were reportedly not
always vetted through the COIC’s General Counsel for Intelligence, as JIEDDO1 5240.1 required.
Finally, U.S. persons information was retained past the 90-day timeframe in violation of DoD
5240.1-R, "Procedures Governing the Activities of DOD Intelligence Components That Affect United
States Persons” and DoD Joint IED Defeat Organization Instruction, JIEDDOI 5240.01, "JIEDDO

Intelligence Oversight.”

(U) According to JIEDDO!I 5240.01, enclosure 3.4c. If the information was incidentally collected
(that is, not intentionally accessed or received), it should be reviewed to ensure that it could have
been intentionally collected under [DoD 5240.1-R] Procedure 2, or may otherwise be retained in
accordance with [DoD 5240.1-R] Procedure 3. DoD intelligence component personnel may
temporarily retain all collected information on US persons for up to 90 days solely to review and
determine if it was properly collected and therefore may be permanently retained. This temporary
retention period begins the moment that a DoD intelligence component employee receives or
retrieves US person information in the course of his or her official duties, with the intent of
determining whether the information should be used in a report, a data base, or in some other

manner that constitutes an affirmative intent to use or retain the information.

' {U) Five Eyes - International intalligence sharing netwaork that includes the 1.5., Australia, Canada, New Zealand, and the United

Kingdom
2 (1) Palantir is a web base taol that allows for data integration, search and discovery, knowledge management, and collaboration

of information and massage traffic throughout the intelligence communily
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(U) According to DoD JIEDDOI 5240.01, DoD intelligence component personnel may temporarily
retain all collected information on U.S. persons for up to 90 days, solely to review and determine if
it was properly collected and therefore may be permanently retained. This temporary ret&nti'cm
period begins the moment DoD intelligence component employees receive or retrieve U.S. person
information in the course of their official duties, with the intent of determining whether the
information should be used in a report, a data base, or in some other manner that constitutes an
affirmative intent to use or retain the information.

(U) All information received or retrieved by DoD intelligence components or personnel subject to
this instruction, which is temporarily retained while pending a collectahility determination for
permanent retention, shall be segregated from other U.S. person information for which a
collectability determination has been made authorizing permanent retention, and all U.S. person
information temporarily retained pending a permanent retention collectability determination shall
be regularly reviewed periodically, not to exceed a 90-day period, to ensure that U.S. person
information is not improperly retained. However, we found no “segregated area” to hold U.S.
person information that is awaiting a determination.

(U) All JIEDDO records or documents (regardless of format), produced, retained, or disseminated
by DoD intelligence components or personnel subject to this instruction that contain U.S. person
identifying data, shall be clearly marked "CONTAINS U.S. PERSON INFORMATION", "THIS REPORT
CONTAINS U.S. PERSON IDENTITY INFORMATION", "USPERSON", etc., as appropriate.

(U//4#84¥8) According to a COIC analyst, U.S. persons information was maintained on emails within
the Network Integration Division (NID) and JIEDDO’s purpose for collecting or retaining this
information was to support RFIs (request for information) /RFSs (request for support). A COIC
analyst said that when analysts have U.S. persons data, they “tuck it to the side.” If analysts have
any questions, they go to the Intelligence Oversight officer. He said that analysts purged the data
from their computers, but the Network Integration Division (NID) manages the storing and purging
of U.S. persons’ data on its computer systems. The COIC analyst was not aware of the specific NID
procedures for purging data from the systems. When COIC personnel were informed of the DoD 1G
investigation, they re-examined their U.S. persons holdings to ensure they were comfortable that
they had not retained U.S. persons’ data past the 90/180 day marks. In a memorandum,
“Preliminary Inquiry - Reported DoD IG Intelligence Oversight Violation,” dated June 29, 2012, the
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COIC self-reported potential intelligence oversight issues. This documentrevealed that the COIC

had inappropriately retained the following [.S. persons information:

.HI DDO (b)(1), 1.4(c)

JIEDDO: (b)(1), 1 4(c)

|
I

] HEDDO! (b)(1), 14(c)

i
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(U) According to JIEDDOI 5240.01, all information received or retrieved by DoD intelligence
components or personnel subject to this instruction, which is temporarily retained while pending a
collectability determination for permanent retention, shall be segregated from other U.S. person
information for which a collectability determination has been made authorizing permanent
retention. All U.S. person information temporarily retained pending a permanent retention
collectability determination shall be regularly reviewed periodically, not to exceed a 90-day period,
to ensure that U.S. person information is not improperly retained. However, we did not find any
evidence that U.S. persons information collected by COIC analysts was compartmentalized while a
collectability and retention review was completed. Also, COIC lacked a systematic means for
purging U.S. persons information that was inappropriately collected or not eligi.ble for retention.

(U/ #6H86) As a result of our investigation, we concluded that the COIC improperly retained
information about U.S. persons. The COIC failed to consistently conduct collectability and retention
reviews on U.S, persons information within the COIC’s holdings. U.S. persons information collected
by COIC analysts was not compartmentalized on the occasions when a collectability and retention
review was completed. The COIC did not comply with the 90 day retention timeframe and also
lacked a systematic means for purging U.S. persons information that was not eligible for retention.

B.1. (U//#¥686) We recommend that the Deputy Secretary of Defense create an internal
Inspector General for JIEDDO to oversee the organization’s intelligence oversight program.

(U) Acting Deputy Secretary of Defense

(U//%#848) The Acting Deputy Secretary of Defense concurred with this recommendation and
stated that reissuing of the J[IEDDO chartering directive will be used to clarify both the role of a
JIEDDO IG and IG's relationship to a more senior [G in an appropriate defense component regarding
to Intelligence Oversight responsibilities.

(U/ /#6488 Although not required, the Director, JIEDDO, offered comments to Recommendation
A.5, addressed to the Deputy Secretary of Defense. The Director stated that this recommendation
will be accomplished. The Director, JIEDDO also provided camments to Finding B, (See Appendix C
for Director, JIEDDO comments and our response.)
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(U/ #888) The comments of the Acting Deputy Secretary of Defense and the Director, JIEDDO,
were responsive and require no further action,

B.2. (U//#648) We recommend that the Director, JIEDDO, authorize the COIC a full time
Deputy General Counsel for Operations and Intelligence billet.

Y Lol

(U//#849) The Director, JIEDDO, concurred with this recommendation and commented that the
position was to be filled in January 2014.

(U//#848) The comments of the Director, IEDDO, were responsive and require no further action.
Based on follow-on communication from JIEDDO, the previous General Counsel for Operations and
Intelligence did return to JIEDDO in January 2014, but is currently filling the position of the Deputy

General Counsel, JIEDDO.

B.3. (U//F8H6) We recommend that the Director, JIEDDO, review hardcopy and softcopy
holdings for U.S. persons information, and delete or retain in accordance with DeD 5240.1-R,

Chapter 3.

e
(U/ 468886) The Director, ]IEDDO, concurred with this recommendation and provided the following
comments that “this review is part of the ongoing Intelligence Oversight program. JIEDDO
published JIEDDO Instruction 5240.1 in January 2012 which reviewed our procedures and opinions
for compliance.” [IEDDO COIC is close to finalizing a Standard Operating Procedure (SOP) on
intelligence oversight and handling of information concerning US persons, led by the intelligence
oversight officer and closely coordinated with the General Counsel's r)fﬁce;

(U/A4#088) The comments of the Director, ]IEDDO, were responsive. We request that JIEDDO
complete the review no later than 30 days from the date of this report, staff its intelligence
oversight SOP through the Office of the Assistant Secretary of Defense for Intelligence Oversight,
and provide the results to the DoD IG.

B.4. (U//#848) We recommend that the Director, JIEDDOQ, tailor JIEDDO’s intelligence
oversight training to fit the COIC's unique mission and activities.
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(U//E846) The Director, JIEDDO, concurred with this recommendation and commented that
JIEDDO tailored its training as part of JIEDDO Instruction 5240.1 in January 2012 and continues to

refine the training to ensure compliance.

.‘.".i\ (111

(U/ /#8H8) The comments of the Director, ]IEDDO, were responsive and require no further action.

*These recommendations are also applicable to Finding A, "The COIC Improperly Collected
information on U.S. Persons,” Finding C, “The COIC Improperly Disseminated Information
on U.S. Person,” or Finding D, “The COIC Lacked Effective Intelligence Oversight.”
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(U) Finding C: The COIC Improperly Disseminated
Information on U.S. Persons

(U/ As89 Our investigation revealed that the COIC improperly disseminated information about
U.S. persons by releasing products that contained U.S. persons information without proper “U.S.
persons” markings. The COIC failed to properly mark these products because, according to a COIC
analyst, such dissemination occurred so infrequently. Additionally, COIC intelligence products that
contained U.S. persons information did not always go through the COIC's intelligence oversight
review prior to dissemination, as required by JIEDDOI 5240.1.

(U/ /i) As aresult, the COIC violated DoD 5240.1-R, "Procedures Governing the Activities of
DOD Intelligence Components That Affect United States Persons”; and DoD Joint IED Defeat
Organization Instruction, JIEDDOI 5240.01, “JIEDDO Intelligence Oversight.” Furthermore,
products that contained U.S. persons information that did not undergo an intelligence oversight
review were not minimized by replacing identity information with "USPER", or U.S, Person.

(U) Regarding the dissemination of information about U.S. persons, |IEDDOI 5240.01 provided the
following guidance:

Enclosure 3.4f, Prior to dissemination, all JIEDDO intelligence products will be
reviewed to determine whether the US person identity information is necessary for
the use of or the understanding of the product. This review is called the
MINIMIZATION process, Where the US person identity information is not necessary
to understand the product, the identity information will be MINIMIZED by replacing
it with "a US person”, "USPER", "a US hydroelectric corporation”, "a Colorado social

club,” etc., as appropriate.

(U/ H#8E8) An undated COIC briefing, “Fatima Group U.S. Company Associations,” contained the

marking: “(U) This product contains U.5. Persons data, which has been incorporated consistent
with all applicable laws, directives and policies.” The subject briefing included data on the

following U.S. companies and some key personnel:

Y e - el

to each US. person identity is not followed by the required marking to clearly indicate that the

information is considered U.5, person information.
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(U//#e48) A COIC OSAAC briefing of June 6, 2012, “(U) An Open Source Analysis of [slamist
Bosnian Violent Extremist Networks,” did not contain any markings indicating the briefing

J EDDO. (BYE), (WXT)

contained U.S. persons information. The subject briefing contained information on g
JIEDDO. (DKG). (B)TXC) a U.S. citizen R . This briefing also contained

infm'matiun on the l"0||OWing U‘S. citizens JIEDDO (bHGY, ()7 HE)

T Twe————
{i-l naturalimd us. Citiiﬂn); JIEDDO. (b)), (LTHT) (US CiliZGﬂ)} JIEDDO. (bYG); (LITHE)

(US CitiZEll]; JEDDO. (bKBY, (BH7)(C) (_US. CitiZE‘ll); 'l;l 1{;1 0 (hX6), () [US C“.i?.(ﬂl]; and [EEENETND)
JEDDQ (0)(6), (D)7)E) ( U.s. cil‘izen).

(7HC)

(U//4@8464 In addition to the documented evidence above, a senior COIC analyst said he could not
remember a product being released with a U.S. persons label, because it occurs so infrequently.
Another COIC analyst said he was not aware of any special labeling or handling of 1.5, persons’ data.
Finally, a COIC official said the COIC has a Multi-Intelligence Core3, which handles 200+ intelligence
feeds coming into the COIC. This senior official acknowledged U.S. persons' data is maintained on
the HUB [Multi-Core Databasc] and is not [periodically] reviewed or deleted.

(U/ /%a4&8) Our investigation revealed that the COIC did not comply with properly marking
products that contained U.S. persons information. As a result, COIC improperly disseminated
information about U.S. persons by releasing products that contained U.S. persons information

without proper "U.S5, persons” markings.

C.1. (U/+#84U8) We recommend that the Deputy Secretary of Defense create an internal
Inspector General for JIEDDO to oversee the organization’s intelligence oversight program.

(U/ /#e489 The Acting Deputy Secretary of Defense concurred with this recommendation and
provided comments that reissuing the [IEDDO chartering directive will be used to clarify both the
role of a JIEDDO IG and IG's relationship to a more senior 1G in an appropriate defense component

regarding Intelligence Oversight responsibilities.

¥ (U Eeu8} The Multi-intelligence Caré (MIC) is the COIC server that handles the 200+ intelligence feeds coming inta the COIC.
Analysts search and use the data on the MIC to build their analytical products,

DODIG-2014-055 | 29

SR N GO



(1) Director, J1IEDDO
(U/ /#868) Although not required, the Director, JIEDDO, offered comments to Recommendation
A.5, addressed to the Deputy Secretary of Defense. The Director stated that this recommendation
will be accomplished. The Director, JIEDDO, also provided comments to Finding C. (See Appendix C
for Director, ]IEDDO, comments and our response.)

(U//#e48e) The comments of the Acting Deputy Secretary of Defense and the Director, JIEDDO,
were responsive and require no further action.

C.2. (U//#OH0) We recommend that the Director, JIEDDO, authorize the COIC a full time '
Deputy General Counsel for Operations and Intelligence billet.

(U) Director, [IEDDO Comimenl
(U//FeE8) The Director, JIEDDO, concurred with this recommendation and commented that the
position was to be filled in January 2014.

(U) Our Response

(U//#6H€) The comments of the Director, JIEDDO, were responsive and require no further action.
Based on follow-on communication from JIEDDO, the previous General Counsel for Operations and
Intelligence did return to JIEDDO in January 2014, but is currently filling the position of the Deputy
General Counsel, [IEDDO.

C.3. (U//FO66) We recommend that the Director, JIEDDO, review hardcopy and softcopy
holdings for U.S. persons information, and delete or retain in accordance with DoD 5240.1-R,

Chapter 3.

(U) Management Comment

(U//#648) The Director, JIEDDO, concurred with this recommendation and provided the following
comments that “this review is part of the ongoing Intelligence Oversight program. JIEDDO
published JIEDDO Instruction 5240.1 in January 2012 which reviewed our procedures and opinions
for compliance.” JIEDDO COIC is close to finalizing a SOP on intelligence oversight and handling of
information concerning U.S. persons, led by the intelligence oversight officer and closely

coordinated with the General Counsel's office.

[ Ot

(U//#e¥8) The comments of the Director, ]IEDDO, were responsive. We request that JIEDDO
complete the review no later than 30 days from the date of this report, staff its intelligence
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oversight SOP through the Office of the Assistant Secretary of Defense for Intelligence Oversight and
provide the results to the DoD IG.

C.. (U/ /#8u8) We recommend that the Director, JIEDDO, tailor JIEDDO’s intelligence
oversight training to fit the COIC’s unigue mission and activities.

(U/ Ee4) The Director, JIEDDO, concurred with this recommendation and commented that
JIEDDO tailored its training as part of JIEDDO Instruction 5240.1 in January 2012 and continues to
refine the training to ensure compliance.

j M D
(/1 02r K

(U/ /=@ The comments of the Director, JIEDDO, were responsive and require no further action.

*These recommendations are also applicable ta Finding A, "The COIC Improperly Collected
information on U.S. Persons,” Finding B, “The COIC Improperly Retained Information on
U.S. Person,” or Finding D, “The COIC Lacked Effective Intelligence Oversight.”
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(U) Finding D: The COIC Lacked Effective
Intelligence Oversight

(U/ ARy Intelligence oversight training, knowledge, and practices within the COIC were
inconsistentand some COIC members characterized them as "minimal at best.” The COIC lacked an
effective intelligence oversight program because prior to 2012, JIEDDO leadership had significantly
emphasized the program. In addition, the COIC’s workforce had varying degrees of initial

intelligence and intelligence oversight training.
(U) According to JIEDDOI 5240.01:

Enclosure 2.1. Per JIEDDO Director Memorandum ... [dated February 28, 2011] the
Counter-1ED Operations/Intelligence Integration Center is the sole intelligence
component of JIEDDO,

Enclosure 2.1b. Ensure all newly-assigned COIC and headquarters personnel receive
10 training developed by the JIEDDO COIC Training Integration Division within 30
days of arrival, receive annual refresher training in [0 and are formally tested on
their knowledge tailored to specific unit missions. Formal testing developed in
coordination with the IG and [DoD General Counsel] can immediately follow annual

refresher training.

(U//884R) As cited in an ATSD(10) report “Report of a Staff Assistance Visit" of August 9, 2011,
intelligence oversight knowledge in the [JIEDDO] workforce is inconsistent. ATSD(10)
recommended that JIEDDO should develop a training resource tailored to the nuanced risks of the
COIC's organization and mission, especially as mission focus shifts, as anticipated, to a new future
target. Intelligence oversight training, knowledge, and practices within the COIC remained
inconsistent. Prior to 2012, JIEDDO leadership had not given significant emphasis to the COIC’s
intelligence oversight and did not approve an intelligence oversight policy letter until July 2012,
after the DoD IG announced its investigation. According to a senior COIC official, the COIC was
working on a training program for Assistant Intel Oversight officers, but [IEDDO’s leadership did
not make it a priority. In addition, the COIC's workfarce had varying degrees of initial intelligence
training (4days -6weeks), which included some intelligence oversight. Some COIC personnel

described JIEDDO's intelligence oversight training as minimal, at best.

(U/ /EeH8) According to representatives from OUSD(1), after St
PFER OROEONTA) and expressed concerns that the COIC may be performing intelligence
activities, he was purportedly assured by the Office of the Secretary of Defense that the COIC was
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engaging in intelligence-like activities, which were governed by the same intelligence rules. The
IERER RHERRRTICL , said that when JIEDDO's |2 and the COIC were

merged in 2010 as a result of a command reorganization, the COIC acknowledged an intelligence [or

intelligence-like| mission. In FFebruary 2011, the COIC was given a new designation -- from the
Counter-IED Operations Integration Center to the Counter-IED Operations/Intelligence Integration
Center. el also said that in May 2011, JIEDDQ started enforcing the annual requirement for

Intelligence Oversight (10) training, and the number of the COIC personnel examining intelligence
oversight issues increased from two to cight people. In August 2011, the Assistant to the Secretary

of Defense for Intelligence Oversight sent a memorandum, subject: “Report of Staff Assistance
Visit," to the Director, Counter-IED Operations/Intelligence Integration Center (COIC). The
memorandum detailed deficiencies in the COIC’s Intelligence Oversight program, which included
training, oversight, and reporting. and provided recommendations for improvements. A July 2011

memorandum from (s L, COIC, Liusignaltedm

JIEDDCY (D)(6), (b FKC)

(U/ Hi8a) According to [neSCLREN 05 percent of all information, which may include U1.S. persons’

BNINE
data that the COIC received, was stored on the Multi-Core INT computer server, and the other five

L EDDO ()6}
W7 HE)

percent of information was stored on the Restricted Local Area Network system. g said he

JIEDDO (b)Y 6) (bHTHC)

had archived every email concerning Intelligence Oversight since
N DR . He added that he had built folders for all requests and
answers, said he had specified computer network folders to hold Intelligence Oversight-
related data. said the folders were built in July 2012 by the information Assurance

division on the SIPRNet [Secure Internet Protocol Router Network] non-releasable server, in an
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Intelligence Oversight subdirectory, and on JWICS [Joint Worldwide Intelligence Communications

System] on the HCS [Human Intelligence Control System]/ORCON [Dissemination and Extraction of

Information Controlled by Originator] server, in an Intelligence Oversight subdirectory. We found

el statement to be false. Our review of the intelligence oversight folders revealed that the
el had said,

(7 YC

folders were not created until October 2012, rather than in July, as

(U/ /#6848 A senior COIC analyst said U.S. persons’ data was researched and stored on the
Restricted Local Area Network system. Another senior analyst said the Network Integration
Division managed the storing and purging of U.S. persons’ data on COIC's computer systems. A
manager in the COIC's Information Technology Management Office said that an email from the
general counsel or the Intelligence Oversight officer was necessary before U.S. persons’ data could
be purged from the network. But he said he had never seen such a request. A SESERES
contractor, who worked for the COIC's Information Assurance, also said he never received a request
to delete U.S. persons’ data, and no record existed to indicate any U.S. persons information had ever
heen deleted.

(U//Eedes COIC personnel, at many pay grades and levels of responsibility, generally rated the
Intelligence Oversight training program from “minimally sufficient” to "average,” and several
members believed that the training was done only to “check the blocls,” referring to the training
updating the

l”

requirement. According to one analyst, the command conducted a “paper dril
Intelligence Oversight policy, which identified individuals within various sections as Intelligence
Oversight monitors. But some of the designated employees were not notified of their new

i R S T

(U//#e889 The COIC did not have an effective intelligence oversight program due to a lack of
emphasis; the training was characterized as “minimal at best." The COIC's workforce had varying
degrees of initial intelligence and intelligence oversight training, which resulted in inconsistent

knowledge and practices.

D.1. (U/A8E8) We recommend that the Deputy Secretary of Defense approve DoDD
2000.19E to reflect the Joint Improvised Explosive Device Defeat Organization Counter-IED
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Operations/Intelligence Integration Center’s authorized intelligence functions, roles, and
responsibilities, and assign an executive agent for JIEDDO’s external intelligence oversight.

(U/H#eH69 The Acting Deputy Secretary of Defense partially concurred with this recommendation
and provided comments that DoDD 2000.19 would be updated as JIEDDO is reorganized and
transitioned per the Deputy Management Action Group'’s decision memo of September 6, 2013. The
Acting Deputy Secretary of Defense recommended 180-day suspense, from concept approval, for
the update DoDD 2000.19E vice the 120 days stated in Recommendation A.1.

J (hir Responst
(U//E068) The Acting Deputy Secretary of Defense’s comments were partially responsive. The
Acting Secretary of Defense concurred with updating DoDD 2000.19 E, but recommended suspense
of 180 days from the approval of JIEDDO's reorganization concept. We concur with the 180-day
suspense. The Acting Deputy Secretary of Defense was not responsive to assigning an executive
agent to JIEDDO'S external intelligence oversight. We believe that it is critical to assign an executive
agent for intelligence to an external DoD organization capable of integrating JIEDDO’s intelligence
activities into its intelligence oversight program. We respectfully request that the DEPSECDEF
reconsider this part of the recommendation and provide comments to the final report.

(1) Director, [1EDDO Comment
(U//#6H6) Although not required, the Director, JIEDDO, offered comments on Recommendation
A.2, addressed to the Deputy Secretary of Defense. The Director stated that this recommendation
will be accomplished in the next update to DoDD 2000.19E. The Director, JIEDDO, also provided
comments to Finding D. (See Appendix C for Director, JIEDDO comments and our response.)

The comments of the Director, JIEDDO, were responsive and require no further action.

D.2. (U//#8H6) We recommend that the Deputy Secretary of Defense create an internal
inspector General for JIEDDO to oversee the organization’s intelligence oversight program.

(U/ /#8H67 The Acting Deputy Secretary of Defense concurred with this recommendation and
provided comments that reissuing the JIEDDO chartering directive will be used to clarify both the
role of a JIEDDO IG and 1G's relationship to a more senior IG in an appropriate defense component
regarding to Intelligence Oversight responsibilities.
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(U//#868) Although not required, the Director, JIEDDO, offered comments to Recommendation
A.5, addressed to the Deputy Secretary of Defense. The Director stated that this recommendation

will be accomplished.

N s s i .
[ ur Kestianse

(U//#686) The comments of the Acting Deputy Secretary of Defense and the Director, JIEDDO,
were responsive and require no further action.

D.3. (U//#8¥8) We recommend that the Director, JIEDDO, authorize the COIC a full time
Deputy General Counsel for Operations and Intelligence billet.

] J § [ ] . ] J I ] b} [
( irectil _,‘th 12020 Laumnents

(U//¥e8e) The Director, ]IEDDO, concurred with this recommendation and commented that the
position was to be filled in January 2014,

(U//#668) The comments of the Director, JIEDDO, were responsive and require no further action,
Based on follow-on communication from JIEDDO, the previous General Counsel for Operations and
Intelligence did return to JIEDDO in January 2014, but is currently filling the position of the Deputy

General Counsel, JIEDDO.

D.4. (U/ /#64H06) We recormmend that the Director, JIEDDO, tailor JIEDDO’s intelligence
oversight training to fit the COIC’s unique mission and activities.

vianagement ( “l.f.'fn.‘('r‘u-‘.‘
(U//#68H8) The Director, JIEDDO, concurred with this recommendation and commented that
JIEDDO tailored its training as part of JIEDDO Instruction 5240,1 in January 2012 and continues to
refine the training to ensure compliance.

(U/ /#6863 The comments of the Director, [IEDDO, were responsive and require no further action.

*These recommendations are also applicable to Finding A, “The COIC Improperly Collected
information on U.S. Persons,” Finding B, "The COIC Improperly Retained Information on
U.5. Persons,” or Finding C, “The COIC Improperly Disseminated Information on .S
Person.”
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(U) Finding E: COIC Authority as a DoD
Intelligence Component was Unclear

(U/ /#6863 The COIC's authority, roles, and responsibilities as a DoD intelligence component were
unclear and undocumented. DoDD 2000.19E was written prior to the COIC's establishment and
therefore did not specify the COIC's authority to collect raw data under the auspices of research.
COIC senior leadership incorrectly perpetuated the idea that the COIC did not conduct intelligence
collection. Likewise, DoDD 2000.19E did not specify the COIC's authority to collect raw intelligence
and produce original intelligence products. According to officials from OUSD(I), the DoD Office of
General Counsel, and the Office of the Assistant to the Secretary of Defense for Intelligence
Oversight (ATSD(10)), no DoD directives or guidance existed that defined the COIC, its designated
functions, or its authorized roles and responsibilities. DoDD 2000.19E tasked OUSD (1) to provide
policy, guidance, and oversight for information management and intelligence to assist the JIEDDO
on matters pertaining to IED Defeat. But inconsistencies existed about the COIC's authorities, roles,
and responsibilities. As a result, the COIC leadership was confused about its authority to conduct
intelligence collection and therefore unable to definitively provide written authorizations to their
employees when questions arose.

(U//£e88) The COIC's authority, roles, and responsibilities as a DoD intelligence component were
unclear and undocumented. DoDD 2000.19E was written prior to the COIC's establishment and
therefore did not specify the COIC's authorities to collect raw data under the auspices of research.
Likewise, it did not specify the COIC's authority to produce original intelligence products.
According to officials from OUSD (I), DoD Office of General Counsel, and the Office of the Assistant
to the Secretary of Defense for Intelligence Oversight ATSD(10), no DoD directives or guidance [0SD
promulgation memorandum] existed that defined the COIC, its designated functions, or its
authorized roles and responsibilities. Although DoDD 2000.19E tasked OUSD(I) to provide policy,
guidance, and oversight for information management and intelligence to assist the JIEDDO on
matters pertaining to [ED Defeat, inconsistencies existed between OUSD(I), ATSD(10), and the
JIEDDO concerning the COIC’s authorities, roles, and responsibilities.

(U//#6848) The use of non-doctrinal terms such as harness, fuse, and research to describe COIC
activities was ambiguous and not in accordance with Joint Publication 2-0, "Doctrine for
Intelligence Support to Joint Operations.” [ntelligence analysts within the COIC held a variety of
opinions on the meaning of the terms “harness” and "fuse” as they were stated in JIEDDO’s mission.
Additionally, inconsistent statements existed on how "research,” conducted by a COIC analyst,
differed from intelligence collection. Intelligence activities are defined in DoDD 5240.01 as the
collection, analysis, production, and dissemination of foreign intelligence [F1] and CI
[counterintelligence] pursuant to DoDD 5143.01, “Under Secretary of Defense for Intelligence
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(USD(1))" and Executive Order 12333, The DoD Office of General Counsel also said that terms such
as "defeat the network”, etc [attack the network] were dangerously ambiguous and had advised
that “intelligence collection” should be used in lieu of the word "research.” Senior leaders within
the COIC perpetuated the incorrect idea that the COIC did not conduct intelligence collection.

(U//F689) A February 21, 2007, Director, Defense Intelligence Agency (DIA), memorandum to the
Under Secretary of Defense for Intelligence (USD(I)), subject: “Joint Improvised Explosive Device
Defeat Organization (JIEDDO) and Intelligence Oversight Responsibilities,” stated:

while JIEDDO has not been formally identified as a DoD Intelligence Component,
elements of ]IEDDO are conducting intelligence activities based on their
organization and functions. It is my understanding that JIEDDO's Intelligence
Directorate is functionally an intelligence organization, staff, or element that
collects, produces, and disseminates foreign intelligence. The Director, DIA
recommended to the USD(I) that JIEDDO be designated as a DoD Intelligence
Component.

(U/POEO) Inaune 1, 2007, Under Secretary of Defense for Intelligence memorandum to DIA,
OUSD(I) confirmed DIA's assessment that JIEDDO was conducting intelligence activities as defined
in law [EO 12333] and policy [DoD 5240.1-R]; however, OUSD(1)’s memorandum again did not
address DIA’s suggestion that JIEDDO be designated a DoD intelligence component. The Under
Secretary of Defense for Intelligence drafted a memorandum attempting to designate the COIC as a
DoD intelligence component, as defined by DoDD 5240.01-R, “Procedures governing the activities of
DoD intelligence components that affect United States persons”, December 1982; however, the
memorandum was never signed or dated,

(U/ /#6863 According to one QOUSD(I) representative, any DoD component can perform intelligence-
like* activities, but intelligence activities, such as creating original intelligence products or analysis,
can be done only by the members of the Intelligence Community?s, and the representative said

" (U) Although we could find no written definition for “intelligence-like activities,” Joint Publication 1-02 defines intelligence-reloted
activities as: Those aclivities outside the consolidated defense intelligence program that: respond to operational commanders’
tasking for time-sensitive information on foreign entities; respond (o national intelligence communily tasking of systems whase
primary misslon is support to operating farces; traln personnel for intelligence duties; pravide an Intelllgence reserve; or are devoted
to research and development of Intelligence or related capabllities, (Specifically excluded are prograns that are so closely integrated
with a weapon system that their primary function is to provide immediate-use targeting data.)
. (U) Title 50, Section 401a {4), United States Code defings the intelligence community as:

The Office of the Director of National Intelligence

The Central intelligence Agency

The National Security Agency

The Defense Intelligence Agency

The National Geospatial-Intelligence Agency

The National Reconnaissance Office

Other offices within the DaD for the collection of speclalized national intelligence through reconnaissance programs

The intelligence elements of the Army, the Navy, the Air Force, the Marine Corps, the Federal Bureau of Investigation, and the

Department of Energy
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JIEDDO was not an intelligence community unit. The representative said if personnel at the COIC
used raw intelligence data to create thelr pr oduus they were outside of their authorizations and

concern to the Office ofthe Secretary of Defense, he received its assurance that the COIC was
conducting intelligence-like activities rather than intelligence activities. However, the OUSD(I)
representative said intelligence-like activities still must be performed under the same rules as
intelligence activities.

(U/ /#e48) Another OUSD(]) official said the Secretary of Defense’s memorandum on Intelligence
Oversight Policy Guidance of March 26, 2008 (updated July 27, 2012), did not show the COIC as a
DoD Intelligence Component; therefore, JIEDDO did not have wide-ranging intelligence authority.
According to this official, the OUSD(]) drafted a memorandum (undated) to designate the COIC as a
DoD intelligence component, as defined by DoD 5240.1-R16; however, the USD(1) never signed the
memorandum. This official said JIEDDO’s intelligence authority should be held in DoDD 2000.19E,
which established JIEDDO. But regarding intelligence, the representative pointed out that the
directive stated that OUSD(1) and the office of the Director of National Intelligence were to provide
intelligence support to JIEDDO to meet the JIEDDO Director's Priority Intelligence Requirements.
He said he could find no law or directive that specifically gave JIEDDO the authority to conduct
intelligence activities, The representative said OUSD(1) oversight of [IEDDO did not conclude that
JIEDDO's intelligence activity was being conducted outside of its authority. The representative said
OUSD(I) never resolved the JIEDDO intelligence designation/authority issue and JIEDDO had no
written authority to conduct intelligence. The OUSD(1) representative said [JIEDDO’s] response to a
"Request for Support” was an answer to a question (vice intelligence production) and the local
commander assumed the risk for that data, However, he said JIEDDO was performing intelligence if
it was obtaining disparate pieces of data and processing that data to explain its meaning. He said
that if JIEDDO called its product an intelligence report (vice information report), then it may have
"committed a foul.”

The Bureau of Intelligence and Research of the Department of State
The Office of Intelligence and Analysis of the Departmeant of Treasury
The elements of the Department ef Homeland Security concerned with the analysis of Intelligence information, Including the
Office of Intelligence of the Coast Guard
Such other elements of any other depariment or agency as may be designated by the President, or designated jointly by the
Director of Natianal Intelligence and the head af the deparimant or agency concarned, as analement of the intelligence
community.
16 (U) DoD Regulation 5240.1-R lists DaD’s Intelligence components, aleng with the following statement:
DL1,1,8.16. Other organizations, staffs, and offices, when used for foreign intelligence or counterinteliigence activities to which part
2 of £.0. 12333 applies, provided that the heads of such organizations, staifs, and offices shall not be considered as heads of DoD
intelligence components for purposes of this Regulation.
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(U/ /#616) A third, senior OUSD(I) representative said the COIC was a DoD intelligence component
based on its intelligence or intelligence-like activities. He added that JIEDDO did not require formal
designation in writing to be allowed to do intelligence work. He said OUSD(I) compared the COIC to
COCOM ]2s, Joint Intelligence Operations Centers, etc, which he said were considered intelligence
components due to the nature of their activities. He added that COCOM J2s did not need such
designation. However, according to a Deputy Secretary of Defense’s memorandum of March 26,
2008 (Incorporating Change 3, July 27, 2012), the offices and staff of the senior intelligence officers
(SIO) of the combatant command headquarters are, in fact, designated, in writing, as Defense
Intelligence Components.

(U/#e8e) This senior OUSD(I) representative also said OUSD(I) had concluded that the COIC was
engaging in intelligence-like activities and that OUSD(I) was comfortable with those activities. He
also said that where JIEDDO extended its authority broader than what was in its original tasking,
the highest levels of DoD and the White House [unspecified] were aware of its activities. The
representative said that “if anyone thought JIEDDO was going beyond its authority, plenty of
opportunity existed to ‘shut them down.” He said describing the COIC as an intelligence
component meant that it would be subject to intelligence oversight. However, in accordance with
DoDD 5240.1-R, other organizations, staffs, and offices -- when used for foreign intelligence or
counterintelligence activities in which part 2 of E.0. 12333 (reference (a)), applies --provided that
the heads of such organizations, staffs, and offices shall not be considered as heads of DoD
intelligence components for purposes of this Regulation.

(U/ /FeE8) We found that JIEDDO’s authority, roles, and responsibilities as a DoD intelligence
component lacked documentation and the perceptions of it varied between 0USD(I), DoD OGC,
ATSD(I0), and JIEDDO. JIEDDO's mission was ambiguous and current functions exceeded its
original charter. This confusion allowed contract analysts and government supervisors to collect
information about U.S. persons that fell outside the COIC's foreign intelligence function.

E.1. (U//#848) We recommend that the Deputy Secretary of Defense determine whether the
JIEDDO should be designated a DoD intelligence component, much like the intelligence
elements of the Services and the senior intelligence offices of the combatant commands. If so
designated, approve appropriate authorization for incorporation into DoD 5240.1-R and
DoDD 2000.19E within 120 days. If not designated, direct the JIEDDO to cease all
intelligence collection activities.
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U] Acting Depuly Secretary of Defense Comments

(U/ /#€886) The Acting Deputy Secretary of Defense non-concurred and provided the following
four-part comment:

a. "Under the authorities in 50 USC § 3038 and E.O. 12333 § 1.10 (k), SECDEF may use such
elements of the Department of Defense as may be appropriate for the execution of
intelligence functions. In DoDD 2000.19E, SECDEF assigned intelligence functions to JIEDDO
along with the authority to structure the organization to carry out those functions. Director,
JIEDDO, in turn, assigned those authorities to COIC via internal JIEDDO policy documented
in the JIEDDO Organization and Functions Guide."

b. “JIEDDO's COIC, a subordinate staff component, does carry out intelligence activities as
part of its mission and, as such, already meets the definition of a Defense Intelligence
Component (DIC) under paragraph DLLL8.16 of DoD 5240.1-R. Itis, therefore, already

- subject to the provisions governing intelligence oversight.”

c. "JIEDDO as an organizational entity should not be designated a DIC as recommended.
JIEDDO in and of itself is not an intelligence organization and Director, JIEDDO, does not
require the additional authority granted by DoD 5240.1-R to the Head of a named DIC."

d. “In accordance with its responsibilities articulated in DoDD 2000.19E, paragraph 6.3.1,,
USD (1) will ensure that JIEDDO understands which specific collection authorities it has
already and which will require additional approvals.”

(U//#8¥6) The Acting DEPSECDEF comments are partially responsive, The Acting DEPSECDEF
determined that no requirement existed to designate [IEDDO a named DIC. The Acting DEPSECDEF
also tasked the USD (I) to ensure that JIEDDO understood its specific authorities in accordance with
DoDD 2000.19E. However, we remain concerned about JIEDDO's compliance with the provisions of
paragraph C1.1.1.,, APPLICABILITY AND SCOPE, of DoD 5240.1-R--specifically, that a DoD
intelligence component’s “[a]uthority to employ such techniques [Procedures 1 through 10] shall
be limited to that necessary to perform functions assigned to the DoD intelligence component
concerned,” pending the reissuance of DoDD 2000.19E. '

(U/ [pe16) We found widespread confusion among the JIEDDO staff, including both junior and
senior personnel, on its authority to intentionally collect on U.S. persons. Most troubling was the
COIC's Chief of Staff's statements in his initial formal briefing to the DoD IG team and in subsequent
communication with the DoD IG that the COIC lacked intelligence collection authority, did not
collect intelligence, and was not authorized to collect intelligence on U.S. persons.

(U//4688) We maintain that the current DoDD 2000.19E does not clearly define the intelligence
collection authorities and functions that the Secretary of Defense assigned to JIEDDO and that the
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functions that the Director, JIEDDO, delegated to the JIEDDO COIC were predicated on implied
authorities. We based our conclusion on the following;

(U//#e48) In January 2010, the R
Al expressed his concerns to the Under Secretary of Defense for Intelligence
about authorities related to JIEDDO COIC's intelligence functions.

(U//%8888) On July 16,2012, the pussSisall’, |[EDDO COIC, briefed the DoD IG
team that “JIEDDO-COIC has no authorities to conduct intelligence collection

missions and JIEDDO has no authorities to collect on U.S. Persons and must adhere
to applicable USG and DOD Directives [EO 12333 and DoD 5240.1]."

(U//#e888) On August 09, 2012, the pStSSilE, |1EDDO, responded to a DoD IG
data call stating that neither “JIEDDO nor the COIC collects information on U.S.
persons.

- (U/ /484 In October 2012, the JIEDDO’s [

I 1 cstioned the scope of JIEDDO’s mission and the JIEDDO

COIC’s authority to collect open source intelligence, and the JIEDDO COIC’s authority
to collect information on U.S. persons. ?

= (U/ /ey Representatives of the Office of the Assistant Secretary of Defense for
Intelligence Oversight ATSD (10) maintain that DoDD 2000.19E granted JIEDDO the
authority to conduct intelligence activities (although specific tasks and authorities
could not be articulated). According to asenior ATSD (10) representative, no
charter doctrine existed for JIEDDO COIC, and [IEDDO may be operating under the
implied authority to collect intelligence. This senior ATSD (I0) representative
suggested that we [DoD 1G] check with the Joint Staff and the Office of the Deputy
Secretary of Defense for JIEDDO's [intelligence] authorities.

A senior Under Secretary of Defense for Intelligence representative explained that
the Under Secretary of Defense for Intelligence never resolved JIEDDO’s specific
intelligence collection authorities, but acknowledged that JIEDDO was conducting
intelligence activities.

Therefore, we underscore the Acting DEPSECDEF's direction to the Under Secretary of Defense for
Intelligence to provide clarifying guidance on the scope of JIEDDO's intelligence collection
authorities pending its reorganization and the republication of DoDD 2000.19E. We request a copy
of the Under Secretary of Delense for Intelligence's guidance upon issuance.
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(U/ /#616) Although not required, the Director, JIEDDO, offered comments on the
Recommendation A.1, addressed to the Deputy Secretary of Defense. The Director stated that
JIEDDO COIC has sufficient intelligence-related legal authorities to carry out its current mission to
"defeat the IED system," even though it is not formally designated as a Defense Intelligence
Component (DIC) under DOD 5240.1-R. However, the Director further stated that JIEDDO will
prepare a detailed mission statement for its intelligence operations as its future overall mission
changes.

(U) Our Response

(U//F#6H8) The comments of the Director, JIEDDO, were not responsive. We did not find
irrefutable evidence of [IEDDO's specific collection authority to conduct human, signal, or open
source intelligence activities. At the time of the collection activities highlighted in this report,
JIEDDO COIC concluded that it lacked the authority to collect on U.S. persons and did not conduct
collection activities. We maintain that JIEDDO's use of non-doctrinal words such as “harnessing”
and “fusing” of information, in lieu of intelligence collection, contributed to confusion about
JIEDDO’s intelligence authorities and made JIEDDDO COIC vulnerable to conducting activities that
may have violated DoDD 5240.1-R. The forthcoming rewrite of JIEDDO's mission and the Under
Secretary of Defense for Intelligence’s (USD(1)) clarification of JIEDDO’S intelligence collection
authorities should provide the necessary clarity on JIEDDO’s intelligence authorities, mission, and
functions.

E.2. (U//#868) We recommend that the Deputy Secretary of Defense approve DoDD
2000.19E to reflect the Joint Improvised Explosive Device Defeat Organization Counter-IED
Operations/Intelligence Integration Center's authorized intelligence functions, roles, and
responsibilities, and assign an executive agent for JIEDDO’s external intelligence oversight.

{4 Acting Denuty YeCretary 0 Jefense Lomments

(U//#648) The Acting Deputy Secretary of Defense partially concurred with this recommendation
and provided comments that DoDD 2000.19 would be updated as JIEDDO is reorganized and
transitioned per the Deputy Management Action Group's decision memo of September 6, 2013. The
Acting Deputy Secretary of Defense recommended 180-day suspense, from concept approval, for
the update DoDD 2000.19E vice the 120 days stated in Recommendation A.1.

3 y
e Hee

(U/ /#6H8) The Acting Deputy Secretary of Defense’s comments were partially responsive. The
Acting Secretary of Defense concurred with updating DoDD 2000.19 E, but recommended suspense
of 180 days from the approval of JIEDDO’s reorganization concept. We concur with the 180-day
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suspense. The Acting Deputy Secretary of Defense was not responsive to assigning an executive
agent of JIEDDO’S external intelligence oversight. We believe that it is critical to assign an executive
agent for intelligence to an external DoD organization capable of integrating [IEDDO’s intelligence
activities into its intelligence oversight program. We respectfully request that the DEPSECDEF
reconsider this part of the recommendation and provide comments to the final report.

(U) Director, [IEDDO Comments

(U/ /PeH8) Although not required, the Director, JIEDDO, offered comments on Recommendation
A.2, addressed to the Deputy Secretary of Defense. The Director stated that this recommendation
will be accomplished in the next update to DoDD 2000.19E.

1157
JELOTE Pl

The comments of the Director, JIEDDO, were responsive and require no further action.
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(U) Observations

(U//#eH8) We became aware of other issues during our investigation. Because these issues were
outside the investigation’s scope, they were not pursued; however, they may be included in future
evaluations.

(U//#68€) In 2011, JIEDDO was involved in a Headquarters, U.S. Army Reserve Command 15-6
investigation of the Joint Operations Support Element (JOSE); whereas, JIEDDO provided $4.24
million in funding to JOSE (an unofficial military intelligence group whose organization was not in
accordance with Army Regulation 140-1) to conduct intelligence-like activities. The investigation
of JOSE found that the JOSE’s activities and JIEDDO’s funding were inappropriate and failed to
address issues pertaining to intelligence oversight. The report stated:

There is no evidence that anyone within JIEDDO performed an analysis of the
activities to be performed by JOSE to determine if any requirements related to
human intelligence training or counter intelligence training were implicated. The
legal opinion provided by the JIEDDO General Counsel addressed the fiscal law and
funding issues associated with the support to be provided, but did not address any
possible issues regarding operations, intelligence training, and intelligence
oversight,

(U/ /#64686) Some legal opinions within the COIC are embellished with the organization’s history
and failed the due-diligence process in addressing the intelligence oversight activities to be
conducted by the COIC analyst in responding to a request for support. Furthermore, prior to March
2010 and after February 2013, the JIEDDO headquarters and the COIC lacked a dedicated
“intelligence” lawyer or an internal Inspector General. Lacking a dedicated General Counsel for
Intelligence and an internal Inspector General contributed to inadequate oversight of the COIC’s
intelligence oversight program. The U.S. Army remained the Executive Agent for administrative
oversight for JIEDDO; therefore, in accordance with AR 20-1:

Command IG positions are designated in approved MTOEs and TDAs. A command
IG position is required on each MTOE or TDA in which a general officer serves as the
commander; the general officer will in turn server as the command IG’s authority.

(U//#0H6) The COIC accepted tasks outside the organization’s mission for several reasons,
including: the perceived importance of the particular task and because they had the time,

personnel, and funding to do so. From the COIC’s perspective, the sources of the non-1ED tasks
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depended on COIC assistance due to the COIC’'s availability, willingness to help, and prompt
responses, According to multiple sources within the COIC, its leadership was comfortable using a
liberal interpretation of an IED connection for accepting outside tasks. The COIC leadership
purportedly discussed whether the COIC was authorized to assist in non-1ED-related projects or
missions because a narrow interpretation of its authorities required support to be 1ED-related for
Operation Iraqi Freedom and Operation Enduring Freedom. However, the COIC helieved its core
expertise was in network analysis. Although the COIC reportedly received between one and five
non-IED-related requests for support per month, acceptable tasks frequently appeared to include
an IED connection that may have been inserted simply in order to have the task accepted. Under
the COIC's interpretation, analysts could do work against almost any terrorist network because
virtually any terrorist network previously had, or could, construct and use IEDs. A senior COIC
analyst reported that JIEDDO senior leadership had asked the COIC to use its network approach on
non-IED projects. A USD(l) representative, stated it was easy to tie things to IEDs, but the minimum
strength of the connection to IEDs was dictated when someone in authority told JIEDDO to stop a
questionable action. Analysts at the COIC stated that other units sent non-IED-related tasks to the
COIC because the COIC was able to respond in a timelier manner than DoD agencies.

(U/ /8889 According to the COIC's Office of General Counsel for Intelligence, the JIEDDO’s mission
to "defeat the network” was outdated and no longer in accordance with DoDD 2000.19F.
According to COIC officials, the COIC expended resources and conducted activities that fell outside
of its counter-lED mission because it saw a need and had the resources.

{
(U/ /4edder) According to a senior JIEDDO official, the COIC focus was shifting from tactical support
to the warfighter to looking operationally or strategically at global networks. Another senior
JIEDDO official said that the information the HME Task Force gathered on U.S. companies was
“wave-top at best,” that included the company's name, leadership biographies, functions,

JEDDO (hYE) (DHTHE)

information on its technical expertise, and the components it builds, for use on visits

or meetings. According to this senior JIEDDO official, iR
with 1L.S. company CEOs to explain the FATIMA Group's connection to the IEDs being used to kill

l HIEDDO (BHE), (BXTY

U.S. and coalition soldiers in Afghanistan. According to other COIC personnel, |8

personally contacted and met

met

with these U.S. companies to request or encourage them to apply pressure to the FATIMA Group to

alter their production of fertilizer,

(U) Regarding using DoD Intelligence capabilities for activities other than intelligence, JIEDDOI
5240.01 provided the following guidance:
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4h. Should JIEDDO receive missions to support US Northern Command or other
federal agencies, JIEDDO staff and operating arms may not use intelligence
capabilities and personnel for activities other than foreign intelligence within the
organization's mission unless that use is approved by the Secretary of Defense or his
delegate, l

The DoD OGC did not know of any law, policy, or legal opinion regarding JIEDDO authorities to
engage and influence U.S. persons' foreign investments or trade for the purpose of coercing a
foreign business to alter the production standard of its legitimate products sold outside the United
States.

— e e 1 A ' - [ . i

(U//#8%8) Asenior COIC official said he was concerned that non-01327 job series personnel
(030118 job series, for instance) were used to fill intelligence professional positions and perform
intelligence functions within the COIC,

(U/ /48] A senior JIEDDO official said the COIC used an intelligence contractor to meet, solicit,
and arrange meetings and conferences to collect information on associated .S, companies in order
to develop a tie to the FATIMA Group. Additionally, the COIC was required to provide intelligence
personnel to the HME Task Force for analytical support; however, these intelligence personnel are
being used to worlk with their inter-agency working group to leak information on the FATIMA
Group.

(U/ /#e4e:) A COIC analyst alleged that COIC all-source analysts improperly used a database that

included information SRR ' COIC database

' {U) The Office of Personnel Managemant defines the 0132 intelligence Job series as positions concerned with advising on,
administering, supervising, or performing work in the collection, analysis, evaluation, interpretation, and dissemination of
information on palitical, economic, saclal, cultural, physical, geographic, scientific, or military conditions, trends, and forces in
foreign and domestic areas that directly or indirectly affect the national security. These positions require a basic knowledge and
understanding of one or more of the natural or social sciences, engineering, or military science, but do not demand, as a primary
gualification requirement, full knowledge of the current state of the art.

" The Otfice of Personnel Management defines the 0301 administrative job series as positions the duties of which are to perform,
supervise, or manage nonprofessional, two-grade interval work for which no other series is appropriate. The work requires
anmalytical ability, jJudgment, diserotion, and knowledge of a substantial hody of administrative or program principles, concepts,

policies, and chjectives.
1, JIEDDG (hj1),1.4(c)

JIEDDG (DY), VA(c)

.||r' DD (b)), 1.4(c)
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allegation to NSA for investigation.

[U/‘/me) Dol OIG (bHB), (bUTHEY

I EDDO: (1), 1.4(c)
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(U) Referrals

(U/A=e463 We referred the following allegations for action:

1 U DoD OIG. (b)(6), (LXTHC)

~
.
E

2. (U/M=e%€) Misuse of National Security Agency's data referral to NSA.

. 2 Dol OIG: (h)6), (FIC)
j, ¢ WG

4. (U//m) Dol QIG. (b){6), (LITHE)

(U/ /#866) Timecard fraud referral to JIEDDQO, Allegedly, a JIEDDO supervisor
falsified timecards.

6. (U//P068) False information referral to JIEDDO. Allegedly, [N
[l provided false information to DoD IG intelligence evaluators during this QIA

investigation.

[$7]

7 JEDDO (Y1), 1 4fe) (DITHA)

8. (U//#8E8) One report on a questionable intelligence activity was sent to the
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Assistant to the Secretary of Defense for Intelligence Oversight. Allegedly, a contract
el 2nalyst at the 0SAAC, collected information by telephone from Afghan

7 )(

farmers in Afghanistan, using an alias and unauthorized and uncoordinated cover

while posing as an American university student.
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(U) Appendix A: Acting Deputy Secretary of
Defense Comments

DEPUTY SECRETARY OF DEFEMNSE
1010 DEFENSE PENTAGOKH
WASHINGTON, D 203011010

JAN D2 2014

MEMORANDUNM FOR INSPECTOR GLaNERAL OF TUE DEPARTMINT OF DETENSE
SUBILCT: Tnvenigation of Hotlne Allegation of o Questicanble huslligence Activity

T3 avew andone cespoads Wi eyuest s eyiew G comment ui yonr
Bl Repont = lvestipntion of Hotline Allegetdon cf @ Questionable [ntellipencs Activity
Concarning the Juint lewprovissd Beplosive Deviee Delenl Organizadan (IEDDO) Counter-1E1D
Operations’Intelligence Irtegration Ceer (COIC), lorvarded o ine on Kovembe: |3, 2013,

My elalV und T hova seviewesd the draft reane and 1 eanene with vone eomeliosicon s
regardicg substnntintion ol allegations o proper eolleztion 2l sulsequzal hardling of ecmain
S8, perzon inlorciation by the COIC suadll Farthes, T eoncar wilh the sverall Fadings
coneerning orgeaizoional and provess issues ssseeated with e JIEDDO'S inlell gees
aetivitivs, However, | Jo aes conewe with the assenipos in yous repor concerning 1ha sacis of
Jie COHC % 0 De'evee Intellipenve Comaoaent, nor Lie ek ol authonty to conduet cortaim
ineelligence activities cited in the revrt.

Conceming the recomercudations farwarded far actina by my arfice. | do not coneur with
Recommundation 1, puciully concur with Recommuendudons 2 wnd 3, und coneur with
Revonvnendativos 4 oud 5. Soecilis commients en vash ol these recomnendutionss ure conteined
inshe anaehed Clonsideration of Recommendetions. snd 1will diveet my stal 1o whe appiopriste
sortan seneerming vach ony,

Lamgening the rezonmendations Torvamiled Taroesipn w e Director, TETHOL T ilse o
ot concur with Reconsnendation 6. which 1s slinilee o Recommendation 1. 1 belivve
appeopriate auraozity is dacwvened in statuee, policy, and regulaton far such vetivities. | will
deler 1o the Direvase. NEDDO o redpond Lo yisur Gl exprossing his posivion and pvoposed
courses ol uclion 1o addmess vour concems, My stoll sill ollow up oa JEDDO ¢ responses 1
Regenmendations 7-14,

You imlivated in your cepor tkal ven hove mode seven additional refeaals o7 issues fr
actinn by ather olfices withtha Depanimeanc. | talie thes2 retemals seiious.y and ook o thess
nffices tn appropiiately assess these eeferrals and take any necessany action.

Ihe (TRDINCO o its COTC hawee perfonmed eritiznl ks for the salion in mbinssing the
IED threal o our Service mombers. 1do oot condene e lapees bighlighied by your Bodines,
We will take action to ersune that the tuture sirclures porlonming te valable Tuoctivos of
NEDDO comply with slutuw, exsenlive orders, und vagltions while mainmaiving o dumible il
elTentive capukility for the 1200 ‘o meet er warlighters” meeds in anagile md responsive

R T T

asp0137481-13

MG DTG -1y
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L appreciare the cpporunity to canunent o the deatt soport and will make my mff
wailable o you for furilwer elrifivation of issues uod [ullosy up.

Dy d o
W\, o

Acling
Adtaehed:
A sl
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Combderaiinn of Recommendations

I Recommendation 1. "Deteconine whether the Ioint Improvised bxplosive Device Deleat
Crganization (JIEDDO) should be designated ns ¢ DoD intcllizenee eanponent, muely Lile the
inelipenes elemen.s ol e Servicesond the seaior intelligonee nifices o e combatan:
commands. 1150 designated, sppreve appropriate asthorization for incorpondion inte Dold
240 1-R sl Dl 2000.19F withia 120 doya, H not desmgnated. dircet the JTEDDO o cease
all ietelligence collection wtivites.” NON-CONCUTL

a. Under the authotitics jn 50 USC § 3038 ad EO, 12333 § 110 (b, SECDEF may use
suchclements ol the Deparienent of Defense s may be appropriate for Lie execution of
ineliganee Tinctions. In DaDD 2000, 9E, SECDEF assigned intelligence Teaetions s JIFDDO
alony with Ui auhority to structure e poganization w carry sut thowe functions. Director,
JIEDDI, in tun. assigned these author.tics o COIC via internal JIEDRDO policy docunened in
twe JIEDDO Organization and Functions Guide.

b, JE DO CORC, a subordinae staff component. does canry vul intellipemwe activities
s et af s mission eoc. s such, alremly meers e definiton ol'a Deliase (otell genee
Compeoment (110 umder paragraph DLLLRTE of Dal) 5240, 1-R. Tis, therelre. adready
subject o he provisions governing mie lisence ovesipht.

¢. JIERTO as an o-ganizatiosal eatity should net be desigrated a DIC as reeomnzended,
TEDDO 0 and of HsellMis no: an cllicence organization ad Dircetor, TIEDTHO doe = no)
sequine tee oduitions] wulsecdty pramed Ty DD 5240, 1 10 the Head ol aimed DIC.

d. In necordarce withits resporsibil ties articulated in DoDD 2000, 1DE, parnuraph
6.0 S w I ensare thee 0100 prlerstonds which spreitie collzelion anihosilics it bos
alzeads and which will require additianal approvels

2. Revormmendmion 2, Apprave Dal)D O TYE 10 refleet HEDDO COICs avthorized
intelligenie unctions, miles and responsibili e, and assipnan execnive apenr Ror A2D00"s
cxternad Intedligence oversight.” PARTIALLY CONCUR.

a. The cvrrent version ol DeDO 2000, [0E will be updated.

b, A Deputy’s Management Action Group ({DMAG) decision moma, deted Seplember 6.
20105, dircets the trensition of JIEDIG *to an iatcgrated [oin erganiantion that cnables lactivi
resprnsiveress and arlicipatery acgquisition o prepure [or and resct (o batletiekd surprisc in
counter-terrorism. counter-inswrgency. and other relaled mission arcus 10 melude coumler-[EL.
Deputy Szerctary of Defense memorandum, “Quick Reactivn Cupabi ities Tisk Foree,”
Naverher 17, 201 7, establishee uader the Wartigher Senior lnegration Group Hin aceardanue
with BOD Directive 3000,17) o Task Towe 1o eeordinae eac iranmition af JIFDDC and other
Quick Reavion Capability olfices. This Tusk Poree will coordinuts tae updoe or replacemant of
the cxasting DoDD 2000, 19T, ensuring ixsues vaised inthis Dal) 10 pepert are appropcimely
acklnessee
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. Liven the e tat vall be required Lo produce o comprebiensive deaft tal addresses
the chunges anticipated as a czsult of the ceguirement n puragraph 2.b., DoeD recommends a
suspense of 180G days Irom the approval of a reorganization concepl v praduce the wssocinied
dircerive sddressing the DODICG comeeris ruised in the ROL This documenn will olso pravide
ihe uppropriate means e uidress Cie fssuey uddressed in Revoonnendutions 2 and 4,

3, Recommendation 3. ~Direct that the Jolnt Imprevised Lxplosive Device Delest Orguntzudon
participnte only in tasks directly refated 16 its counter-IED mission ™ PARTIALLY CONCUR.
This recornmendution is valid Ter selivities earvied oul weder the cureenl eharter. The missinn
seope muiy he eMecied by the issuonce of o charleriey direetive os descrilied in 2b alove
addressiog the new mission sets for the follow-or asganization.

4, Reconysendativon & ~Determine whelhigr tie foint lapovised Explosive Device Deteal
Urganization’s missten cvolution from “deleat the netwerk”™ o “nltack the network™ is in
secerdunce wilh Dol2D 2000, 19E." CONCUR.  This will be effeeted in the yeigsumnes ol a
chmc'ring dircetive us deseribed 1n 2b above addressing the new mission sets for the follow-on
l“ﬂllnlﬂll"lﬂ.

5 Regommendation 3. ~Create as internal Inspector General for JIEDDO 1o oversee e
orgonizuton’s incelligence oversight program,” CONCUR. e relsswnec of the JIEDDO
charlering direct ve will be wsed to clarily bolt the role of @ JILDOC G wnd tha 1G°s
relationship to a more sentor 1G i an appropriate defense component with regerd o Intelligence
Oversight responsinilitics.

a. Procedure 1408 DOD 5240.1-8 reguines thal ~“eseh Inspector Generel responsible fr
4 Dob intelligencs component shall casure thut prozedures ane in elicet th will achivve the
abjectives™ of persennel Geaniliuriyy with intellgenee overs, ght requirements for the conduct of
irtellivenye setivities. Historjeally, ATSE (LU has found than this obective 14 best
occanplished through perivdic assessaents by ivdependen eviluators answering
orgenizational lendership, n teaditional and eppropriate role for 1CHs.

b, The Dircetor, JTENDO, as the head ol a flag level organization merlis the suppar
provided by an istmal I office and is prevently empoveered by pavagiaph 3., DODI 2000, 19,
1w organlze such force siructwe intemally. Esablishment of the internal 16 is expecie:d w be
ueeormplished by the Direclor. JIEDDU a8 s007 as teasible, This will b2 alsa be eltected in the
reissunniee ol o churering direeiive as deseribed in 2b above, nddregsing the new mission sers fin:
the ollow-on orgenization.

e. Oversight of an arzanizathon's intelligence aversight progrum ula involves the
provisien of day to day command and cantrol of intelligenec activitics, as well os legal revicw ol
the plans tor and conduct of those aciivities. Provisian Tor se functions swould best be
docimented in intornal JIEDDO policy and procedures o5 addressed in fhe RO
receninendativns for Dinior, JIEDDO,
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(U) Appendix B: Director, JIEDDO Comments

P
=
-3

ICINT 18D DEPREAT ORUANIZATION
1204 ARMY FPHTAZON
WARMINETSES DO Edav1n.niny

12 Degernbier 2013

MEMORANDUM FOR DEPUTY INSPECTOR GENERAL FOR INTELLIGENCE AND
SPECIA. PROGRAMY

SUDJECT: Responss 1w MHotline Allegtions of a Guestionahle intelligence Aetivity Conceraing The
Iring IR0 Defest Crpanizatior (IGD20) Counter-1E1) Operctions / lateligence
lmegmtion Center (COIC)

|, (JAFEEE) Thank you lur the vzporiunity W review and commant on vhe 10 3 10 Dredt Repon
<hyted 12 Movember 2013 conceming the absve-captioned subject.

2, (L#FEH6) The Repurt comaine five Fndings. The attached menmandum feam the HEDRD
Genreral Counsel detoils owr anlysis und conclusions reperding thuse slentents of the repon. My
specific comments folluw,

a, 1 sactially cuncur that Finding | (thul the JIEDDRED COIC improperly eolicsted, retained
and disteminated nformytion on US persuns) is st bstanlialed. Nowever, this is hased on the
substaniiation ol oaly vne of the live subordinaie fucwal findings wnd the penlal
suhaeainlation of another, The other subwrtlinute foctual indinies are nol leplly or factuelly
suhstantated.

U | pardally concur tam Firdings 2 and 3 concern'ag retention and Jissemination w115
poesons informatian asz awbstantisied, They are sthsianlinted unly 25 10 e 1wy subardingte
faziual Andings substsatisted i Finding 1.

¢. | do rot concur in Finding 4, alleging o lock of effective mtelligence oversight at COIC, is
substantiated, ‘This Oinding Is conclusory and fhils w0 edequately recopnize tie majnr atides
COIC has made with resaee wo imelligsnee aversizht

d. 1 partially eoncu- that Firding 5 (that CNIC avthorty asa DOD Intelligerce Component
(NIC) is umclear) is substaciated, JIEDDD COIC"s begul atheray w colleet imelligence is
very clear. Hnwever, the natae and <enpie of its intelligensy mission under which it
aceomishes s celleetion sefivities shonld be alasified,

1 (UMFEHED Context s vety imporlant reganding e alleged delivivncivs in Findiags 1-3. The
Repori should recoguize that the cited violations represent o liny fraction ofthe tens of thousunis of
calleetion and analysis ectivities ongoing a1 the COIC, U remainder of which cemplied with OD
£240.1-R end other imelligenee dinetives. Furiher. hese Jelicizncies reviikec fram human error and
deviatiant fm exlsting BENDO progedunes, The Report shoukd furter avrawhedpe tha COIC
haa moda groat strides an refining and fmproving s compliance withall applicable liws umd
regulations, working elovely with the Aesistancin The Seeretary of Defense for Intelligence
Opemtons (AT513-10). COIC published JIEDIXO Instrueiny S240.0 In Janusry 2002 amd is intlip
final stages of upproving o Standerd Opztating Procedure on handling 1§ pereons’ information.
Finidly. the commeant that JIEDDO leadership falled 10 give inelligence overs'gld the appropriaie
level ol altentivn is not pepposted by the els.

oy ———
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1L (UASEHE The Report contalng five iesenmeadutions fo- action by NIERDRO,

f. Comse inteltigonce collection neriviney. 1'¢o notconcwr. Sucivac;ion wonld eedlessly
deprive the warlighter of ericleal suppon regarding the IED thieal in Afpbanistan anc
elsewhere. While JEDDO COIC is nail formally designated as Defense Intelligcnce
Component (DIC), ivis used for (oreign imelligence activitics 1o which part 2 of EO 123313
apolizs and ia suhjset o the provislans of 01 5240.1-K, One of JERIN)'s key missinns
under DOL Directive 2000,19e, Joint FEL Dufoar Orgonfeation (HNEQDCY s fo defent 1he
[ED syslern, COIC's information and intelligence vollection activities awe iv suppeit of this
mission and ¢ondugted in accurdunee with Fxecutive Onder 13323 and DOD 5240.1-R.

b. Awthorize the COIC 1o Jill e vioisting Deputy Gengred Caunsed for Qperaticas and
frelligence dilfer. [ coneur. This action is cempleie. Tals positon was eremted and 1lled in
Murch 2011, and is u pennanent positien on our Jolt Manning Docament. It was vacent foe
approximately eipht weeks om Dacembaer 2012 to Februacy 2013, henween the time the
ineumbent was detailed ta the General Counsel’s Office at the Oifice of the Direetor of
Mational Intalligenee and the arrival of a senior Army Reserve judge advocate with
considerabie experience n intelligerce muers who was asiigred to the COC on u full-time
basis. The perrnanent Depuly Genersl Counsed Mur Opertions amd lintellijeace will murn 1o
her pusition in Juavary 2014,

e, Review iardeogy und sofieapy holdings for VX, persond' informiotion, and dilete or retain
in aceordwace with Do 5240.7-& | eoncur. Thixreview is part of our ongaing Intzlligencs
Owersight pregram

. Review Internud precedures wd currenl Soyul oplaions to casuee that oolleeting
infarmation abont LS. porsons is i in ecenedipes with Tlo HOUSC, EQ 12333,
Dot 3240 04 series. | concus, JIEDDD putlisacd JIENDD sweuction 5240.1 in Junuary
2012 which reyiewed our procedures end opinivns fo- compliance. JIERDO COIC s clnse
w firalizing & Standard Opeeatiog Procedure on Inclligence oversipht and handling of LS
persons’ information, lead by she IO orfieer and elasehy zoordinatec with the General
Counse!"s oflics.

¢, Tailor JIEDDEY's intelligence oversigh? teatming, | concue. JEDDO wilared its irviniag
as part of JILDDO Instraiion 5240.0 (s Janwary 2012 o coitines o vefiee it w ansues
cempliunee,

4, (LUABES The lollowing zomments ore offeecd on the live weanmenditions for action by
Doputy Sceretary aof Defonse,

4. Determine whethor JEEDDO sfonld be dusigiged o DO intedliyence Componen:,
JIEDDRO COIC has sufficien intelligenec-re!ated legal wuthorities 10 camy cut its cument
misd.on 10 “defeat the [ED systen™ cven though it s not formally designated 2s 3 Delimse
Tnzel ipenes Component (DIC) under 0D 524918 Phis regu ation applies 1w JEDDO
COICs pevivities. Hawever, the DO G Repon highlighted the fuct that JIEGEO"s sviual
intelligence mission requires further clarification, JIEDDO will prepare a deraded missicn
statement for is intelligence onerations as its overadl missien shunges in the Gnure.
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b Apprave DODE 20065 ro meflect JEDDO CON msithorized imteligence fincnioas,
roles aind respansibiliies, ond axige an exeeutive ugerl o2 JEDDQ v externad intellheence
aversight, This will b ascomplished ia the pext updaie 1o DODD 2060, 19

<. Lirect JIEDIXND 1 participate only in tevis diveetl). refated to itespecifiod coumer-1ED
sssion. JIEDEX adlkeres tn ectivitles within the ranme ol ils cuweat authorities, subjest o
continuaus ovarsight by senior leadershipand the 1IEDDC Gffies of CGeneral Counsel. This
will change as HEDIYs mission cvnlves.

d. Devermive whether JIEDIY s mission evolution from “defear the nenwark” to “arack thy
nerwark” [ ir accordance with Palil) 2000, 10K, This mission cvalved fully within the
seape of JIEDMNY = autharities urder DCAYN 2000.1% and applica®lc law. Future chagiering
doctments will provice greater detail on speeific infe.lipance missions,

e, C'reqie nn anternal lnipecter Ceaeral position far JIEDNCD i ovarive 1he arpanization's
inteflipence oversight program. This will be acenmplished,

3 (Uf!hﬂ'd@-] Thc I}DD IG referred cight mavers for further invesigation. OF wae cight referrals,
vae was admi i and not substastisted. Anothier apsears (v bs iubstantivted but
hwanirg any
nbility (0 Farthe- investigate the natter, Ie other agencies (e investigation, the
resules of which are siill pending. Two olher v olaticns relaliig (o 4 single aclivity we
substantisted theough the DOD vestpgatiom and tagether constiumd one of the twe Bictual
eonclusions swupponing the substantation ol Fieding 1.

6 (LIFRHEY Thank you for the opporumity o provide our comnens My 'OC for this melier is
My Andrew Turiey, JIEDDO Geaesal Counsel, He may be reachen a1 763-602-761 | o0 by email i

AP

30N D ﬁ'\:ﬁ()\
I Liewtengdnt Gilnomal, 1.4 Army

| Dieecio
AR

Awughment: .
JIEDDO OC Asalysis, 12 Dee 2013
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JOINT (ED DEFEAT OCRGANIZATION
FL AU LR FENTAGON
WaARu'BOATOMN LE Yasih-4han

12 Decamber 2011
MEMORANDUM FOR DIRECTOR

SUHIECT: Aralysiz of Hatlhne Allagations of a Quertioasble [ntelliponce Activity Coneeming
The Jaint IED Dedem Chrgenizatior. (IEDDO) Counter-1ED Opezations { Intelligence
Intepration Canter (COIC)

1. (L8488 DO 1G substantiated the allegation thot the JIEDDO COIC lmpeaperdy
collected, retnined and disseminated information on US persons. DOD G farther faund COIC
Lesked offcerive inteiligenee oversight, and that its awthaiicy as & DOD Inelligenee Conponeni
vy ueklear, This wstoorandun evalwstes thuse specific Tndings eod the Qi) bases
underlyving cach of these lincings.

2, {(LFeEe) Whils Finding 18 subsaniinied, Lhiz is bused on substantistion of one of the six
subondimale laciual fndings and purtial substantintion of aoother. The other lndings we, inmy
view, legally and factually srsubicient. Findings 2 and 3 conceming retenlion end disseminalion
ol'US persous inlormation ae reasonably substantiated by the information in the reporl. Finding
4, olleging & lack of =ffective intelligence sversight ot COIC, ix conclusory und does rot
recopnize the major sindes COIC has made with respeet 1o intelligence eversiply. Finding 5,
that *COLC puthority ks & DO Iriellipense Componen: (D1C) i unelear™, is tru us far s it
pocs, Cucent authorilics cortain sulficien! legal authority Yor COIC W perforn ils present
misston. However, gneater clarlly is needed ta define COMC's intellipenee mission,

3, (UROE8) Firding ): The COIC Improperlv Colivered Informotion on US Persony,

JIEDLDCY (B)(1), 1. 4(C)
1 -
JIEDDO. (h)[1), 1 4(c)

(U/FeBa) Collection ol US person information by overt means from publicy availahla
soweea is en “inwelligence setivity™ covered by E.). 12333, a9 mnended, The outhesity 1o do so
is subjuet to the procedures esteblished by the Seeretery ol Delenae und approved by the
Attorney Cenesal in DOD 5240.1-R, dcrivities of DO incelligence Compommts That Afect
Undivd Stuies Peesvns (Decanbes 1952), Publiely available sourees would include the fnfeniet,
Subseriplions W news ur busines savices, ww sieniler e,

(Ui AedE) While JTEDDO COIC is not formally desipnned oz Defense Intellipence
Compounenl (DIC) under DO 3240.1-R, this directive provides tha =...other onganlzotions,
stafis and offices, when used for fareien Intellipenze or soumerintelligenee activities 1o which
perl 2 of LD L2435 apphies. ..” are considered LIUS for tae purposes of sppiicebility ol the
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regulation.' This aerivity Is within the seope of the JIEDDK)'s ussigaed mission to “defeat the
1ED system.™ © COIC analysts may overily allscl retain ind dissem nate snformation uhout 1S
persons, hutonly IFJIERRO COIC emplovess (civilians, milisry, and contracioss) comply with
Procedures 2, 3, 4 us well as 10, 1] und 12 contained in DOD §240.1-R? However, gester
carity is needed tn define the specifiz fnfefipence missinn assigned o 1100

b (U'#8=8) Colltclion op US Persons Held as Hostgees. The collection of US Persuns
dia regording hostages was incidentil 1o exeewion of its primary misgion 1o ass st LS forees in
defeating improvised explosive devices © While JIEDDO toes nol fuve @ hostage mescue
mission, it dnes have a mission that focuses on (he terronst nerworks that used 11:10s, detned 25
v octions ena aciivivies designed fo reduce e effects and (nterrunt e insteegent chain of 1ED
activitiex thraugh intelligence, survaillonce, reconnaiswrce infarmaidon nperallons, cowigr-
bomber largeting, device lechnival und foremic exploitotion, disposal of wvexploded ane
captured prdnones, and persistent surveillaree, . In this ease Special Operations lorecs
requested use of COLC “teols™ ‘o help pev-locate foreign nationals who held 4 US person
captive. The operaliona) fncus was Tat on the hostage bt na the lerraris: netwark anc the
toreigy. persons that held the individuals, nformation v lostieges may be collected by a DIC if
it is nezestary to the conduct of o Tunetion assigaed 1o it.” Here, the informatinn on foreign
PITSOns was necessary Lo she conduct of JIEDDD COICs mission o support LS lorces. 1t dic
not violate DOD §240.1-R. Further. such sction is consttent with Fxecutive Order 1 1383, which
vequires " in che maximim exteon congident With applicahle Imy, apgeavios shall in the desipn

_' DO E240= 10, purn DL LB £

* Jeprrtmest of Delenve Dinvetive (DCDD) 24610 1BE, Jaim depeewised dxplasive Dovies Defpot Orgnmzaion
(AROD0Y, Fubary 14, 701K, para 33,0,

! NEDDO Caiernl Coursel Oplriion, Hegiwad o Lignd Opinfon = Shwieby g Cotlict Qpun Suneve bieligence /OSINT)L
dued 4 Deermber 2012

“This s corsissme with fhe rsgommendations in GAD Repon offD- 1750 (5NF), The encinssifiod tide of the Tepon &3
Ixfevse Manigement T JTEOU0 Proveded Viatspdde dnrdlifeave St P Aciis wrg Nevaled fo Clarlfy Bulés vl
foppraove Corardmation, UAD ponzs chee it “defear the semasis™ of "aiack ihe aetwork” misios & aot elcousiels
dielined by fae OSD, and that doier o wonld belier £ wi% the wope of the IIEDIO COICs mizvan

® Sre scmervily, DODID 2000 19K, Josat dmprurized Evplorry Devke Dot Coepmnraaue CHEDDTL doramy 14, 2006,
Beginning in Y 2007, Congresy sperifically ssthorired NEDUD and soected o speclal approprlation caled the Jaust IED
I%Feat Puné (IRDNF), ke parpass of whish i t sllawihe [irecror of JIEDD 10 =, .. nvestipme, devolop ad provide
oquirmans, supshes. semicer rsining, s, peseancal g Runat w amie Usisd Dares Forcs 1o the dafest 9
impravited explosive devieer...” S op Public Law (11 1R, Hectoon 180, JI=0030 “Anask he Narwesk™
migting Is within tha weape nf IFNDO's athasy w=  steer nasd Swmad Freces in s defes of Impeevied replnsive
devices *

“ DOND 2050, 9, pesa 13.2

‘200 5290.0-, parm €23 14,
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antd use ol information systems und in e dissemioaton pmong sgencies. ..give the highent
peincily .. the inlerchunge of Lermimsm information,™

¢, (Uee=) Collection on & U8 Military Perion. The LS Merirs amvested an 17 Jun
201 inear Aringlon Cemetery wus feund currying Somb-making mulerisls and pro-al Queds
litenaiwre. JIEDDO waa alerted 1o this incident through media repurts,  In anticipation of u
ponstble request for information from 18 law entoreement thraugh USNORTHCOM or the
Depurimient of Defenye, the JIEDDC COIC vonlued eerin vollseiion avlivitivs o determing
any lnfermation 1a hs passession tha: may help determine whether the individusl was rezsonably
belicved 10 be cugayed or about 10 eagage in whisl could Lave been inteeastivn Weaonst
@ativity, eopevandly yiven the hwnewe lbund on him. ‘Toe infermetion was necessary o e
eonduc! of MEDDO CHE s mission o nssist US forces in deleting [EDs. Und=r DOD 5240.1-
R, pwra €.2.3,3.3, forcign intelligenes imformation may be collected asout o US persoa for this
purpase. Such tnfirmalion muy alsa he collected in antcipation of & request from aw
enforcement officials % assist in coaperaling with them for the purpes< of protecting DOL
employees, mlermalion, propery und fanities ander DO 524000 K, para U222 s
callection did not violate DO 5240 1-R because it was a permiss:ble vee of col ection
autkorities

. (L #eeroy The Buwline Greea Case, Ao FBI represertative i the US requested
intormation liom FBI ngents in Alghanistan about & pamed Jormer fragi nations’ who hed seitled
ia Nowling Greer KY  The FBT agents in Alghanisian then requested JIEDDO COICs
sssisiance for ny information that may be available. COIC provided invnrmatian absaut the
individuals involvement with IEDs when he lived in [rag, which was foreien intelligence
mlormation us defined in 0D 5240.1-R, para 31.1. .11, This sctvily did not vio.ate DOD
5249.1-R becavse (1 was approgriate’y processe:d in accordance wilth DOD 5240.1-R Frosedure
12 und eansiluied information co lecied during the course of military operutions by U8 forces in
Tiig that is permitted fo be hareal with U8 laiw coforeement oltivials ander 10 TS0 37

o (L/EE8) Fursiyn Intelligénce Callection by u C it il The repost
allegos thata contractor lelephwned taomens In Kandasar, Afchanisian ueing on
wnuvlhorized and uncoordinatad notienal eover ar an Amurlean univeraiy iudunt, JIEDDO has
mo fuotual basts te chollengs the truthiulness of the ellegetion and eoncedes that it constiated a
vialation o DOD Directive §5-3200.37, Maragement urnd Execitinn of Defrnse dhanas
litaliigence (IIUMINT). Encloaues 2. paragraph. 35, The contraclur was neither aulhorizd nor
directed by the US government w canduct this accvity,

HEDDO (D)(1), 1 4(C)

. T
J EDDO ()1, 1 4(c)

¥ ixeoutive Odes 13385, Fithe Srensthenio de S ing aif Tereovinm informarion jo Peotay dmericou, Oclober 2%,
2)08
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DIEDDO. (B)(1), 14(c)

JIEDDO (b)1), 14(c)

i
JEDDOT (1), 1 4{c)

A_(HeEE Finding 2 e COIC Improporiy Retaired informoion un US Persons.

(U COIC procedures on roiention of US Persons infonnation kave beea improved
considerbly since implementulion of the lurmu Intelligence Osersight program In 20010, LS
rersany informmation was enl’ecied In accandanea with Peneaduore 7 and refnined in seeardance
with Paocedare 3 under DOD 5240, |-R. Anomalies were seli-reponted through the quaneely
lotzligence oversipht reports. The issuance of JITDDO Instuetion 5240.01, JIFDO0
inrolligence Crversight, in donwory 2012 has led to (he substantial improvervent of 10 reotivitics
oapacially ax they relate te the ctendon of U porsons infarmation. A separato Stamdand
Opuraling Procedure in currenily in (e Gnod stage: ol vompletion which will provide friher
dotatled guidaree or: the hondiing. retenten oné dissemination ef US peraens informatian.

5. (LSt Vinding 3: The COIC Dnproperly Disseminaicd i marion on £ Persois,

(U/#6663 The Repen of Investipaion clied tvo pruducts relewsed oouide o COIC in which
the U8 persons information was o1 preperly marked, The ssugnce of JIEDDO Instruetion
5240.01, JIEDDO Inteiligence thersaghy, in Javuary 2012 has [ed o the subsianiiy
improvemetit of 10 activirles espacially ns thay relnte 1o tha reteation and dissemination of US

"_-u-e Stelemer! nf /ipkty ove! Nexpseniditiier. paa 1.), foamd o1
= DOD }240, M, pas C10, 2,4, “Partlgipati 3 deilned 45 g3y scbon undertmen with the souewr: o frewewick of
i« arpanization, o indlude auguiring manbeiis in P oegaiiastion,

<
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peesony information. A separnre Standard Operating Procedure is cusrently in the find siages of
completicn which will provide further detailed puidance on the bundling, retention and
dissemintlion of US persons inlormation. :

&[40 Finding4: The COIC Lacked Effective ralliperce (uarsight,

{L/3ee% Sinee the inceptior of COIC ay JIEDDO's intelligenee enm in 24007, questions
have persisted as o responsiality fiv aversaeing its 10 program . JISTNY, in 2 moma datad |
June 2007, dewermined thet the Assistant to the Secretry ol Detense for Imelligence Orvernight
(ATSD.10) would provide averght 10 JIEDBDO s inlelliguncs setivitias, Tn 2010, 175TH1)
revisited the jssue of msitutionl intelligence oversight regarding JILDDO and wentatively
datermined that the Ammy’s National Ground Inielligence Center (NGIC) should asrume thene
duticy. Afler considerable discussion, it wos finally dstermined shat A'TS13-10) should xetain
inelligence oversight responsibilities for JIEDDO in secunlunee with is chaner o condyet
ingpuctiony to ensure the program mests the roquirements of DOD 5240,1-R end provide staff’
assistance when requestod. This turmof regretably detrroted from and daloyed 19 an exicnt the
developaiem of aa elfective 1O prugan,

(U746 Sinse the appoimment of @ Deputy General Counsel for Operaiions nnd
Intelligencs in Marea 2010 ond implemeniation o' nunber of forcal 10 meusures, lsading up
10 {ha publication of JTEDDO Instrugtion 524001 ‘n January 2012, NEDDO"s intelligense
oversighl prognm has demonsirated coatnual xnprvement. Processes huave been sireanined
and adhere to DQD 32400.1-), KO 12333 and other governing direstives, Farmal 10 trafning
proprams inroduced in 2012 and bevond lave further ircreased the edectivenesy ol the JJEDDO
10 progaam,

T (ASE) Fiadine 5: COIC Amtharin: uy o DOD dntelfigence Compomen way Urnslear.

(U/A0E) 11EDDO was formally cstablished by the Secretery of Datenseon 18 Jan 2006
pursuani 1a his suthority under 10 USC §113, when the Deputy Seerelary of Defease (DST)
signed @ memorandum Establistmat af tiw Joint improvised Explasivg Device Dofen
Organization, DOD Dineetive 2000,.19E waz issuzd on beha f of vhir Seeretiry of Defense vn 14
Lb 2008 and is currently in ellecl. 1t establishes JIEDDO us o *joal entity™ and “juioUy
mannad activity” of the Deportment of*Jefense with the *...mission, espansihilities, fnetlons,
relutionships wod suthocities as prsceibed herdn 1 further provedes thue JIEDDO operates
wnder the .., authority, direction and zsntrol of the Deputy Szesetary of Defense.” NERDO™
Dintetor repatts 10 the Depuiy Seerstury of Defenss. AL the tiree JIED was ereated, ity
cagntar dircetive did not contain any retorence to COIC, or any other compenent that would
acgomplish JIEDDC s origingl “defent (he [ED system™ massion, whivh wus speeilically
assigned 1o J1E00 in the 2005 dircetive.' Farly ivemal aigonizetinnal ehaets referred tathe
COIC simply m “Reaen Last, ™

YDODD 1600.05E, para .00,

" GAD conducled an adfit o COIC s misziva and activilles inlale 2008, The ngotis GAOD8. 22 (SINF). The
unclisdalied iz of the regort 19 Dsfoow Mancgement: e JEDEC Providar Velreble tnethgerce Suppare bie Achisn
ant Neesva to Clarlfy Rivew o faorowe Covndlnorlen, GACRIES tan the ~defes cho sctwark™ or st e nelwork™
misehn ie nar adequaze ¥ deflined by 1he OS50, aid th dolag 52 weald Betler elakfy the setp ul’ e HEMDD COICs
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(L4845 T he Under Secretacy of Defense (lotelipence (USD-11 conflirmed in 2007 that the
COIC wis the ‘ntellipence companent of 11200607 | 2pal sutharity for NEDDO 1o zalleet 118
peron Infermation during fw cotesa af perfonning its missian e function (intentions] collection
of 1.5 person information from publicly available socreee) ix based upan the COIC s ko as
the “intelligence componcent” of a deforse actlvity, ageney, o pypgaatzution and >ecouse the
activity In reqired In ordar 1> perfiviin o lunctlon assigned the component, an swi out in DOD
5240, 1-R parugruph €202 For cuse nol involving publicly neatinble infonuufion, the
JIERDD COIC has wutuwily to eelloe il meets the definition of foeign foeligence, azset
out in NOD $240.1-R Provedure 2, pacsgraph C2.3.3."* JIEDDO COIC has the same authority to
colleet ns all non-intzllipence community components of the Depamment of Defeasc.

(L7609 JTEDNO s mission isto ', ., focua (lead, advocute, con-dinue) all Depariment of
Delenge 2cilons Ln suppont of the Combatant Commaaders and tieir respeciive Jolim Task
Forues' efforts to defeut Improvised Exslosive Devices as wespons of strulegle influence. "
DOD Directive 2000.19E identifed three diserete :amponents of (his mission. ; “Tiefeat of the
1L, 1today “"Deleat the Device™); “ffeal of the JED System™ [loday “Alleck the Netwack )
awd “Tralning the Force™ {1oday “Thein the Foree™.  “Deleal of the [EID Sysiem™ is the Line of
Openaticn (LOD) that penaios (o the misson of the ITEDDO s Counter-TED
Operations/intcilipence Integrazion Center (COIC) that has evalved irto “Atecck the Netwark ™ or
AN, As delined in the 2006 Ditective. the miission astbority o JIEDDO within this LOO, &5
“...actions end activifies designed to redie the effects and interrupt the invusgent chain of [ED
acilvities through imtefligence, nervelllance, reconpansonce, infrmaiion oneranons. Sourier-
bomber targeting, device techmical and forcrsic exploftation. ditpaval of unexploded and
capired ardnance and persistem aowillanse " L

wissian, 1% iepcht roted that NEDDO s chwrer dhe pat give # ory titkine authan ity wver the COMCOMEar MILDLPE,
o pther members of the 17, o this cauved prublem s with anveaing the JTEDDO COIC misxivy wis eiTeztivaly execuled
of wia it duplicative.

*\femanndum fer Direcior. Deferse IMeilipande AZeney, o (D) (3fen ggamtarion (KD o tateibiginge
Grenvight Reapamsdifities, | June 2007

By mema dased | June 2007, USDIDieanlinmed that the ) EDRG s Countes D OperatiznefIntelligence Integrslion
Center (COICH wa parfarming intellperas or inwllipenze. rzlnted sctivitien and must cemply with 5.0, 2130 and
fespiementing Dol Ditecives ead Regulations.  This wemo was sl [n rasponss 1o e U Feb 2007 meav o the
Dieector, 314, 2ongornang b vole s reaponssbitities of DA in assdbog ATSDID In prov Jing extarmnl ineell lpgnos
gvenslghs over the FIEDDD COIC "y Imelligepee arvivldes LIS fver ineckar [LNS Montgomery Mege, LINA-Rel}
estaldialied the COIC by dans,  Eraahli af tha Eouimtur 1K) Elperastoval lnidgeatiar Cealer = an 23 Aug
007, 1 roedein periineat pant:

It renairse to the urgent firest Pom 2004 in g and Alghanbitan, i Directes. JIEDDO, In cosedlzalion with
ihe Deputy Scomimy of Defease and Viee {hanman of g JUS, approved 1he esabhshment o the Caumer-150
Opermtivanl Istegration Cosia (COICY iy Ui Matlare: Coplind Reghon o 17 Wlaegh 2008 The funmed sl v
af the €3 we e e bation sent pfTiutive | Angest 208, The OO onables o Tomive operitions 15 defent
IED: ns wespons of stnzegic influgace theough the opermional imsegeation of imsllgence. malyis md
sechralngy in support of the warfipheer. The COIT bas had 2 subsindal impec oo eational, jolo), 23d wal dea
CounlérJED efforts. The JIEDDO COIC mussier cumbimics L conteibiste Signilicnt potection L LS Drom in
e Globil War s Terroriim.

Deparmnent of Defense Dirczive 2000.19K, para 11,1, Regiamag in FY 2007, Congrons specifionly suthocired
[IED00 snd croated # specis! sppropristion, caliee the Joint 1ED Defest Fond (IEDDF. the purpose of which is 1o ellow
tre Mirveior of HESDO 10 “. . invesigie, fovel and provide equipmese, supplies, serviess, Taining. fHeilitisr,
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or, JIEDDO Comments (cont'd)

(L MaEs Curvent suthoritics contain sufTictent legal autweity for COIC te perfome
itelliganza-relared aativities within the seope of 118 atrrent miseion, ra pravided for nnder DO
5240.1-K, pera DL1.1.%. 14, However, the DOD TG repoct highlizhted the need 1o mons clearly
define JIEDDO COIC"s Inteligense mission. Callecton of UY persoa information by oven
means fram publizly svailnble towcces is m intelligenes activity® covered by £ O, 12333, a5
amnended, The authurity 1o do 4o is subiedd W the prosudures sutablished by the Secretry af
Delenac and approved oy the Attomey General in DODR 5240.° <R, Jetivities of DOD
fntelilgesce Compouciay That Affect Unted States Persons (Dovember 1962, Tormal
deaiuntivg of TEDRO COIC as a DOD Tuslligerce Componaut ia not nesessay for COIL w
conitinug W uperale bul wuuld 1ecoprize the curnent slulus ol COICs openalions aud would uot
impase any additional aperational or edminisirative burders, since it alreudy folluws and
substanually complies whh DOD 32401 -R.

o
- =

- ;"('i.,ﬂr"'t "\I...;—J.--.’-
F.ANDREW TURLIY
Gunezal Coutisel”

peroanns! mul fends Lo el Unlisd States Furoes In thuslefenl ol mproviut esplonsve gevices. . * Son, e g, Publle Law
TI1SET..., Surdan 1503, TIKDDO Atk B Nework"” mlsglon Iewlhin tl seope of JEDDO'S sathioity te **.. awie
Llnltad States. Porcue in tha defest al'imprevised exphodve cavlen "

?
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(U) APPENDIX C: Director, JIEDDO Comments to
Findings and Our Response

(U//%@48) Our investigation substantiated the allegation that COIC personnel improperly
collected information about U.S. persons. At the direction of COIC and JIEDDO leadership,
analysts collected information on U.S. companies and their CEOs, U.S. hostages held by
foreign extremists, and specific U.S. persons. In addition, COIC analysts improperly collected
intelligence using aliases and uncoordinated cover. As a result, COIC leadership and analysts
- actions violated, or were inconsistent with, Executive Order 12333, "United States
Intelligence Activities”; DoD 5240.1-R, “Procedures Governing the Activities of DOD
Intelligence Components That Affect United States Persons”; and DoD Joint 1ED Defeat
Organization Instruction 5240.01, “JIEDDO Intelligence Oversight”; aswell as

DoDD S-5200.37 “Management and Execution of Defense Human Intelligence (HUMINT);”
and DHE-M 3301.002 "Defense Human Intelligence (HUMINT) Enterprise Manual, Volume II:
Collection Operations.”

| ¥

JEDDO (b)), 1 4(c)

||“|“||||||||I|||§
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JIEDDO. (Y1), 1 4(c)

|

(U) For the complete text of |IEDDO’s response to our findings, see Appendix B: Director, JIEDDO,
Comments.

tU] Our response to JIEDDO’s comments regarding each of the six examples cited as improper
collection on U.S. persons is below.

JIEDDO (h)(1), 1 4(c)

|||||‘|i

NEDDO (B)(1), 1 4(c)

) [ ety e e S o e Sl et it s
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L EDDO (I1)(1), 1.4(c)

(U/ /6% Collection on U.S. Persons Held as Hostages: JIEDDO responded that U.S. Special
Operations forces specifically requested JIEDDO COIC assistance in locating hostages, specifically
the "use of COIC ‘tools’ to help geo-locate foreign nationals who held a US person captive,” not in
defeating the IED threat. JIEDDO contended that “the operational focus was not on the hostage, but
on the terrorist network and the foreign persons that held the individuals.” JIEDDO contends that
information on hostages may be collected by a DIC |designated intelligence component] if it is
necessary to the conduct of JIEDDO COIC’s mission to support U.S. forces, We maintain that DoDD
2000.19E gives JIEDDO the mission to defeat IEDs as weapons of strategic influence; however, it
says nothing about defeating terrorist networks that may use [EDs. While JIEDDO's capability and
desire to assist the warfighter are commendable, this assistance falls outside JIEDDO's original
charter., Furthermore, we did not find where this activity received a collectability determination or
was supported by a legal opinion.

(U/fAse4es [IEDDO's Collection on a U.S. Military Person: JIEDDO responded that according to
media reports, the U.S. Marine arrested on June 17, 2011, near Arlington Cemetery was found
carrying bomb-making materials and pro-al Qaeda literature. JIEDDO contends that in anticipation
of a possible request for information from U.S. law enforcement, through USNORTHCOM or the
Department of Defense, the [IEDDO COIC conducted certain collection to determine if it possessed
any information that could help determine whether the individual [U.S. Marine] was reasonably
helieved to be engaged in, or about to engage in, what could have been international terrorist
activity. According to JIEDDOI 5240.,01, “reasonable belief” must rest on facts and circumstances
that can be articulated; “hunches’ or intuitions are not sufficient.” We maintain that collection on a
U.S. person in the United States who is suspected of terrorist-like activity is domestic collection.
The collection on this U.S. Marine was inappropriate because no valid mission requirement existed,
the FBI did not request support through USNORTHCOM, and reasonable belief had not been
established that this U.S. person was involved in international terrorism. When an activity does not
reasonably constitute foreign intelligence, intelligence support to civilian law enforcement must
also adhere to DoDD 5525.5 and receive SECDEF approval, Furthermore, we did not find where
this activity received a collectability determination or was supported by a legal opinion.

(U/ AFe4e) Bowling Green Case: JIEDDO responded that the request came directly from FBI agents
in Afghanistan, Alwan and Hammadi were U.S. persons at the time of collection, as defined by EO
12333 and DoD 5240.01. We maintain that JIEDDO had no authority to collect on U.S. persons in
the United States because the request did not come through USNORTHCOM. In accordance with
Chapter 18, Title 10, 1.5.C, JIEDDO can support civilian law enforcement involving matters of the
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Military Cooperation with Civilian Law Enforcement Agencies Act of 1981 provided the request is
staffed through USNORTHCOM.

w2 YJIIEDDO (b)), 1.4{c)

(U//8Q48) Our investigation revealed that the COIC improperly retained information about
U.S. persons. The COIC failed to consistently conduct collectability and retention reviews on
U.S. persons information in the COIC's holdings, and U.S. persons information collected by
COIC analysts was not compartmentalized on the occasions when a collectability and
retention review was completed. The COIC did not comply with the 90-day retention
timeframe because of poor intelligence oversight reviews. Finally, the COIC also lacked a
systematic means for purging U.S. persons information that was inappropriate for retention.

(U/ /#8863 As a result, COIC analysts collected and retained U.S. telephone numbers in the
COIC's Palantir database. In addition, COIC analysts collected and retained information on
U.S. persons in support of law enforcement activities. Requests for U.S. persons information
and intelligence products that contained U.S. persons information were reportedly not
always vetted through the COIC’s General Counsel for Intelligence, as JIEDDOI 5240.1
required. Finally, U.S. persons information was retained past the 90-day timeframe in
violation of DoD 5240.1-R, "Procedures Governing the Activities of DOD Intelligence
Components That Affect United States Persons” and DoD joint [ED Defeat Organization
Instruction, [IEDDOI 5240.01, "[IEDDO Intelligence Oversight.”

(U//#684$8) The Director, JIEDDO, partially concurred with Finding B regarding the retention of U.S.
persons information, but only regarding the two examples substantiated in Finding A. JIEDDO
stated that COIC procedures on retaining U.S. persons information have improved considerably

since implementation of the formal Intelligence Oversight program in 2010. According to JIEDDO,
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U.S. persons information was collected in accordance with Procedure 2 and retained in accordance
with Procedure 3, under DOD 5240.1-R, and anomalies were self-reported through quarterly
intelligence oversight reports. Finally, JIEDDO contended that the issuing of JIEDDO Instruction
5240.01, JIEDDO Intelligence Oversight, in January 2012, has led to a substantial improvement of 10
activities, especially on how they relate to retaining U.S. persons information. A separate SOP,
currently in the final stages of completion, will provide further detailed guidance on the handling,
retaining, and disseminating of U.S. persons information.

(U) For the complete text of JIEDDO’s response to our findings, see Appendix B: Director, J[IEDDO,
Comments.

(U/ /#648) JIEDDO collection activities did not always undergo a collectability determination and
based on a manager's review of its information technology department, JIEDDO’s intelligence
oversight officer or general counsel never processed a request to purge its systems of any
information on U.S. persons. We acknowledge that JIEDDO procedures may have improved since
our investigation concluded, However, we have no data, beyond what is contained in our report, on
which to base further comment.

‘indina G The Gl m el ;

(U/ /#8486 Our investigation revealed that the COIC improperly disseminated information
about U.,S, persons by releasing products that contained U.S. persons information without
proper “U.S. persons” markings. The COIC failed to properly mark these products because,
according to a COIC analyst, such dissemination occurred so infrequently. Additionally, COIC
intelligence products that contained U.S. persons information did not always go through the

COIC's intelligence oversight review prior to dissemination, as required by JIEDDOI 5240.1.

(U/#0U8) As aresult, the COIC violated DoD 5240.1-R, “Procedures Governing the
Activities of DOD Intelligence Components That Affect United States Persons”; and DoD Joint
IED Defeat Organization Instruction, JIEDDOI 5240.01, “JIEDDO Intelligence Oversight.”
Furthermore, products that contained U.S. persons information that did not undergo an
intelligence oversight review were not minimized by replacing identity information with
“USPER”, or U.S, Person.

(U/ /%% The Director, ]IEDDO, partially concurred with Finding C that [IEDDO improperly
disseminated U.S. persons information, citing the fact that only two examples in Finding A were
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substantiated. JIEDDO said that our report cited two products released outside the COIC in which
U.S. persons information was improperly marked. [IEDDO also said that the issuing of JIEDDO
Instruction 5240.01, JIEDDO Intelligence Oversight, in January 2012, has led to substantially
improving 10 activities, especially as they relate to retaining and disseminating U.S. persons
information. A SOP is currently being staffed, which will provide detailed guidance on the handling,
retaining, and disseminating of U.S. persons information,

(U) For the complete text of IEDDO’s response to our findings, see Appendix B: Director, [IEDDO,
Comments.

'I;I\l)rﬂf .lJ:h .‘. "\Illl-

(U/ /Ae49) COIC procedures may have improved since our investigation concluded. However, we
have no additional data, beyond what is contained in our report, on which to base further comment.

(U//#848) Intelligence oversight training, knowledge, and practices in the COIC were
inconsistent and some COIC members characterized them as “minimal at best.” The COIC
lacked an effective intelligence oversight program because prior to 2012, JIEDDO leadership
had significantly emphasized the program. In addition, the COIC's workforce had varying
degrees of initial intelligence and intelligence oversight training.

DDO. Comment
(U/A4#846) The Director, JIEDDO, non-concurred with Finding D that the COIC lacked effective
intelligence oversight. In his opinion, the finding was conclusory and failed to adequately recognize
the major strides COIC had made regarding intelligence oversight. According to JIEDDO, questions
about who would provide its intelligence oversight detracted from and delayed developing an
effective [0 program. JIEDDO appointed a Deputy General Counsel for Operations and Intelligence
in March 2010 and published JIEDDO Instruction 5240.01 in January 2012. In JIEDDO's opinion, its
intelligence oversight program has demonstrated continual improvement, processes have been
streamlined and adhere to DOD 5240.1-R, EO 12333, and other governing directives and formal 10
training programs have been introduced since 2012,

(U) For the complete text of ]IEDDO’s response to our findings, see Appendix B: Director, JIEDDO,
Comments,

DODIG-2014-055 | 70
SRR R HA AR



SECRETANGFORN

(U/eE8) In 2010, j!EDDIO was tasked to establish an intelligence oversight program. As cited in
the ATSD (10) report of a Staff Assistance Visit of August 9, 2011, intelligence oversight knowledge
in the [JIEDDO] workforce was inconsistent. In July 2012, JIEDDO finally approved its intelligence
oversight policy. In addition, statements from a variety of COIC personnel, both at the senior and
junior levels, indicated that intelligence oversight training, knowledge, and practices in the COIC
remained inconsistent, COIC personnel rated the Intelligence Oversight training program from
“minimally sufficient” to "average,” and several members believed that the training was conducted
only to “check the block.” The JIEDDO intelligence oversight program may have improved and
become more consistent since our investigation concluded in January 2013; however, the
effectiveness of the JIEDDO intelligence oversight program since their changes can only be
determined during the next external intelligence oversight inspection.

Pty I: i ¥ FEY AT

(U) Finding E: COIC Authority as a DoD Intelligence Component was Unclear
(U/ /#8%8) The COIC's authority, roles, and responsibilities as a DoD intelligence component
were unclear and undocumented. DoDD 2000.19E was written prior to the COIC's
establishment and therefore did not specify the COIC's authority to collect raw data under
the auspices of research. COIC senior leadership incorrectly perpetuated the idea that the
COIC did not conduct intelligence collection, Likewise, DoDD 2000,19E did not specify the
COIC's authority to collect raw intelligence and produce original intelligence products.
According to officials from OUSD(I), the DoD Office of General Counsel, and the Office of the
Assistant to the Secretary of Defense for Intelligence Oversight (ATSD(10)), no DoD
directives or guidance existed that defined the COIC, its designated functions, or its
authorized roles and responsibilities. DoDD 2000,19E tasked OUSD(J) to provide policy,
guidance, and oversight for information management and intelligence to assist the JIEDDO
on matters pertaining to IED Defeat. But inconsistencies existed about the COIC’s
authorities, roles, and responsibilities. As a result, the COIC leadership was confused about
its authority to conduct intelligence collection and therefore unable to definitively provide
written authorizations to their employees when questions arose.

TT) (Y ey j 1)

(U//£6848) The Director, JIEDDO, partially concurred with Finding E that the COIC's authority as a
DOD Intelligence Component was unclear, But he stated that JIEDDO COIC's legal authority to
collect intelligence was very clear, However, he added that the nature and scope of its intelligence

mission to accomplish its collection activities should be clarified.

(U/ /#8883 The Director said the Secretary of Defense formally established [IEDDO on January 18,
2006, and that DOD Directive 2000,19E was issued on behalf of the Secretary of Defense on
February 14, 2006, He added that when it was created, ]IEDDO’s charter directive lacked any
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reference to COIC, or any other component that would accomplish JIEDDO's original "defeat the IED
system" mission, which was specifically assigned to JIEDDO in the 2006 directive. According to
JIEDDO’s response, current authorities contained sufficient legal autharity for COIC to perform
intelligence-related activities within the scope of the current mission, as provided by DOD
5240.1-R, paragraph DL 1.1.8.16.

(U) For the complete text of [[EDDO’s response to our findings, see Appendix B: Director, [IEDDO,
Comments,

TR EE ALY
i

(U/ /#eH6) We continue to submit that the [I[EDDO’s authority, roles, and responsibilities as a DoD
intelligence component remain unclear. Because the mission statement in DoDD 2000.19E does not
specifically include any reference to the terms “Defeat the [ED,” "Defeat the 1ED System,” or
"Training the Force,” one must assume the terms and the mission statement are connected. In
addition, at the time of our investigation, no clear understanding existed of JIEDDO COIC's
authority, roles, and responsibilities in the JIEDDO COIC itself, or in the offices of the USD(I), DoD
0GC, and ATSD(I0). Also, JIEDDO pointed to what it believed were clear legal authorities to collect
intelligence as assigned by the 0SD in DoDD 2000.19E, even though previous JIEDDO leadership,
senior representatives, OUSD (1), and other DoD representatives found DoDD 2000,19E to be
unclear. In addition, the JIEDDO COIC command brief (slide 12) of July 16, 2012, read: "JIEDDO-
COIC has no authorities to conduct intelligence collection missions.” The briefadded: “JIEDDO has
no authorities to collect on U.S. Persons and must adhere to applicable USG and DOD Directives.”
The Acting Deputy Secretary of Defense and the Director, JIEDDO, stated in response to
Recommendation A.2 that DoDD 2000.19E will be updated. We underscore the importance of
specific written guidance from USD (I) to clarify JIEDDO’s intelligence authorities pending
amendment of DoDD 2000.19E.
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(U) APPENDIX D: Prior Coverage

‘ COIC Collection on |

(U/ [#eH8) No previous reviews or investigations have addressed the allegation that the COIC
collected information on U.S. persons.

.

(U/ AFeH8) In August 2011, the Assistant to the Secretary of Defense for Intelligence Oversight
conducted a staff assistance visit, which resulted in a memorandum, subject: “Report of Staff
Assistance Visit.” The memorandum detailed deficiencies in the COIC's Intelligence Oversight
program to include training, intelligence oversight, and reporting, and provided recommendations
for improvements. As it related to this investigation, ATSD(I0) recommended:

e JIEDDO should develop a training resource tailored to the nuanced risks of COIC’s
organization and mission, especially as its mission focus shifts, as anticipated, to new
future target sets. :

e JIEDDO should establish a process to make and document retention decisions on U.S.
person information.

e JIEDDO should establish a policy for marking working papers, files, products or
databases containing U.S. person information.

e JIEDDO should review the command's control of database access to include:
o Areview process prior to posting and releasing of products,
o Control access to SIPR database information.

o Consideration of a password and login requirement for files containing U.S.
person information with special consideration given to the implications and
challenges posed by the requirements of Procedure 4, ["Dissemination of
Information About United States Persons,"] DOD 5240.1-R.

(U//£048) ATSD(10) reported that the COIC's intelligence support and oversight relationship was
unclear with regard to Executive Agency responsibilities and no dedicated IG support exists for the
organization. ATSD (10) recommended that the COIC establish a way to conduct a periodic
independent review of its 10 program. ATSD(10) noted that this was normally performed by an
Inspector General, a duty position for which JIEDDO was not currently resourced.
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(U) In November 2008, GAO published a SECRET-level report, GAO D09172C, “The Joint

Improvised Explosive Device Defeat Organization Provides Valuable Intelligence Support but
Actions Are Needed to Clarify Roles and Improve Coordination,” which stated: “the COIC was
developed without specific guidance directing JIEDDO to establish it or defining its roles and
responsibilities, and the GAO report found no DOD guidance and limited JIEDDO guidance to
provide additional direction regarding the COIC even after it was created.” GAO found "confusion
over whether the COIC’s roles and responsibilities align with the functions of an intelligence agency,
which led to concerns about how the COIC coordinates with DOD intelligence organizations in order
to vet COIC products, particularly whether the COIC should follow the standards and procedures
used by intelligence organizations.”

fsa JIEDDO: (b)(1), 14{c)

L EDDO: (bY(1), 14(e)

Su bsequéut JIEDDO leaders questioned the COIC's intelligence roles and responsibilities; however,
as of the date of this investigation, DoDD 200.19E was in draft and awaiting Secretary of Defense

approval.
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(U) APPENDIX E: National and Command Policy

(U) The following relevant paragraphs are included in the directives listed:

1E "_"| s NMve=m 173 R % hon g A 1 = ovm = s o re
LY VT EQIlealiULil alia |y HEen

(U) According to DoDD 2000.19E, subject: “Joint Improvised Explosive Device Defeat Organization
(JIEDDO)," effective February 14, 2006:

JIEDDO is hereby established as a joint entity and a jointly manned activity of the
Department of Defense, operating under the authority, direction, and control of the
Deputy Secretary of Defense, The JIEDDO shall consist of a Director and such other
subordinate organizational elements as established by the Director, within
resources assigned by the Secretary of Defense.

(U) JIEDDO Relationships
(U) DoDD 2000.19E designated the following relationships:

7.1. In the performance of assigned responsibilities and functions, the Director,
JIEDDO, shall:

7.1.1. Report directly to the Deputy Secretary of Defense

7.1.2. Use existing systems, facilities, and services of the Department of
Defense and other Federal Agencies, when practicable, to avoid duplication
and to achieve maximum efficiency and economy.

(U) JIEDDO Intelligence References

(U) DoDD 2000.19E references to "intelligence” included:

3.3. Joint IED Defeat. The collection of all DoD-wide efforts to reduce or eliminate
the effects of all forms of IEDs used against U.S. and Coalition Forces, including
policy, resourcing, materiel, technology, training, operations, information,
intelligence, assessment, and research. These efforts specifically include the
following:

3.3.2. Defeat of the IED System. Actions and activities designed to reduce
the effects and interrupt the insurgent chain of IED activities through
intelligence, surveillance, reconnaissance, information operations,
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counter-bomber targeting, device technical and forensic exploitation,
disposal of unexploded and captured ordnance, and persistent surveillance.

6.2, The Director, JIEDDO, shall:

6.2.7. Establish a Joint Common Operational Picture and joint Common
Intelligence Picture of the IED system in the Global War on Terrorism.

6.2.15. Collect and analyze data from the ﬁcld to assess the effectiveness of
current intelligence support for the Combatant Commanders and their
staffs; develop and track responses to priority intelligence requirements;
and, in coordination with the operational chain of command, develop new
intelligence support and intelligence requirements against IED threats to
ensure the Combatant Commanders’ needs are met.

(n o =ilxilitice Dalating +a HERD
U) Responsibilities Relating to JIEDDC

(U) DoDD 2000.19E delineated the following responsibilities:
6.3. The Under Secretary of Defense for Intelligence (USD(1)) shall:

6.3.1. Provide policy, guidance, and oversight for information management,
intelligence, counterintelligence, operations security, information
operations, and security matters to assist the JIEDDO on matters pertaining
to [ED Defeat.

6.3.2, Coordinate with the Office of the Director, National Intelligence, to
provide interagency intelligence analytical products and services from
non-DoD organizations to meet the Director, JIEDDO, Priority Intelligence
Requirements.

6.3.3. Ensure that the DoD intelligence organizations provide routine and
timely analysis to maintain the Joint Common Intelligence Picture of the
global IED threat and to meet the requirements of the IED Intelligence
Campaign Plan, when published. Analysis will include adversary IED tactics,
techniques, and procedures development and maintenance; [ED threat
system products; [ED adversary networks and vulnerability products; and
IED threat trends and forecasting.

6.3.4. Ensure the Director, Defense Intelligence Agency, in coordination with
the Director, JIEDDQ, directs, monitors, and modifies, as necessary, activities
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regarding weapons technical intelligence as it pertains to the collection,
analysis, and primacy for exploitation of IED components; either forensic or
force protection.

191 arniA

(U) According to Department of Defense Joint IED Defeat Organization Instruction (JIEDDOI)
5240.01, Subject: “JIEDDO Intelligence Oversight” of January 12, 2012, this instruction applies to all
U.S. personnel within JIEDDO, its staff elements, and operating arms that have U.S. military forces,
DoD civilian and DoD contractor personnel assigned, attached or detailed to them who perform or
support intelligence activities as defined by DoDD 5240.01. This includes attached Reserve and
National Guard personnel in a Title 10 status or who are performing a federal mission:

4a. (U) Per DoDD 2000.19E, DoD established JIEDDO and assigned responsibility for
intelligence oversight to the Under Secretary of Defense for Intelligence (USD(I)) in
2006. Subject to final review and approval by the Office of the Secretary of Defense,
a coordinating draft of DoDD 200.19E changes responsibility for JIEDDO 10 to
ATSD(10), with the Secretary of the Army advising and assisting the Director,
JIEDDO in establishing and maintaining an intelligence oversight program.

} s o 1 HIL AT
WESD0ONSIT0 e

(U) According to JIEDDOI 5240.01, per JIEDDO Director, "Appointment as Senior Responsible
Intelligence Official [SRIO] for JIEDDO" of February 28, 2011, the COIC is the sole intelligence
component of JIEDDO, and the Deputy Director of Intelligence is the SRIO with authority for the
COIC's compliance with the JIEDDO Director Instruction, and other DoD implementing directives
and policy. The Deputy Director, COIC, is authorized to exercise SRIO responsibilities in the DDOI's
[Deputy Director - Operations/Intelligence Integration] absence. The DDOI will designate a COIC
Mission Integration Division (MID) government representative (government civilian or military)
with extensive intelligence experience and at least one year of service remaining at the COIC to
serve as the Intelligence Oversight Officer (100). The 100 will... ensure that procedures are
established requiring periodic review of all documents or records retrieved or received by DoD
intelligence components or personnel subject to this instruction that contain U.5. persons
information and for which a permanent retention collectability determination has not been made.
The period between regular periodic reviews of this information may not exceed 90 days.
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Acronyms and Abbreviations

cl
coic
DoDD
Doj
FBI

FI

HME
IED
JIEDDO
OSAAC
0SD
ousD(l)
RFI
RFS

Counterintelligence

Counter-1ED Operations/Intelligence Integration Center
DoD Directive

Department of Justice

Federal Bureau of Investigation

Foreign Intelligence

Homemade Explosives

Improvised Explosive Device

Joint IED Defeat Organization

Open Source Analysis Augmentation Center

Office of the Secretary of Defense

Office of the Under Secretary of Defense (Intelligence)
Request for Information

Request for Support

DODIG-2014-055 | 78



(U) THIS PAGE INTENTIONALLY LEFT BLANK

DODIG-2014-055 | 79
SEERET//NOGFORN



Whistleblower Protection
U.S. DEPARTMENT OF DEFENSE

The Whistleblower Protection Enhancement Act of 2012 requires
the Inspector General to desighate a Whistleblower Protection
Ombudsman to educate agency employees about prohibitions on
retaliation, and rights and remedies against retaliation for protected
disclosures. The designated ombudsman is the DoD IG Director for
Whistleblowing & Transparency. For more information on yourrights
and remedies against retaliation, go to the Whistleblower webpage at
www.dodig.mil/programs/whistleblower.

For more information about DoD IG
reports or activities, please contact us:

Congressional Liaison
703.604.8324

DoD Hotline
800.424.9098

Media Contact
Public.Affairs@dodig.mil; 703.604.8324

Monthly Update
dodigconnect-request@listserve.com

Reports Mailing List
dodig_report-request@listserve.com

Twitter
twitter.com/DoD 1G
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